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4.1. Change Detection with
MDL Change Statistics.



4.1.1 Change Detection

What’s Change Detection?

Detecting emergence of bursts of anomalies

|
|
|
| time | time
change point change point

Mean change Variance change



Definition of Change Point
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Kullback—Leibler divergence



Application to Malware Detection

Detecting SQL Injection via change point detection ‘

" Sign—Scanning Malware Attack
change = e
score |~ ﬁ\
22 hours
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—time



Why Change Detection?

Event behind change

Access log Malware
Computer usage log Fraud
Syslog Failure
Sensor data Accident
Tweet Topic Emergence
Real estate transaction Economics crisis
Usage transaction Market trend

Visual field loss Glaucoma



Previous Work

B Abrupt Change detection:
[Hinkley 1970] [Hsu 1977][Basseville, Nikiforov 1993](CUSUM)
[Guralnik, Srivastava 1998] [Fearnhead, Liu 2007]

B On-line abrupt change detection:
[Yamanishi,Takeuchi 2002] [Kiefer et al.2004]
[Takeuchi, Yamanishi 2006] [Adams,MacKay 2007]

B Incremental change detection (Concept drift)
[Zliobaite 2009] [Gama et al. 2013]

B Continuous change detection
[Miyaguchi, Yamanishi 2015] [Yamanishi Miyaguchi 2016]

No studies on unifying approaches to detecting
gradual changes as well as abrupt ones




New Directions of Change Detection

[ Abrupt Change Detection ]

~

(" Gradual Change Detection
[Yamanishi Miyaguchi BigData 2016]
{Miyaguchi Yamanishi JDSA2018]

~

N

 Model Change Detection

[Yamanishi Fukushima IEEE IT 2018]
[Hirai Yamanishi KDD2012]

\

\_[Kaneko Miyaguchi Yamanishi BlgData2016] /

\_ [Hayashi Yamanishi DAMI2014] )

Model Change Sign Detection
[Hirai Yamansihi BigData 2018]

kUnifying gradual and abrupt change detection

J




4.1.2 MDL Change Statistics

Hypothesis Testing Framework
parametric class of

F = {p(X; (9) 1 0 < @} prob. densities

For sample size n, given a time point t(1 < ¢ < n),

!
oon . ! .
Hy:xy ~ p(l?: 90) 0o i t is not

I change pt
' >
t
R, I ‘
Hy:xy ~ p(xy:01), 02 | .
n on . _ ! h t
Tipq ~ p(rgq:02) 1 ! 5 oneeP
;

Likelihood test
[ 0o, 01, 05 are un.cannot be applied Jig specified. J "




MDL Change Statistics

Basic Idea o — L1 T,
! | \
\ , Y timle \ _ J
B= 0, ot Ty = P
a F={p(X:0):0 €06} N

codelength for " using F

— {codelength for x| using F

< + codelength for x}', | using F}. .

If the data can be compressed significantly more by
changing the distribution at time ¢,
'then that point may be thought of as a change point.

C.f. [Yamanishi Miyaguchi BigData2016] [Vreeken Leeuwen DAMI2014]
[Hooi et al. CIKM2018] [Guralnik and Srivastava KDD1999]



NML Codelength

Parametric model
P={p(X"0): €O} (n=12,...)

NML Codelength
(Normalized Maximum Likelihood (NML) Codelength)
/ﬁ( ") = —log maxy p(z"; 6) Parametric \
T X amaxgp(yni60) ____Complexity
| n. i {0 :
— —logmglxp(a? 1 0) +logli‘Zdep(y ;9)5 =C,
e o e e -
k n
~ —logmaxp(z";0) + = log — +log [ \/|1(A)d
\_ log 11191Xp(;z° 1 6) + 5 log o —|—10C,/ | (9)\(@

where | () = Eg[—aglgggéf:@)] (Fisher Information)  K:# parameters




Formal Definition of MDL Change Statistics

MDL-change statistics [Yamanishi Miyaguchi BigData2016]

2T, . . A , A1 .
L = L1...Lp, L1 —= X1 ... Lty Ly — L1 ... Up

t: change point candidate, € > (

7~ NML Code-length N\
(I)t (I ) for unchange
def NML Code-length
= {( log mgLX P(x];0)) + log Cn} for change
- {( log max P(x};0)) +log C; + (—log max P(x{.¢;6))
S SRR /SRS LR
\_ wherelC), = >, maxy P(x";6): parametric c:omplexityl /

d,(x") > 0= tisa change point
d, (") < 0= tisnot achange point




Performance Evaluation Metrics

The performance measure of hypothesis testing
Type | error probability:
=The probability that H, is true but H, is accepted.

(False alarm rate)

Type Il error probability
=The probability that H, is true but H, is accepted.

(Overlooking rate)



Theoretical Performance of MDL-Test

Theorem 4.1.1 (Error probabilities for MDL-test)
[Yamanishi Miyaguchi BigData2016]

/ log €, \
Typel error prob. < exp {—n (F _ )] ,

T
(False alarm rate)

1:0-. (T C'\rn_
Typell error prob. < exp {—r—; (d“(pyML,pH‘lgg) — 0g (Ci 2 — F)]

n
(Overlooking rate)
where

\ det T n
jnf)g _‘2{1__ E {P } &f ) }
def

\ Pnue NML distribution Po0,(2") = play; 01)p(agyy; 9)/

Error probabilities converge to zero exponentially with
model complexity-based exponents.

sl




4.1.3.Sequential Gradual Change Detection

| Detecting change symptom from data stream I

e /\ /\ /\ /\ )
VVY
o, /\ A /\ /\ A\ /\ .
WY VVV | .
?,;‘;:%e v Change Change P
\Symptorg point
Abrupt change Gradual change
= Conventional target = 0ur new target
~ N
Challenges:

Real-time detection of sign of changes




Sequential MDL Change Detection(S-MDL)

Sequentially compute MDL change statistics with fixed window

[Yamanishi, Miyaguchi BigData2016]
r = Tq1...Ty,

Scores
b
o

Change point



Sequential MDL Change Detection

Sequential variant 2h: window size
of 1 q
4 D, e o7 {1113111(— log P(Jrifﬁﬂz d)) + log (-Tzh} N
_ L {111111(— log P(xy_p41:0))
2] \ #
+min(— log P(iriii": ) + 2log C!’h} :
\_ Al 2 17 | : )

Sequential MDL Change Detection Algorithm (S-MDL)

Given: /: window size, 1': data length, F)/: model class,

3. threshold parameter 17 ~ X

forallt=~H+1..... 17— h+1 do Runs Iinearly
Input &¢—p. ... Ctth in window size
Calculate a change score ®; at time 4_ p,

Make an alarm 1f and only 1f ®; > 3.
end for




Example 4.1.1. (Gaussian distributions)
F o= P(X:0)= : exp ( (X = p)°
= A30) == X 72 :

0 = (;U-'-- ‘5"2) = (_Hma}{- ‘_F-max) X (9'111'111-*5"1115;{)} ;

where pimax < 00, 0 < Onin,Omax < o

MDL change statistics at time t:

]? (3'2 (_._.Tgh
d;, = — log —2 1 ]og :

D) O (AT ra,* o (’12

2 7109 '

where 65,07 and 65 : maximum likelihood (ML) estimators

Y 1 _1G|ﬁ-|ma}{ k | k _ E—1
log Cf = 5 log nglm t+3 log: 2% logI' (2)

19



Example 4.1.2. (Poisson distributions)

A\ A

F = {P(}{ = I }s) = , A€ (O )\max)}

!

where Apax < oo. 1s an upper bound on A

MDL change statistics at time t:

1/2 Cop,
$;, = —2hlog ()\}”1 : (AA*A;‘_IL ) ) + log (2;
~h

where A; 1s the ML estimator from ="

k )‘ma}{ *
10,5-”_,' C'?k — lUg - (1 -+ 5 ) 10%2 + lUg )\ma}{

=

1
2

20



Example 4.2.3. (Linear Regression)

X" = (r1....20) =W, B+€ e~ N(0,0%1,).

-
v (111 .1 nx2 | >
Wn = ( 1 2 3 ... n ) cR™*, BER

XH;T%Q).

D02

1 |
F = X" 0) = exp | —
{p( ' Vamo) I<

0= (B.0°)eR’, n=12,...}.

MDL change statistics at time t:

-2
o} R ['(h—1)
' — log hlog 2.
o ['(h/2—1)2 T

O, = hlog

ey

OtOh—t  Omin

. ~ 2 2
where oy and R are hyper-parameters 67 > og;, and ||3|| < nR.

0n 0;.0h_, the ML estimator of o 21



Experiments: Synthetic Data

benefit
Evaluation metrics

B Total Benefit (How early) /\
b(t;t*) = { é_ S (O<t—] <T),
\_Y_/

(otherwise). t
L1 true
Bfag~ 1y qef apb(k:t7). def [ 1 (st >B), threshold
6( ) LZZ‘EI (ki ) “=30 (otherwise).

n—1
M #False Alarms N(ap™ ') & Z arl(b(k,t*) = 0),
(How reliably) 6 k=0 A

Area
B Performance Measure L/ sups By under

AUC curve
' >N/ sup, N




Experiments: Synthetic Data

Jumping means *

121
10+

gl
= E-

=
T

= P

. . . )
0 2000 4000 6000 1 | I]
Tirm I l

Abrupt | datum was drawn from the Gaussian distrihuﬁ [
Change 9 il |'|

' 1

pn = 0.6 (10 — i)H (n — 10007y;-============-
i=1
where H(x) is the Heaviside step function that takes 1 if

x 2 0, otherwise 0
Gzl replacing the step function H(:) with a slope function S(:) s.t.
Change |

0 (x < 0),
S(z) =14 /300 (0 <z < 300),
1 (300 < z). 23



Experiments: Synthetic Data

Jumping variances

1 1 1 1
2000 4000 6000 8000 10000
Time

drawn from the Gaussian distribution N (0,02) (Fig. 3) s.t.

0
log o = 0.3 (10 — i) H (n — 10004).
i=1
where H(x) is the Heaviside step function that takes 1 if
x 2 0, otherwise 0

replacing the step function H(:) with a slope function S(-) s.t.

0 (x < 0),
S(z) =14 /300 (0 <z < 300),
1 (300 < z). 24



Experiments: Synthetic Data

[Yamanishi, Miyaguchi BigData2016]

Jumping means: AUC
METHOD ABRUPT GRADUAL
IRL 0.467 = 0.007 0.397 = 0.014
CF 0.511 +=0.015 0.495 = 0.017
MDLI1 0.856 £0.001 0.654 +0.001
MDL2 0.796 = 0.019 0.646 = 0.001
Jumping variances: AUC
METHOD ABRUPT GRADUAL
IRL 0.514 = 0.018 0.450 = 0.021
CF Dﬁ?SiDDDS 0.493 = 0.015
MDL]1 0.721 = 0.035 10.718 ==0.035
MDL?2 []731 + 0.034 | 0.711 = 0.025

IRL: Inverse Run Length [Adams and MacKay 2007]
CF: ChangeFinder [Takeuchi and Yamanishi 2006 ]
MDL1: Proposed method with independent Gaussian

MDL2: Proposed method with linear regression

25



Experiments: Real Data(Security)

[Yamanishi, Miyaguchi BigData2016]
SQL injection symptom detection

WJ\f IP address counts URL counts W/\w/\
seguence seguence
q \ q i

Maximum # of identical ‘

Maximum # of identical IP

addresses within 15 min. URL within 15 min.

N/

[ Change Detection ]

Data provided by
LAC Corporation

B A time series of IP-URL counts, where each
datum was the maximum # of total counts of
records sent from an identical IP address to an
identical URL within 15 minutes.

M Total records =8632
B MDL1 and MDL2 employ Poisson distributions 26



Experiments: Real Data

—SQL injection symptom detection—

Detected symptom caused by gradual increase of IP-URL accounts |

Scores  Frequency
. = LR (0D
L

Scores
| [ o N Y Y=

L
g I — MDL1|
- oAl |y .u.ljn W, W AL h.nﬂllull e M b an) .
" 15:] T T T i T I T T II T ]
% Lol r | I T L} — MDL2|]
” 53 ﬂmmmlﬂm_é!ﬁi‘&#—ﬂklwh L“*ﬁh* h.J bk g e P ]
0 1000 2000 3000 o0o ‘1 5000 6000 7000  BOODO 000
‘ Tifne
N '\
Real symptom SQL injection
security analysts confirmed Attack 27




How do you choose window size?

—
0.5 T
""‘_\_\_H_\_ﬁ
—
0.8 —
e
= e
0.7
0.6
a
0.5 / L L L L L L
o 100 Z00 00 400 S00 GO0 700 200

Figure 1.

Window size i

AUC vs window size



4.1.4. Adaptive Windowing

SCAW: Sequentially compute MDL change statistics with
| Adaptive Windowing (ADWIN) [Bifet & Gavalda SDMO7]

[Kaneko, Miyaguchi, Yamanishi BigData2017]

Compute statistics

for all division points in the window Determine window size

C @ 9 W/\\MMWW

: o ’ : . ¢

A A A A A
t—h+1 t t—h+1 t

 |f a statistics value exceeds threshold, it shrinks its window
— no need to choose window size h heuristically

e Cost-saving version (ADWIN2)
- Narrowing down the number of division points from O(|W1]) to O(log |W|)

29



Asymptotic Reliability

Definition (Asymptotic reliability) Algorithm A is asymptotically reli-
able if and only if, for all 6y € O,

X2~ pl@300) = lim [TA(XD)] < os,
where |T4(X™)| denotes the number of change points estimated by A.

« Asymptotic reliability assures:
“the number of false-alarms stays finite as the data size grows
when the target process does not contain any changes.”

-

Theorem 4.1.2  [Kaneko, Miyaguchi, Yamanishi BigData2017]\

Let d be the dimension of a data sequence. Then, SCAW is asymp-
totically reliable if there exists a hyper parameter 6 > 0 that satisfies

1 d
€p|> logg + (1 -I—@-I— 5) log h + const.
Threshold ™
Hyperparameter /




- = =

Experimental Result: Synthetic Data

SCAW achieves highest performance |

[Kaneko, Miyaguchi. Yamanishi BigData2017]

= =

e m--—-;————l—~ | |[eme scawi
| Abg SCAWZ
k J [
@y PHT
0.8 vV es : | -
1000 m 1) o 5000 800 m =0 v v :
E 06 <& v : | m BOCPD
'E | vy S-MDL
I
- Gaussian distribution with 5, 959 | akk ADWIN
different means and variances | g ADWINZ
O
02t % L :
I
O G,,. itb. l
] .. | | | | * @
Precision-recall plots ool o —— = =3
recall

PHT: Page-Hinkley Test [Hinkle 70] ADWIN [Bifet & Gavalda 07]
CF: ChangeFinder [Takeuchi & Yamanishi 06]
BOCPD: Bayesian online chnagepoint detection [Adams & MacKay 07] o



Experimental Results: Real Data

—Failure Sian Detection—
Detected signs of real failures in an industrial boiler system

e Atemporary stop of the boiler system on Mar. 15" in 2015

[Kaneko, Miyaguchi. Yamanishi BigData2017] |
* Increase in the amount of an ingredient from early Apr. in 2015

140000 . = .
120000 | 1 { \ 1
Adaptive |\
Window | window I' 1 ===
size I I I\
40000 | \ I ( 1)
20000 | \ I \ N /
v 2014 Dec 2012 Jan 2015 Feb 2015 Mar 2015 § P ApT 2015 ey oLo— = ‘jun o015
—7000 - =
. ~
I Fixed .
—8000 | iIN
ot window 70N i
ChangeSc | / v 1
ore o | i K4
T | | ‘ [ b e |
—-10500 | | At o \
~hooo Nov 2014 Dec 2014 Jan 2015 Feb 2015 ?i/\i = Apr 2015 May 2015 Jup

[Signs of failures ]

Real Failure

- time series data
217 X 325,440

- Data provided and
evaluated by Toray
Corp.

[ SCAW is the better choice as a stream change detection ] ”



4.2. Model Change Detection
with MDL Principle



Related Work

*Tracking Piecewise Stationary Sources

[Shamir Merhav |EEE I1T1999]
[Killick, Fearnhead, Eckley JASA2012] [Davis, Yau EJS2013]

" Switching Distribution
[Erven, Grunwald, Rooij JRoyalStat 2013]

" Tracking Best Experts / Derandomization
[Herbster, Warmuth JML 1998] [Vovk ML99]

* Dynamic Model Selection

'Yamanishi, Maruyama KDD2005, IEEE IT2007]

Davis, Lee, Rodriguez JASA 2006]

‘Hirai Yamanishi KDD2012] [Yamanishi Fukushima IEEE IT2019]

*Concept Drift
[J. Gama, |. Zlibait, A. Bifet, M. Pechenizkiy, Bouchachia,
ACM Survey 2013]



4.2.1. MDL Model Change Statistics
P = {p(X 9:\[) 0 e Oy, Me M}

parameter ‘model
; M
| M, *
: >
/ > 7
ot A t. =1= NT*
Ho:a} ~ p(Xpi6g,Mg),  Hiim~ P30 Mp),
Tivq ~ P(Xiq:65. M3)

/ MDL-Change Statistics [Yamanishi Fukushima IEEE Inform Theory 2018] \

" =uwx1...2, t: change point candidate

_ny  def
O, (") = lnlll{ﬁme( ; M) +£Ma NML codelength for unchange

— ﬂ}mﬂ {E}m..jL(l?l_, My) + LCamn (i q: Ma) + L(My, Ma) ¢ — ne,
11 ,M29
‘ NML codelength for change

L x" : M) = —logmaxp(xz" : 0, M) +log Cp, (M), | Cn M) Z maxp y". 6, M)

NML ( 0

l ParameWic C‘omnlpxn‘v /



Theoretical Result on MDL-Test

MDL Test: $,(x™): MDL change statistics
O (2") > 0 =t is a change point
O, (2") < 0=t is not a change point

ﬁheorem 4.1.3 [Yamanishi Fukushima IEEE Inform Theory 2018] \

log C), (M) + LM
Type I error prob. < exp [n (tc _ 108 (M ) + L( M)]

(False alarm prob.) n

Type II error prob. < exp(—nD;, (M, M5, €))
(Overlooking prob.)

c o 0o (M, M2, €
DS(MF, M3, ) % 2a(1 - a)d3 (P, Pagy.g) — a 050

T
\\ Cu(ME, M2, €)  log CL (M) + log Cp_y(M2) + L(M, M3) + log C), + ?';m/
Type | and Il error probabilities converge exponentially to zero
where exponents depend on parametric complexities




4.2.3. Dynamic Model Selection (DMS)

-Multiple model change detection-

Find a model sequence that minimizes total description length |

Mo S R : _____ [Yamanishi and Maruyama

: KDD2005, IEEE IT 2007]
ﬂfl I s
M, AE:

ta 1t t2
P={P(X;0,M): 6 Oy. MecM}: -Model class

DMS (Dynamic Model Selection) criterion

M“ﬂ

—log P(x|a'=1; My)) +Z —log P(M;|M"1)) = Min w.r,t, My,...,Mr
tzl A A
Predictive Codelength | PredictiveCodelength f®e]sg]elVie:| 1 ZRYF

for data sequence el anlele [ B <le (s lesd Dynamic Programming




Probabilistic Setting of DMS

B Predictive distribution for data sequence
P(aat™ 1 M,) = P(xg: 021, M) : Maximum Likelihood Prediction
P(ag|a™ M) = /P(;rt;Q.Pn[t)p({?\rt_l:ﬂ[t)(m . Bayes Prediction

po | t=1. 0, . t—1Y
P(aat=1 M,) = Pl ’f}(lf v):M) oML Prediction
| P(X|zt=1:0(X - 2t=1), M;)dX

Sequentially normalized maximum likelihood code-length
¥

B Model transition probability
1 —« (J[f — ﬂ[t—l)_-
INﬁ—l (My #£ My—q).

P(ﬂ[ﬁ‘ﬂ[t_l; (_1") —




DMS Algorithm

--------
4 Ve

lllllllllll

L= t—1 t T

1) Model sequence selection using dynamic programming

S(ﬂ[, NMr’tjt) — Iy %1111 {S(ﬂ[f, NMFI?t_ljt — 1)
<YM E—1

—log P(z¢|z" ', My—1) — log P(M|M',a(Nar ¢-1)) }
Nar¢: #change points needed to be M at time ¢

2)Estimating model transition prob. via Krischevsky—TrofimoVv

' Ny, 1/2
estimator o(Nags) = JM;;— /




Application to Failure Detection from Syslog

[Yamanishi, Maruyama KDD2005]
B \What’s Syslog?
e Event sequences collected with BSD syslog protocol
e Warning messages about devices

ID | Time stamp Event [ Attl Att2 Message
Severity
## | Nov 13 ERR | bridge: |!brdgursrv: | queue is full.
00:06:23: discarding a message.
## | Nov 13 WARN: | INTR: |ether2atm: | Ethernet Slot 2L/1
AE-00- -Up!! .
i I1\IO-151-??O- WARN: | INTR her2 II;Ot:k Up"SI 2L/2 e fallures early
oV ; . |ether2atm: | Ethernet Slot . : .
10:15:10: Lock-Up!! and identify their
4 [Nov 13 WARN: [ INTR: | ether2atm: | Ethernet Slot 2L/3 patterns
10:15:20: Lock-Up!! |
VRIS SOy L pememe——— Anomaly
""""""""""" ['_"_':‘_JL‘““““"'------S‘QEE--'“
B ] = R R - N

-——




Syslog Modeling with HMM Mixtures

Syslog sessions are modeled with HMM mixtures ‘

j-th session of syslog : y; = (yj1, .-, yj;)

K
P(y,|0) = Z”k P.(Y;16) K: #syslog behavior
k=1 patterns

T;-1 T,
where P, (y,— 16,) = Z Yk (Xl)H ay (X, | Xt)H b (Y | %)
) t=1 t=1

(Xl """ XTJ

Syslog - _.@_.@_.@_

seq. ‘ ‘ ‘ T; :session length

State
seq.. _'@_® @

(X;,..., X; ) :latent variables
J



Experiments: Failure Detection

#syslog patterns changed two days before system down.

http://fbi-award.jp/sentan/jusyou/2005/nec.pdf

33025:Jan 15 15:03:59 WARN:swsig:sw_SigGetMem: alloc failed(256)
33026:Jan 15 15:03:59 WARN:swsig:sw_SigGetMem: alloc failed(256)

42253:Jan 19 22:26:33 ERR :bridge:!brdgursrv: queue is full. discarding a messgge.

oo

|
=

Ciptimum K
=
| =l

System
lock up

(2001/11/13)

Memory
exhaustion
(2001/11/11

el N

_ | Bridge Elrror |

SRS e '| (2002/1/10) 08
................. 0f
..................................................................... 04
---------------------------------------------------------------------- 02

B I

i Memory_ | mﬁn | auhu | gnhn | mﬁun | 11E|nu | 12E|nu | 13600 | 14ﬁnu System 13000
Exhaustion Sassions Lock-up
) 2001/11/20) (2002/1/15)

Systen dowr11:2

# syslog patterns

Anomaly Score



4.2.3. Clustering Change Detection

Detecting changes of number of clusters and
clustering assignments

O D
:@c?"@@

Time
Change Change
point point

43



DMS for Complete Variable Model

| Incrementally Application of DMS to complete variable modell

[Hirai Yamanishi KDD2012]

Z: latent variable
...Cluster index of X

At each time t(=1,...,T), observe

Xy =x! =Xy, ..., Ty observed data of n objects
Zy = 2" = 21, - - -, Zin: latent variable seqience
i = (Tt . ,mﬁm)T c R™: m-dimenstional data for each object

P ={p(X,Z;0,M)}:| Complete variable model



Incremental DMS Criterion

Slice total codelength time-wisely, then select
# clusters and cluster assignment at each time

XT = X,,..., Xp: data sequence [Hirai Yamanishi KDD2012]

71 =7, ., Zp: latent variable sequence
M = M, ..., My: model sequence

See also [Sun et al. KDD2007]
[Satoh Yamanishi ICDM2013]

[

\_

LX",Z") + L(M")
T
= { Lo (X4, Z X 25N My - M) + L(M [ MY} = min wor.t. M7

\

J

t=1
v Slice time-wisely

vt

Lo (Xt Zt’Xt_la Z' M - lwt_l) + ll(MJM“) — min w.r.t. AJJ

NML codelength for Codelength for

Clustered data sequence cluster change



Application to Gaussian Mixture Model

Complete variable model of Gaussian mixture model

- k
Fx™ 2" 0, %) HTL < |1 mh o

.I‘Ek 'a") ‘LJ,E;|2

1 _
X exp {—3()(;5 — ,u.;ﬂ)TEk Mx; — ,u;f)} .

Upper bound on NML codelength for GMM

Lo (X", TM(K)) = —log f(x", 2" M(K),0(x".2")) " [4irai and
+log Cu(M(K), n), Yamanishi

N K, \ ke IEEEIT 2019]
Ca(M(K),n) = > . ( )

hl?"'vh’f{— . ' k:].

hi 2 1
«B(m.R.¢) - (—;‘) —
[

2R T™ €1, 2
B(m, R, ¢€) dof +1H3_1m13 .
mmTL. T (7)




Experimental Results: Real Data

-Market Structure Change Detection-

Tracking changes of customer structures
from beer transaction behavior data (QPR)

Period: Nov.2011-Jan. 2012 #customers: 3185

Data
provided
by M-Cube

Data for each customer at t=consumption volume of 14 brands
beer during 14 days until time t

3185 [Hirai Yamanishi KDD2012]




Experimental Results: Real Data

-Market Structure Change Detection-

Change of #clusters was detected at time when
year-end demand increased vastly.

Date and Number of clusters

g otion HE | Consumption
om Dec. 19 From Jan. 9th
D J& To Jan. 22"

Number of clusters
S

3 ! | i i i
11/15 12/1 12/15 1/1 1/15 1/31

Date




Clustering Structure Change
FiSARR(
0 84 0

ster 4
E—JLA 184 131 o0 229

D=l 91 0 % 28 0 248 0 0

117

108 0 an | | 153 0 174 73 0
11 0 0
e Year-end demands of Beer A and 3™ 122 0
world Beer C rapidly increased, 192 0

9 0 0
they led to form new additional 0 131
clusters 46 236

0 0

0 0

0 0 157 0 0 169 138 0
0 114 34 0 215 74 0 0
0 0 83 0 0 61 83 0
589 852 1373 637 796 2348 705 596
598 376 311 | 201221 | 397 190 123 162 363




4.2.4. Model Change Sigh Detection
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Model uncertainty increases



Problem Setting

Problem setting time t

Xt — Ltly ... L
k=2 k=3
At each time t(=1,...,T), observe
Xy =x! = oy, ..., Ty, observed data of n objects
Zy = 2" = Zn, ..., 2 latent variable seqience
i = (Teits .. Teim) | € R™: m-dimenstional data for each object

P ={p(x:0.k): 0 € ©}: model class



Structural Entropy

Structural Entropy  [Hirai Yamanishi BigData 2018]
... measuring uncertainty of model selection

[ SE; = Z(—p(kf\Xt) log p(k| X3)) ]

k

exp(—/[L:(k))
Xt ) = :
where (k| X¢) > o exp(—BLy(k"))

0 < B8 < 1: temparature parameter

Li(k) = Lo (Xf’Xt_l; k)
= —log 11151.Xp(Xt|Xf_1; 0, k) + log Z mgxp(Y]Xt_l; 0, k)
"

Or for complete variable model

Li(k) = ﬁNML(Xthf’Xt_l?Zt—lk)

= —log mgxp(Xt, ZJ) X 2 0) + log Z mgxp(Y, WXt Z=19)
YW



Model Change Sign Detection

via Structural Entropy

[Hirai Yamanishi BigData 2018]
See also [Ohsawa RevSNS 2018]

Structural :
uncertainty
Model
I dimension
. >

Change sign @
k;\l ’}’ i * \?! @
#'r-" 4’#
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Experimental Results: Synthetic Data

| Change sign can be detected by looking at rise up of structural entropy |

® @ - @ Q0 O

K*=2 pu=(pu1,p2) if 1<t<m,
K*=3, p=(p1,po.u(t)) if mm+1<1t< 7,
K*=3, p=(p1,p2.t3) if mm+1<t<T,
(T2 — t)pa + (£ — 71)ps
o [Hirai Yamanishi BigData2016]

SE for Gradual Change { Transition Period: [[10, 29], [50, 6911}
SE:[16, 50, 56], SDMS:[19, 56]

where u(t)

4.00 0.7
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Time
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Experimental Results: Real Data

Signs of customer clustering structure changes can be
detected by looking at rise up of structural entropy

SE for Gradual Change
SE:[19, 21, 23, 25, 31], SDMS5:[15, 24, 31]

109 — SDMS ] 1 | 1
1 1 1 | |
Poron I 14
’ 1A i
o WA I 12
A I
r1.0
| |
! 1 1 1 1
= g | | | u
a T “"
5 {. / I 0.6
1 |
1 1 0.4
4 V4 ] .
|
3 : 0.2
1 ] . SE
2 1 1 s — — Detection g
15 20 25 30 35 40 45
Time
Time 22 ]
| brand [[ clu-1 | clu2 | clu-3 [ clu4 | clu-5 [ clu-6 | clu-7 | Time 24 :
| brand [ clu-1 [ clu-2 [ clu-3 [ clu4 | clu5 | clu6 | clu7 | clu8
3 / 20 : 2
A 3393 ,}U 16 14 "' ? = I_ A 3782 10 18 9 30 5 23 0
B 12 | 126 19 7 49 3 36 B 0 | 3118 i 0| 26 0 | 136 0
C 0 0 2328 0 15 10 1815 C 0 0 2492 0 18 6 111 0
D 0 0 0 3079 5 7 1551 D 0 0 0 3296 0 5 1818 0
B 0 0 0 0 330 0 0 E 0 0 0 0| 638 0 0 0
F 0 0 0 0 0 2371 0 F 0 0 0 0 0 2466 0 0

| num || 307 | 368 | 759 | 769 | 15 | 159 | 132 | | num || 200 | 319 | 248 | 197 | 12 | 156 | 202 | 169 |




Summary

* The MDL change statistics is a theoretically justified methodology
for measuring the change score either for parameter changes or
model changes.

e For gradual change detection, apply sequential MDL statistics with
adaptive/non-adaptive windowing to conduct real-time event
detection.

* For multiple model change detection, conduct Dynamic Model
Selection(DMS) to obtain optimal model sequences.

 For clustering structure change detection, apply DMS to latent
variable models sequentially to catch up latent structure changes.

e Signs of model changes may be detected by looking at structural
entropy measuring model uncertainty.
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