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CHAPTER 1

Introduction

As a result of cheap data storage, nowadays it is not the question if a company or institution
collects data or not, but rather how much they collect. Transforming data into information
and getting insight in this information is perhaps the most important problem in our data rich
society. That is, only collecting data serves no goal, but data becomes valuable when insight
can be gained from it.

Data mining is the subfield of computer science that concerns itself with transforming
large amounts of data into information in the form of patterns. The idea is that the identified
patterns result in new insights by exposing interesting structure or behaviour in the data. It
may be obvious that defining what exactly is interesting is one of the key challenges.

One of the main applications of data mining on which we focus in this thesis is exploratory
data analysis. In this analysis we make use of summaries and characterisations of a dataset to
gain insight. That is, by inspecting and exploring the patterns that comprise these models we
can extract important information from the data.

Additionally, these summaries can also be used for other data mining tasks, such as the
identification of irregular or abnormal data points. All these deviations from what could be
expected are called anomalies. We also focus on anomaly detection in this thesis, for which
the goal is to gain more insight in the information we already have.

Before we more elaborately discuss data summarisation and anomaly detection we first
discuss how to find patterns in sequence data, which is the mainly discussed type of data in
this thesis. Since it are patterns that form the building blocks for many data mining tasks.
Finally, we switch to multivariate sequential data to introduce our research problems. The
main contributions of this thesis are the extension of summarisation and anomaly detection
techniques to this more complex data type. In the following we also outline the remainder of
this thesis.



1. INTRODUCTION

Sequence Mining

Before we move to the actual contributions of this thesis we first discuss the type of data that
we focus on, which is sequence data. The aforementioned enormous pile of collected data
comprises a lot of sequences. Consider the following examples: web data where each user
performs a series of clicks or visits a sequence of webpages, alarm systems that produce lists
of events, transaction data where for each customer we record its transactions, text data that
comprise strings of words, and sensors that measure a multitude of different data over time. We
can gain insight in these data by studying the patterns that they contain. For example, in alarm
system data a pattern can be a sequence of events that frequently occurs before a false alarm is
triggered. This pattern, when presented to a domain expert, may lead to an explanation for the
false alarms. For a sensor that measures the temperature of an engine, consider a pattern that
describes a very quick fluctuation from cold to hot to cold again. Maybe this pattern results
in the insight that the sensor is broken, or maybe there is another explanation. Either way, it
captures information about the dataset. As a final example, consider patterns that describe
series of visited webpages. These patterns may provide insight about how people navigate
through your website and may expose why certain webpages are viewed more often than
others.

In Chapter 2 we review the field of sequence mining and discuss the different kinds of
patterns that are studied in sequence data. Unfortunately the well-known pattern explosion
often buries more insight than it exposes. This is a result of the enormous number of patterns
present in each dataset. As noted earlier, defining when a pattern is interesting is not easy.
The most common approach is to mine all frequently occurring subsequences. That is, each
subsequence that occurs more often than a predefined number of times, the threshold, is
regarded as a pattern. The problem with this approach, however, is that setting this threshold
too low results in too many patterns for the domain expert to consider. Alternatively, by setting
it too high we might miss important information.

Consider a dataset containing series of mouse clicks for users of a website. When many
people visit the website there will be many series of clicks that a lot of users perform. For
example, ‘first click on topic A and then on topic B’ or ‘first on topic A and then on topic C’,
and vice versa and so on. You can imagine that for a growing website the total number of such
patterns will quickly become enormous. Moreover, most of these patterns will only supply
very obvious information and no new insights. Again, extracting only a small set of interesting
patterns from this enormous set is not an easy task.

Summarisation

Many attempts have been made to battle the pattern explosion, from which most focus on
reducing the amount of redundancy in the set of all frequent patterns. That is, instead of
returning all patterns that occur more often than a certain threshold, these methods only
return a condensed or more constrained set. Consider again the earlier discussed mouse click
dataset and the frequently occurring pattern ‘click topic A and then click topic B’. From this
information we can derive that the smaller pattern ‘click topic A’ will also be frequent, so we
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can choose not to report it. Such approaches, however, still return pattern sets that are far too
large to be investigated manually. To arrive at more manageable sized pattern sets we rather
look for a summary or abstract of the dataset than a condensed or constrained representation
of the set of all patterns in the data. Such a summary comprises a small set of patterns that
gives a concise but complete view on the dataset. As a result, instead of being buried by the
enormous set of all frequent patterns, these summaries are small enough for domain experts to
study and can thus lead to new insights.

In Chapter 3 we explain how the Minimum Description Length principle can be used to
find such summaries by looking for the set of patterns that gives the best compression of the
data. Moreover, we review existing work on the summarisation of transaction and univariate
event sequence data which form the inspiration for the research problems discussed later in
this chapter.

Anomaly Detection

Besides serving as summaries these pattern sets can also be used for other data mining tasks
such as classification, clustering, data generation for privacy protection, and anomaly detection.
The latter focusses on the identification of data that significantly differ from the rest of the
dataset — so different that it gives rise to the suspicion that they were generated by a different
mechanism. Such an anomaly may, e.g., occur because of an error, it may be an outlier, or it
may be a highly unexpected data point. Whatever the reason, it provides useful information to
the data miner.

As described before, we can use a summary to compress a dataset and we find the best
summary by the set of patterns that gives the best compression. Now to identify anomalies
we can use our summary again by compressing each (sub)sequence of data with the summary
built on the entire dataset. Now, when there are sequences that compress much worse than all
other sequences these are considered to be anomalous.

Recall the example dataset consisting of mouse clicks for users of a website. Assume that,
given a computed summary, the data for one user compresses much worse than the data for
all other users. Studying the clicks of this user that caused the bad compression may help to
understand how this user behaved differently from other users. It might, for example, be a
result of a very unlogical series of clicks or it might become clear that the bad compression is
a result of an error during the data collection process.

Since this thesis follows the path described above by first focusing on mining good abstracts
which we later use to identify anomalies, it is clear that the subtitle of this thesis reads ‘from
Abstract to Anomaly’.

Multivariate Sequential Data

A lot of the earlier discussed sequence data are multivariate. Examples of such are collections
of sensors in a network, multiple frequency bands in seismic or ECG data, annotated text, and
multiple temporal features calculated over the same source. To gain insight in such multivariate
data we want to be able to identify multivariate structure. That is, the used patterns should be
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able to capture correlation between the aligned sequences. For example, consider a dataset
that consists of the readings of two aligned sensors that measure for each time step the speed
and altitude of somebody who is running. Then we want our patterns to be able to describe,
for example, an increasing speed together with a decreasing altitude.

In this thesis we extend the state of the art in summarisation and anomaly detection
techniques to this multivariate domain, since these research topics are highly under studied.
As aresult, the first research problem we focus on is as follows:

How to summarise multivariate sequential data in terms of easily understandable patterns
that are able to capture multivariate structure.

That is, we aim to combine the works on sequence mining from Chapter 2 and summarisation
from Chapter 3 to summarise multivariate datasets using small sets of, possibly multivariate,
patterns.

More specifically, in Chapter 4 we characterise seismograms by employing the Minimum
Description Length principle [13]. These characterisations can aid the identification of an event
in a new seismogram (an earthquake, passing truck, or something else) by comparing it to
seismograms that already have been identified. The patterns used to characterise a seismogram
can span multiple frequency bands of the decomposed seismic signal, but may contain no gaps
in either time or between adjacent frequency bands.

In Chapter 5 we generalise the ideas from Chapter 4 by considering a much richer pattern
language [15]. That is, patterns may contain gaps in either direction and to better compress a
dataset we allow patterns to interleave. Moreover, we propose a heuristic algorithm to sum-
marise multivariate sequential data by a small but representative set of, possibly multivariate,
patterns that together describe the dataset well. The algorithm that builds such summaries,
Di1TTO, shows great performance both on synthetic and real world datasets.

As already discussed, besides the insight that the patterns in a summary provide, we can
also use a summary for many other data mining tasks, such as anomaly detection. Our second
research problem puts the focus on anomalies as follows:

How to identify and characterise unexpected behaviour in multivariate sequential datasets.

To solve this problem we briefly shift our attention from sequential to transaction datasets
in Chapter 6 where we recall two classes and formally introduce a new class of anomalies and
describe how to efficiently identify them. This new class of anomalies describes unexpected
co-occurrences of patterns in the dataset. As an example, consider a dataset containing people’s
drinking habits where roughly half of the people drinks soft drink C and the other half drinks
soft drink P. Now each individual who drinks C or P is not surprising. However, someone
drinking both C and P is an anomaly by definition, since drinking both is unexpected.

Subsequently, in Chapter 7 we merge the ideas of Chapter 5 and 6 and show how to
identify, but also how to explain, different classes of anomalies in multivariate event sequences.
We show that the proposed algorithms work well on synthetic data and lead to interesting
insights on real world datasets. For example, in the domain of smart condition monitoring
that focusses on predicting the ideal moment for maintenance of industrial equipment, using
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sensor data we were able to identify a failure in a railway switch about 10 days ahead of time
as a result of anomalies in the data.

Finally, in Chapter 8 we draw conclusions and summarise the main contributions of this
thesis. We also point to several opportunities for further research.






CHAPTER 2

Sequence Mining

There are many places where data occurs in sequences. Examples range from web click data
to alarm systems and from transaction to sensor data. Since sequence data is ubiquitous there
is much interest to extract valuable information from it. To be able to summarise a sequence
dataset or to identify its anomalies we must first be able to find patterns in this data. It are
these patterns that form the building blocks for different summarisation and anomaly detection
techniques reported on later in this thesis.

Many different approaches have been introduced in literature to gain insight by capturing
regularity in the form of patterns. The amount and type of regularity that can be described by
the patterns depends on the used pattern language. For example, when we discuss sequential
pattern mining approaches in Section 2.1 we focus on subsequences of item(set)s that occur in
many sequences. Slightly differently, when we discuss frequent episode mining in Section 2.2
we are interested in subsequences of events (also called episodes) that occur often in the
data, i.e., possibly multiple occurrences per sequence. Finally, we only briefly discuss motif
discovery in time series in Section 2.3 since working on continuous data directly is yet another
field of research.

2.1 Sequential Pattern Mining

Here we focus on approaches that mine sequential patterns from sequence data. We first define
the sequence datasets that we consider and we provide the notation we use to describe the
sequential patterns we want to mine. Thereafter, we discuss different approaches using many
examples to provide the reader with some intuition.

Notation

In this section we consider datasets D of tuples (sid, s), where sid is a unique number
identifying each sequence s. A sequence is an ordered list of itemsets, denoted by (s152...5,),
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where s; is an itemset and 7 is the length of the sequence. An itemset s; is a non-empty set of
items, denoted by (i1%2...i,,, ), Where ¢; is an item of the ordered alphabet €2 and m is the size
of the itemset also denoted by |s;|. We always order the items within an itemset alphabetically
increasing. The sum over the sizes of all itemsets, denoted by ||s||, gives the size of the
sequence, that is ||s|| = 2?21 |sj]. A sequence of length k is also called a k;-sequence and
a sequence of size k a k;-sequence. For example, the top row in the dataset displayed in
Table 2.1 is a 3;-sequence, thus containing three itemsets. It is also a 55-sequence, because
its itemsets contain two, one and two items, respectively. Note that we omit the brackets for
itemsets comprising only one item.

A sequence s, = (ajas...a,) is considered a subsequence of another sequence s, =
(b1ba...b,,) (denoted as s, T sp) when there exist integers i; < iy < ... < i, such that
a1 C b;,, a2 C by, ..., an, € b;,. When sequence s, is a subsequence of sequence s it
also holds that sy is a supersequence of s, and we say that s, occurs in s,. For example, the
sequence (acc) occurs in (is a subsequence of) sequence {((ac)c(ac)).

We call a sequence p a (frequent) sequential pattern when it occurs more often than a
predefined minimum support threshold min_sup, i.e. for at least min_sup tuples (sid, s) in
D it holds that p is a subsequence of s. More formally, the support of a sequence p is defined
as follows.

1 ifpCs
support(p) = Z {

s 0 otherwise

For a sequential pattern we also refer to each itemset as an element. For example, given a
minimum support of four the dataset shown in Table 2.1 contains the sequential pattern {(ac)c)
which has two elements, (ac) and ¢, and is highlighted in red.

Table 2.1: On the left we show an example sequence dataset with the sequential pattern ((ac)c)
highlighted in red (given min_sup = 4). On the right we show the transformed dataset where
each sequence is replaced by the set of frequent elements that it contains.

Original dataset Transformed dataset
std Sequence sid  Frequent elements
1 {(ac)c(ac)) | {a, ¢, (ac)}
2 (d(ab)a(abd)) 2 {a}
3 {(ac)(de)bc) 3 {a, c, (ac)}
4 ((ac)ca) 4 {a, ¢, (ac)}
5 (abe(ac)c) 5 {a, ¢, (ac)}
First Approaches

The problem of mining sequential patterns was first introduced by Agrawal and Srikant [4].
They proposed an Apriori-style algorithm to mine the complete set of sequential patterns. Their
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2.1. Sequential Pattern Mining

algorithm comprises five phases, the sort phase, the frequent element phase, the transformation
phase, the sequence phase, and the maximal phase.

In the sort phase the data is fitted to the form of the example dataset on the left in Table 2.1.
For example, consider a dataset of multiple transactions from different customers in which we
want to find patterns in the form of sequences of item(set)s bought by many customers. Then,
in the sort phase the transactions are first grouped per customer and then sorted on transaction
time such that each row in the dataset forms a sequence of itemsets (transactions).

In the frequent element phase the set of all frequent itemsets is mined. That is, all
sequences of length one with a support above the min_sup threshold, also called the frequent
1;-sequences, are found.

In the transformation phase each sequence in the dataset is replaced by the set of frequent
elements that it contains. For example, on the right in Table 2.1 we show the transformation of
the original dataset on the left in Table 2.1.

The sequence phase mines the sequential patterns by iteratively generating larger candidate
sequences from a seed set, starting with the frequent elements, and checking their support
in the data to form the seed set for the next iteration. The Apriori property states that any
supersequence of an infrequent sequence cannot be frequent. Using this property, in each
iteration only a reduced set of candidates from all possible sequences of a specific length has
to be considered. More specifically, given all frequent n;-sequences the candidate sequences
of length n + 1 are generated. Then the support for each candidate is computed, leaving only
the frequent ones as the seed set for the next iteration. This process is repeated until no more
sequential patterns are found. In Table 2.2 we see the frequent 1;-sequences, the candidate
2;-sequences and the frequent 2;-sequences corresponding to the example dataset in Table 2.1
and a min_sup of four.

Finally, in the maximal phase we can select only the maximal patterns. A sequential pattern
is maximal if it is not a subsequence of any other pattern in the set. We discuss maximal
patterns in more depth at the end of this section.

Besides allowing for a richer set of patterns, the GSP (Generalised Sequential Patterns)
algorithm, introduced by Srikant and Agrawal [82], improves the performance of their pre-
vious work. They generalised their pattern language as follows. Firstly, they allow for time
constraints between adjacent elements in a pattern. Secondly, they allow for items in an
element of a sequential pattern to come from different itemsets of a sequence, as long as
these items occur within a predefined time window. Thirdly, they allow sequential patterns
to include items across all levels of a predefined taxonomy (is-a hierarchy) on the items.
Moreover, they changed their approach to combine patterns of the same size (ks-sequences)
instead of the same length (k;-sequences) to generate new candidates. The pseudocode for the
GSP algorithm is given in Algorithm 1. In short, in the first scan of the dataset the frequent
items are computed (line 1), whereafter larger patterns are mined iteratively. The patterns
found in the k*" iteration serve as a seed set to generate candidates of size k + 1 (line 5). In
each iteration a complete scan of the dataset is made (line 6) to compute the support for all
candidate sequences (line 7-9), whereafter only the frequent ones are selected (line 10).
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Table 2.2: We show a single iteration of generating and counting sequential patterns. More
specifically, the frequent 2;-sequences (right column) are a result of counting the supports for
the candidate 2;-sequences (middle column) which in turn are created by combining frequent
1;-sequences (left column) corresponding to the example dataset in Table 2.1 and min_sup =
4.

Frequent 1;-sequences Candidate 2;-sequences Frequent 2;-sequences

(a) (aa) (aa)
(c)
((ac))

Algorithm 1 The GSP algorithm

Input: A minimum support threshold min_sup and a dataset D
Output: The set of sequential patterns F
1: F1 < { frequent items or 1,-sequences }

2 k+1

3: while 7y, # 0 do

4: k<+—k+1

5: C, + generate the set of candidate k¢-sequences from Fj,_1
6: for all S € D do

7: for all o« € C}, do

8: if « C S then

9: support(a) < support(a) + 1

10: Fi + { a € Cy | support(a) > min_sup }
11: return F

Reducing the Number of Dataset Scans

For larger datasets, containing long and numerous sequences, more and more candidates need
to be considered. That is, the possible number of candidate sequences is exponential to the
size of the patterns to be found. Moreover, many scans of the dataset are needed to count the
supports for all these candidates. Next, we discuss some improvements on the GSP algorithm
that reduce both the number of complete scans of the dataset and the size of the candidate set
by decomposing the original search space.

10
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Vertical Id-lists

Zaki introduced the SPADE algorithm [108], greatly reducing runtime compared to GSP using
efficient lattice search techniques and simple join operations. That is, where GSP makes a
complete scan of the dataset for each iteration, SPADE usually only performs three scans. In
Table 2.3 we show the vertical dataset layout used by SPADE corresponding to the dataset
from Table 2.1. In each sequence we record, for each occurrence of an item, a tuple containing
the item and the time step where it occurs (thus also ends) in the sequence (eid).

Table 2.3: On the left we show the example dataset from Table 2.1. On the right we show the
vertical representation used by the SPADE algorithm.

Example from Table 2.1 Vertical representation

sid Sequence sid (item, eid) pairs
1 ((ac)c(ac)) 1 (al)(@3)(cl)(c2)(c3)
2 (d(ab)a(ab)) 2 (@2)(@3)(@d)b2)(bd)d1l)
3 ((ac)(de)be) 3 (a@aD)®3)(cl)(cd)(d?2)(e?2)
4 ((ac)ca) 4 (a)(@3)(cl)(c2)
5 (abc(ac)c) 5 (al)(@ad)®2)(c3)(cd)(c5)

To decompose the search space SPADE makes use of prefix-based equivalence classes,
such that only the patterns within each class need to be joined. That is, two sequences are in
the same class if they share a common k-length prefix. For example, the set of first level or
parent equivalence classes have common prefixes of length 1. Moreover, the SPADE algorithm
(Algorithm 2) works as follows. In the first two scans of the dataset we find the frequent 1,-
and 2,-sequences (line 1-2). Thereafter, the dataset is decomposed into prefix-based parent
equivalence classes (line 3). For each equivalence class the frequent sequences are enumerated
by the Enumerate-Frequent-Seq algorithm (line 4-5), which recursively decomposes each
parent class into smaller classes. In Enumerate-Frequent-Seq, see Algorithm 3, the supports for
all combinations between patterns (atoms) are computed by quick joins between the vertical
representations (id-lists) of these patterns. These id-lists comprise for each occurrence of the
pattern a sequence identifier (sid) and time step where it ends in the sequence (eid). We use
L(R) to refer to the id-list for atom R. A pruning step (line 5) can be inserted to ensure that
all subsequences of a pattern are frequent before computing a join. Pruning does, however,
come at the cost of a significant memory overhead. Lastly, the SPADE algorithm offers the
choice between a breadth-first or depth-first search. The former is more suitable when we
want to prune joins of infrequent patterns and the latter requires less main memory.

As an example, consider the id-lists for the patterns ((ac)a) and {(ac)c) on the left
in Table 2.4, corresponding to the dataset in Table 2.3. The result of the very fast join
between these two atoms, given min_sup = 2, is presented on the right in Table 2.4. That is,
SPADE only needs to consider three possible joins for these patterns. The first join combines
occurrences of the two sequential patterns with similar sid and eid, leading to the sequence

11
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Algorithm 2 The SPADE algorithm [108]

Input: A minimum support threshold min_sup and a dataset D
Output: Sequential patterns F in D

1: F1 < { frequent items or 14-sequences }

2: Fo + { frequent 25-sequences }

3: ¢ + one level decomposition of D

4: forall S € edo

5: Enumerate-Frequent-Seq(.5)

Algorithm 3 Enumerate-Frequent-Seq(5) [108]

Input: A set of atoms of a sub-lattice S, along with their id-lists
Output: Sequential patterns F in S
1: for all atoms A; € S do

2: T; <0

3: for all atoms A; € S with j > i do

4: R+ A;V Aj

5: if not Prune(R) then

7: if support(R) > min_sup then
8: T, < T; U {R}

9: .F|R|<*]:‘R‘U{R}

10 if Depth-First-Search then

11: Enumerate-Frequent-Seq(73)

12: if Breadth-First-Search then
13: forall T; # () do
14: Enumerate-Frequent-Seq(77;)

((ac)(ac)). The second join combines occurrences with similar sid and a larger eid for the
second pattern, thus creating the sequence ((ac)ac), coincidentally not present in the example
dataset. Similarly, but in a reversed order, the sequence ((ac)ca)) is created as the third join.

Projections

The FreeSpan algorithm, introduced by Han et al. [38], mines the complete set of frequent
sequences more efficiently than GSP by partitioning the dataset into smaller projected datasets.
These projections confine the search as only the projected parts of the dataset need to be
scanned to grow larger patterns. The first step of the FreeSpan algorithm is to scan the
complete dataset once to find the set of frequent items called f_list. These are then ordered
descendingly on their support. For our example dataset from Table 2.1 we have

fllist=[a:5,¢c:4,b:3,d:2,e:1]

12



2.1. Sequential Pattern Mining

Table 2.4: Example of the quick join on id-lists of two sequential patterns from which we can
create the id-lists for three larger sequences, only using sid and eid for each occurrence of a
pattern.

Id-lists for two patterns

((ac)a) {(ac)e) Id-lists for three possible joins
sid _eid  sid_eid (@)(ac))  ((ac)ac)  ((ac)ea)
1 3 1 2 sid  eid sid  eid sid  eid
4 3 1 3 1 3 1 3
3 4 4 3
4 2
5 5

where each item is followed by its support. Then projections are constructed based on the
frequent items from f_list to partition the search space. An a-projected dataset comprises the
sequences where pattern « occurs without infrequent items and without patterns following «
in f_list. See Table 2.5, for the (b)- and (c)-projected datasets corresponding to the example
from Table 2.1. As a result of dividing the search space using projections, instead of the
complete dataset only these projections need to be scanned to grow the frequent patterns,
whereafter new projection are constructed recursively.

Table 2.5: Example of the FreeSpan (b)- and (c)-projected datasets corresponding to the
dataset from Table 2.1 (repeated on the right).

(b)-projected (c)-projected Example from Table 2.1
std  Sequence sid  Sequence std Sequence
2 ((ab)a(ab)) 1 {(ac)e(ac)) 1 ((ac)e(ac))
3 ((ac)be) 3 ((ac)c) 2 (d(ab)a(ab))
5 (abe(ac)c) 4 {(ac)ca) 3 {(ac)(de)bc)
5 (ac(ac)c) 4 {(ac)ca)
5 (abe(ac)c)

Besides the benefit of scanning only projections instead of the complete dataset FreeSpan
also considers a smaller number of combinations of patterns than GSP. The expensive part
of the algorithm is the construction of the projections. The more dense a dataset, however,
the less the proposed projections shrink. As a result, FreeSpan was quickly followed by the
celebrated PrefixSpan algorithm introduced by Pei et al. [70,71].

For PrefixSpan the frequent pattern-guided projection employed in FreeSpan is substituted
by a prefix-guided projection. This prefix-based approach makes sure that projected datasets
always shrink, leading to an even more focussed search. For PrefixSpan an a-projected dataset,
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Algorithm 4 The PrefixSpan Subroutine [70]

Input: A sequential pattern c, the size ||a| of «, and a dataset D|,,
Output: Sequential patterns of size ||«|+1
1: Scan D], once, find the frequent items b such that
- b can be assembled to the last element of « to form a pattern o; or
- b can be appended to « to form a pattern o
2: for all such o’ do
3: Output o/
4 PrefixSpan(</, ||a||+1, D|a/)

denoted as D], is the collection of postfixes of sequences in D with respect to the prefix
pattern a. The postfix is the part of a sequence that occurs after a given pattern in the sequence.
For example, in Table 2.6 we show the (b)- and ((ac))-projected datasets of the dataset from
Table 2.1. Note that the underscore indicates the presence of the last element of the prefix in
an itemset of the sequence.

Table 2.6: Example of the PrefixSpan (b)- and {(ac))-projected datasets corresponding to the
dataset from Table 2.1 (repeated on the right).

(b)-projected ((ac))-projected Example from Table 2.1
std  Sequence std  Sequence sid Sequence
2 ((La)a(ab)) I (efac)) 1 ((ac)e(ac))
3 {c) 3 ((de)bc) 2 (d(ab)a(ab))
5 (c(ac)e) 4 (ca) 3 ((ac)(de)bc)
5 (c) 4 ((ac)ca)
5 (abe(ac)c)

The input of the PrefixSpan algorithm is a sequence dataset and a minimum support
threshold and it outputs the complete set of sequential patterns. The algorithm starts with the
following initial call to the PrefixSpan Subroutine (Algorithm 4): PrefixSpan((), 0, D). This
subroutine takes as input a sequential pattern, the size of that pattern, and the projected dataset
for that pattern. Then it works as follows, it scans the projected dataset to find sequential
patterns that are one item larger (line 1), whereafter it recursively calls the subroutine on the
projected dataset for this new pattern (line 4). This approach requires no candidate generation,
but the most expensive step is again to construct projected datasets. To reduce these costs
different projection methods are used. Firstly, bi-level projections reduce the number of
projections by also counting supports for 2,-sequences in a single iteration. As a result,
only projections for frequent 2-sequences have to be constructed, thereby skipping all 1,-
sequences. Of course this comes at the cost of a more expensive counting step. Secondly,
pseudo-projections use pointers and offset to identify projections in-memory.
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2.1. Sequential Pattern Mining

Longer Patterns

Focusing on longer patterns Ayres et al. [9] introduced the depth-first search algorithm SPAM.
It assumes that the entire dataset fits into main memory and by employing a vertical bitmap
representation of the dataset it allows for very efficient support counting. As a result it
improves upon SPADE and PrefixSpan in terms of runtime, especially for longer sequences.

Additional Constraints

Besides setting a minimum support threshold, other constraints can be enforced to reduce
the redundancy and the size of the set of sequential patterns. That is, instead of mining all
frequent sequences we can look for maximal, closed or the top-k most frequent sequences. In
a set of sequences, a sequence is maximal if it is not a subsequence of any other sequence in
the set. A set of sequences is closed when for each sequence it only contains subsequences of
this pattern when the support of these subsequences is higher than its own support. Note that
the set of closed sequential patterns is a lossless compression of the complete set of sequential
patterns. Both maximal and closed patterns were first coined in the domain of frequent itemset
mining, by Bayardo [12] and by Pasquier et al. [69], respectively. In Table 2.7 we show the
impact of mining only constrained sets of sequential patterns.

Table 2.7: The maximal, closed and complete set of sequential patterns corresponding to the
dataset in Table 2.1 and min_sup = 4, where each pattern is followed by its support.

Maximal Closed All

((ac)e): 4 {(ac)e): 4 {((ac)c): 4
(aa): 4 (aa): 4 (aa): 4
(a): 5 (ac): 4
(cc): 4
{(ac)): 4
(a): 5
(c): 4

Closed Patterns

To mine closed sequential patterns in large datasets Yan et al. [105] introduced CloSpan.
They use global optimization techniques to discover significantly smaller sets of frequent
sequences, with the same expressive power as all frequent sequences. As a result, much
larger sequences can be discovered in a shorter time. Their recursive approach first generates
a superset of closed frequent sequences whereafter it performs post-pruning to eliminate
non-closed sequences. It utilises successful concepts of both PrefixSpan and SPAM together
with other techniques such as hashing to quickly mine the set of closed sequential patterns.
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Wang and Han [100] introduced the BIDE algorithm which stands for BI-Directional
Extension based frequent closed sequence mining. As its name suggests it comprises the
extension of patterns in two directions. The forward directional extension is used to both grow
and check the closure of prefix patterns. The backward directional extension is also used to
check the closure of a prefix pattern, but additionally it is used to prune the search space. A
forward extension of a sequence adds an item to the end of the sequence, where a backward
extension adds an item before the last time step. When a pattern cannot be extended in either
way it must be closed. As aresult, there is no need for sub- or superpattern checking. Moreover,
this new approach dispenses the need for candidate maintenance, as applied in CloSpan, which
can be very expensive, especially when the number of frequent closed sequences is large.
Thus, leading to an even faster and more memory efficient algorithm.

Top-k Patterns

Tzvetkov et al. [91] introduced a method to mine the top-£ closed sequential patterns which
are all not smaller than a predefined size. They propose a heuristic algorithm to quickly
raise the minimum support threshold used for mining, thereby rapidly pruning the search
space. It further builds upon PrefixSpan and CloSpan to efficiently compute the correct result.
Moreover, given their approach the user only needs to specify a minimal pattern size instead
of a minimum support threshold.

2.2 Frequent Episode Mining

Since we have already discussed sequential patterns in Section 2.1, we now switch our attention
to frequent episodes, which are collections of events that occur relatively close to each other
in a given partial order [61]. Compared to a sequential pattern a frequent episode can have
multiple occurrences within a single sequence. To determine the total number of occurrences
we can either use a sliding window approach or we can count the disjoint set of minimal
windows [62]. We explain both approaches in more detail later. After introducing the notation
we discuss several different kinds of patterns such as parallel, serial and strict episodes. We
end this section with a small discussion of other related work.

Notation

In this section we consider datasets D = {S15,...5|p|} comprising |D| event sequences,
where each sequence S; = (e1es...€)|g,|) consists of ||.S;|| events, also referred to as its size.
When multiple events can occur simultaneously the length ¢(.S;) of the sequence, i.e. the
number of different time steps on which events occur, differs from its size. Each event e is
a triple (ts(e), lab(e),id(e)) with a time step integer ts(e), a label lab(e) and a unique id
number id(e) per time step. The id number is used to differentiate between multiple events
that occur simultaneously. The label indicates the type of event from the alphabet €2, i.e.
lab(e) € Q. The time step defines the order between the events in the sequence. Since our
datasets are just strings of events we simply represent them without time steps in our examples.
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ONNO O—W

Figure 2.1: Examples of a parallel (a), serial (b) and general episode (c). The parallel episode
matches sequences containing (ab), (ba) and ((ab)), and the serial episode only matches
sequences containing (ab).

Parallel, Serial and General Episodes

A general episode is a partially ordered collection of events occurring closely together. A
parallel episode has no constraints on the order of its events, whereas the events in a serial
episode form a total order. We can represent episodes as directed acyclic graphs (DAG), since
they can describe the order restrictions of an episode. The graph corresponding to a parallel
episode contains only nodes and no arcs, whereas the graph for a serial episode contains a
chain of events connected with directed arcs. Other episodes that are a combination between
parallel and serial episodes are called general episodes. For example, consider the parallel,
serial, and general episodes from Figure 2.1, where the parallel episode matches sequences
containing (ab), (ba) and ((ab)), and the serial episode only matches sequences containing
(ab).

An episode occurs in a sequence when each event from the DAG only occurs after all its
parent events (w.r.t. the DAG) in the sequence. For example, we indicated the first occurrence
of an episode with arrows in the dataset from Figure 2.2. We call an episode frequent when it
occurs more than a predefined number of times (minimum support) in the dataset.

To determine the support of an episode we need to define how we count its occurrences.
We can, for example, take a sliding window (contiguous fixed-size interval of the sequence)
approach and count the number of windows that fully contain the episode [62]. To ensure that
events close to either end of the sequence are contained in equally many windows we also
consider windows that extend partly outside the sequence. For example, the first window only
contains the first time step and the last window only the last time step. The five windows of
length five containing the example episode are highlighted in Figure 2.2b. With a total of 16
windows of length of five this results in a support of 5 (out of 16) for the example episode.

Another approach is to count the maximal number of disjoint (non-overlapping) minimal
windows in which the episode occurs, also called minimal occurrences [62]. A minimal
window is an interval in the dataset in which an episode occurs for which there is no proper
subinterval in which the episode also occurs [51,86]. A maximum of two minimal windows
for the example episode is highlighted in Figure 2.2c. Note that there is an alternative to
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ab.cad c b db,a c.d,

(a) The arrows highlight the first occurrence of the episode in the dataset.

a b cadcbdba.c.d,

a b cadcbdba.c.d,

(b) 5 fixed-size windows. (c) A maximum of two minimal windows.

Figure 2.2: The first occurrence of the example episode is highlighted by arrows pointing
to the dataset (a). The windows that contain the example episode are highlighted for both a
sliding window (b) and a minimal window approach (c). Example borrowed from Tatti and
Cule [88].

highlight two other disjoint minimal windows in this example.

To mine all parallel or serial episodes Mannila et al. [62] introduced two breadth-first
search Apriori style algorithms called WINEPI and MINEPI. They perform a level-wise search,
generating candidate episodes and selecting only the frequent ones. WINEPI uses a sliding
window approach and MINEPI employs the concept of minimal windows. Both algorithms
can find either all parallel or all serial frequent episodes. Mannila and Toivonen [59] proposed
a more general framework for episode discovery, where episodes are defined as combinations
of events satisfying certain predefined conditions.

Closed Strict Episodes

A frequent episode is closed when there exists no superpattern with the same support. It is not
possible to define a unique closure based on frequency since an episode may have multiple
closed superepisodes. To be able to define the concept of closedness for episodes Tatti and
Cule introduced strict episodes [88]. Strict episodes are a subclass of general episodes, and
we call an episode strict when all nodes with the same label are connected in the DAG. See
Figure 2.3 for an example, where the non-strict episode matches the sequence ((aa)bc) and
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the strict episode does not. Their algorithm efficiently mines closed strict episodes thereby
removing a lot of redundancy from the resulting pattern set. As a result, much higher minimum
support thresholds can be used for which finding all frequent episodes would be infeasible due

to the prohibitively large number of returned patterns.
(b)

Figure 2.3: Example of a non-strict (a) and a strict episode (b). The former matches the
sequence ((aa)bc) and the latter does not.

@ ©

(a)

Closed Episodes with Simultaneous Events

Tatti and Cule extended their definition of an episode to be able to mine closed general episodes
with simultaneous events [87]. Their method captures four different relationships between
the events a and b: (1) their order does not matter, (2) they occur at the same time, (3) event b
occurs after event a, and (4) event b occurs after or at same time as event a. To represent these
relationships in a DAG they use proper (solid) and weak (dashed) edges. A proper edge from
a to b means that event @ must occur before event b. A weak edge from a to b indicates that
event a occurs at the same time or before event b. In Figure 2.4 we show an example episode
and we highlighted its two minimal windows in a dataset. It first occurs with and thereafter
without simultaneous events.

d.c.c.d

—_—a
-

Figure 2.4: Example episode that first occurs with and thereafter without simultaneous events
in the dataset. Both minimal windows are highlighted.

To counter the well-known pattern explosion, Tatti and Cule only mine closed episodes.
They introduce a subset relationship between episodes based on coverage instead of based
on DAGs, since there can be multiple DAGs representing the same episode. For example,
consider the DAGs in Figure 2.5 both representing the same episode. A single window may
contain multiple instances of an episode, see Figure 2.6 for an example. To efficiently grow
episodes Tatti and Cule proposed to keep track of all these instances. Further, they introduce
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(a) (b)

Figure 2.5: Both DAGs represent the same episode and match all sequences containing (abab),
(a(ab)by, {(aa)(bb)), {aa(bb)), {(aa)bb), or {aabb).

the concept of instance-closure to reduce the search space. Since an instance-closed episode is
not guaranteed to be actually closed they filter the episodes in a post-processing step resulting
in an efficient depth-first search algorithm.

ORI G R

Figure 2.6: A window containing two instances of the example episode. In each window the
event highlighted in red does not belong to the instance of the episode.

Other Related Works

There are many other related works in this field. For example, to get an overview of the
ordering relationships in the data Mannila and Meek [58] introduced a method to discover
partial orders from sequences of events. However, they only look at parallel and serial partial
orders and each type of event may occur only once. Similarly, Achar et al. [1] mine general
episodes but restrict their search to injective episodes, that is comprising only unique labels.
Chen et al. [25] mine complex interval-based patterns and introduce an efficient algorithm
called CTMiner.

2.3 Motif Discovery in Time Series

For completeness we briefly discuss motif discovery in time series data, since continuous time
series are inherently different from the previously described sequences.
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The discovery of motifs in time series data was formally introduced by Lin et al. [S5] where
motifs are defined as approximately repeated subsequences. That is, a motif is a subsequence
that approximately matches many other subsequences in the data, and two subsequences in
the dataset match each other when their distance is smaller than some predefined threshold.
In Figure 2.7 we show an example from [55] containing a motif occurring three times in the
dataset. Chiu et al. [27] improved the scalability of this method and extended the flexibility of
the pattern language by allowing for small gaps (noise) in a motif.

o 500 1000 1500 2000 2500

Figure 2.7: A time series containing three nearly identical subsequences A, B, and C [55].

To be able to efficiently discover these motifs Lin et al. [56] introduced SAX, which
transforms the original time series into a symbolic sequence that allows a distance measure
that lower bounds a distance measure defined on the original time series. Since the resulting
discretised sequence fits the previously discussed framework of serial episodes, we do not
further investigate motif discovery. We do, however, explain in detail how to discretise a time
series using SAX because we use it in the experiments of the following chapters.

SAX

SAX is short for Symbolic Aggregate approXimation. Next to discretising a time series
it is also able to reduce its length. The first step is to transform the data by Piecewise
Aggregate Approximation (PAA) [106] into an intermediate representation, thereby reducing
the dimensionality of the data. This step is also important in the proof that the distance between
two symbolic sequences is lower bounded by the distance between the two original time series.
Consider a time series C' = (c;¢p...c,,) of length n and its PAA representation C' of length w.
We can simply compute the value for each of its elements, by taking the mean value of the
data within w equal sized intervals, as follows.

1)+1

=%

In Figure 2.8a we show an example sequence C' and its PAA representation C. Note that
before transforming a time series into its PAA representation it is first normalised to have zero
mean and standard deviation one.
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The next step is to assign a symbol to each interval such that each symbol has a similar
frequency in the resulting sequence. Since SAX assumes that the values of time series are
normally distributed, the breakpoints leading to {2 equal-sized areas under the Gaussian curve
can be easily computed. For example, the breakpoints (/3;) that divide a Gaussian distribution
in an arbitrary number (|€2|) of equiprobable regions can be found in Table 2.8. To compute
the symbol ¢; corresponding to an element ¢; from the PAA representation we have

éi:Qja iff ﬂj—l <g¢ <ﬂj )
where €, is the j*" symbol from the alphabet 2 in lexicographical order. As a result, these
symbols retain the order between the PAA intervals. In Figure 2.8b we show the symbolic
representation of the sequence from Figure 2.8a.

Table 2.8: A lookup table that contains the breakpoints (3;) that divide a Gaussian distribution
in an arbitrary number (|Q2|) of equiprobable regions [56].

Q3 4 5 6 7 8 9 10

B -043 -0.67 -084 -097 -1.07 -1.15 -1.22 -1.28
By 043 0 -025 -043 -057 -0.67 -0.76 -0.84
Bs 0.67 025 0 -018 -032 -043 -0.52
B 0.84 043 0.18 0 -0.14 -025
Bs 097 057 032 0.14 0

B 1.07 0.67 043 025
Br 1.15 076 0.52
Bs 122 0.84
Bo 1.28

. M

~—C

A

(a) A dimensionality reduced PAA representation C' of
a time series C'.

(b) The SAX representation ¢ = (baabecbe) of the
time series from Figure 2.8a, using an alphabet of size
3.

Figure 2.8: The dimensionality reduced PAA representation (a) and discretisation (b) of SAX
in action [55, 56].
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CHAPTER 3

Summarising Datasets using MDL

Summarising a dataset means describing it in a more succinct way, for example by a small
set of descriptive patterns. Since virtually all datasets contain enormous piles of patterns,
selecting only the interesting ones is not easy. In this chapter we show how we can employ
the Minimum Description Length (MDL) principle to do exactly this. More specifically,
we use it to measure how well the selected set of patterns describes the dataset at hand in
search for the best summary. In the remainder we first give a short introduction into MDL
in Section 3.1 and continue with examples of summarising different types of datasets using
MDL in Section 3.2. The work described in this chapter serves as a basis on which the next
chapters build. Therefore, our goal is not to provide a complete overview, but to provide a
gentle introduction to the following chapters.

3.1 An Introduction to MDL

A Brief History

In the field of information theory the Minimum Description Length (MDL) principle was
pioneered by Rissanen [75]. Information theory studies the compression and transmission
of data and can for a great part be described by learning through compression. In the 1960’s
Solomonoff [80], Kolmogorov [46], and Chaitin [23] independently developed Kolomogorov
complexity [53], which laid the foundation for the theory of descriptive complexity. More
simply, it can be regarded as measuring the ultimate data compression. A few years later,
Wallace [98], not aware of the notion of Kolmogorov complexity, introduced the Minimum
Message Length principle which is very closely related to MDL. About another 10 years later
Kolomogorov’s work, together with Akaike’s AIC method for model selection [6], inspired
Rissanen [75] to develop MDL. More recently, Griinwald [35] wrote a nice introduction and a
very complete overview of the MDL principle.
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The MDL Principle

The fundamental idea underlying MDL is equating learning to compression. That is, we can
use compression to learn the laws and regularities that reside in our data. As an example
consider the following two sequences both comprising 10 000 bits, where the first sequence
consists of alternating zeros and ones and the second sequence is random. That is, it can be
regarded as the result of 10000 flips of a fair coin.

sequence 1: 01010101010...10101010101
sequence 2: 11010001100...01001011111

What we can learn from the first sequence is that it simply contains 5 000 repetitions of the
pattern 01 and that it will most likely continue similarly following this ‘law’. For the second
sequence, however, we cannot identify any regularity since it is random.

Moving to compression, we first recall that the Kolomogorov complexity of a string of
symbols x is the length of the shortest program that produces the output x and halts. Thus, the
more regular a sequence, the less complex and the shorter we can describe it. We consider
a general-purpose computer language as description method to compress sequences. More
specifically, a description of a sequence can be regarded as a computer program that prints the
sequence and halts. To compress the first sequence we can write the following program:

fori=1to 5000 do
print ‘01’
return

It is much shorter than the original sequence because it makes use of the repeating pattern
in the data. For the second sequence, however, the best we can do is to write a program that
contains the complete sequence as follows.

print ‘11010001100...010010111171°
return

Since it contains no regularity we also have no way to describe it more succinctly.

From this example we can conclude that we can use any regularity in the data to find
shorter descriptions of the data, i.e. using fewer symbols than describing the data literally.
Further, it is also this regularity that learns us something about the data. Hence, the apt
description induction by compression.

To learn as much as possible our goal is to find the shortest program that prints the data.
The problem, however, is that we cannot compute such a shortest program [53]. As a result, we
focus on practical versions of MDL that use description methods that are less expressive than
general-purpose computer languages. We do this by making sure that for any sequence we
can compute the length of the shortest description, which comes at the cost of not being able
to always compress all sequences. Which seems reasonable, because, as already mentioned,
there is no method for inductive inference that will always give us all regularity.
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To summarise, we try to find regularity in the data, where regularity can be expressed by
the ability to compress. MDL combines these concepts and can be applied to the problem of
model selection. That is, among a set of candidate models select the one that is most likely to
have generated the dataset at hand. Employing the MDL principle we can use compression to
select the best model as the model that gives the best compression. More formally, given a set
of models M, the best model M € M is the one that minimises

L(M)+L(D | M)

where L(M) is the length of the description of M, and L(D | M) is the length of the
description of the data. This is called two-part (or crude) MDL, which differs from refined
MDL by encoding the data and the model separately. We focus on this version of MDL,
because we are especially interested in the model, which gives us the summary we are after.
Note that MDL is strongly related to the maximum a posteriori probability (MAP) estimate
in Bayesian statistics. Given a prior probability on the model we can look for the model that
maximises the posterior probability on the model given the data. That is, we have

P(M) x P(D | M)
P(D)

argmax P(M | D) = arg max
M M

Since the data is the same for each model we can disregard the denominator. The main
difference with MDL is that using Bayes’ rule we have to estimate a prior probability for the
model instead of defining an encoding/decoding schema. That is, using MDL the probability
P(M) is simply the description length of M given the chosen description method.

MDL exhibits a form of Occam’s Razor since it balances the fit of the model with its
complexity. That is, MDL picks the simplest model when two models describe the data equally
well. Further, it automatically protects against overfitting by taking the size of the model into
account. Moreover, compared to many other statistical methods, the concept of MDL does
not depend on any underlying ‘true’ model for the data. For example, there is no need to
make assumptions about the process generating the data by describing a set of probability
distributions. MDL models have a clear interpretation independent of the fact whether or not
there exists some underlying ‘true’ model.

3.2 Summarising Datasets

In this section we describe how MDL can be employed to summarise a dataset. Firstly, we
focus on transaction data, whereafter we shift our attention to event sequences. For both
domains we describe a successful algorithm in more depth.

Summarising Transaction Datasets

The first to use MDL to summarise a transaction dataset were Siebes et al. [77], which resulted
in the KRIMP algorithm [97]. This research originated from the MDL theory and shifted focus
from the long-standing goal of selecting a collection of patterns that describes the set of all
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frequent patterns (such as, closed [69], non-derivable [21], maximal [12] frequent patterns,
and J-free sets [29]) to a pattern set that describes the entire dataset.

Next, we first define how to use MDL to summarise a transaction dataset, whereafter we
present the successful KRIMP algorithm. We end with a short discussion of other related works
in this domain.

MDL for Transaction Datasets

A transaction dataset D is a bag of transactions where each transaction ¢ is a subset of the
alphabet Z, i.e. t C Z. A pattern or itemset X is just a set of |X| items X C Z and the
support of an itemset is the number of transactions in which it occurs, i.e. support(X) =
|[{t € D | X C t}|. Throughout this thesis all logarithms have base 2 and by convention we
have 0log 0 = 0.

As summaries for these datasets Vreeken et al. [97] use the concept of a code table.

Definition 1. Let 7 be a set of items and C a set of code words [28]. A code table C'T over T
and C is a two-column table such that:

1. The first column contains itemsets, that is, subsets over Z. This column contains at least
all singleton itemsets.

2. The second column contains elements from C, such that each element of C occurs at
most once.

An itemset X, drawn from the power set of T, i.e. X € P(Z), occurs in CT, denoted by
X € CT iff X occurs in the first column of CT, similarly for a code C € C. For X € CT,
code o1 (X) denotes its code, i.e. the corresponding element in the second column. We call
the set of itemsets {X € CT'} the coding set PS. [97]

See Figure 3.1 for an example code table. Taking these code tables as our models we can
employ MDL to search for the code table that gives the best possible compression. Note that
we use the terms model, code table, and summary interchangeably.

To be able to fairly compare models MDL requires that we consider the lengths of lossless
descriptions of the data. Moreover, this implies that we are not interested in the actual code
words, but only in the optimal code lengths. Next, we discuss how to describe or compress a
dataset given a code table. That is, we need to be able to encode and decode the data using
our model. Only then can we compute the total compressed size of the dataset and the code
table to be able to compare different models. To encode a dataset given a code table we need
to determine where we use which pattern to describe the dataset. That is, we need a cover
function cover(CT,t) that chooses for each transaction which patterns from CT to use to
compress it, thereby describing each item in the transaction exactly once. More formally we
have the following definition for a cover.

Definition 2. Let D be a dataset over a set of items L, t a transaction drawn from D, let CT
be the set of all possible code tables over I, and CT a code table with CT € CT. Then,
cover : CT x P(Z) —» P(P(Z)) is a cover function iff it returns a set of itemsets such that
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Code table CT

Itemset Code Usage
A B C O 5

—

e R

s

— 0

Figure 3.1: Example code table. The widths of the codes represent their lengths. 7 =
{A, B,C}. Note that the usage column is not part of the code table, but shown here as
illustration: for optimal compression, codes should be shorter the more often they are used. [97]

1. cover(CT,t) is a subset of PS, the coding set of CT, i.e.
X € cover(CT,t) - X € CT

2. if X,Y € cover(CT,t), theneither X =Y or X NY =0

3. the union of all X € cover(CT,t) equals t, i.e.
t= UXEcm;er(CT,t)

We say that cover(CT,t) covers t. Note that there exists at least one well-defined cover
Sfunction on any code table CT over T and any transaction t € P(ZI), since C'T contains at
least the singleton itemsets from Z. [97]

In Figure 3.2 we see a possible cover of the dataset given the code table in Figure 3.1. Now to
encode a dataset given a code table we just replace all patterns in the cover of a transaction
with their corresponding code in the code table. Since we are after the best compression of
the dataset we use optimal prefix codes [28], the length of which we can easily compute by
Shannon entropy. Intuitively, we assign shorter codes to more frequently used patterns. Note
that using such prefix codes we are also able to decode the encoded dataset unambiguously,
thus resulting in a lossless compression.

Theorem 1. Let P be a distribution on some finite set D. There exists an optimal prefix code
C on D such that the length of the code for d € D, denoted by L(d), is given by

L(d) = — log(P(d)).

Moreover, this code is optimal in the sense that it gives the smallest expected code size for
data sets drawn according to P. (For the proof, please refer to Theorem 5.4.1 in [28].) [97]

The probability that the cover function assigns to each pattern from the code table is given
by its relative usage in the cover. Moreover, the code length of a pattern in the code table is
equal to the negative logarithm of this probability [53]. More formally, to compute the optimal
codes for the patterns in the code table we have the following definition.
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Definition 3. Let D be a transaction dataset over a set of items I, C a prefix code, cover a
cover function, and CT a code table over I and C. The usage count of an itemset X € CT is
defined as

usage(X) =|{t € D| X € cover(CT,t) }.

The probability of X € CT being used in the cover of an arbitrary transaction t € D is thus
given by
usage(X)

Yyeorusage(Y)’
The code or(X) for X € CT is optimal for D iff

P(X | D)=

L(codecr (X)) = |codecr(X)| = —log(P(X|D)).
A code table C'T is code-optimal for D iff all its codes,
{codecr(X) | X € CT },

are optimal for D. [97]

For example, the code length for the pattern X = {A, B, C'} in Figure 3.1 corresponding to
the dataset and cover in Figure 3.2 is L(code o (X)) = —log(5/8) =~ 0.68.

Now we can easily compute the encoded length of the dataset given a code table by taking
the sum over the code lengths of the patterns in the cover of the dataset. This leads to the
following trivial lemma.

Lemma 2. Let D be a transaction dataset over Z, C'T be a code table over I and code-optimal
for D, cover a cover function, and usage the usage function for cover. [97]

1. Foranyt € D its encoded length, in bits, denoted by L(t | CT), is

L(t| CT) = > L(codecr(X)).

X ecover(CT,t)
2. The encoded size of D, in bits, when encoded by CT, denoted by L(D | CT), is

L(D|CT) = > L(t|CT).

teD

Following the MDL principle we also have to account for the size of the model when
scoring the quality of a code table. The description length of the code table is the sum of the
code lengths in the right column and the compressed size of the patterns in the left column.
Since a binary integer encoding using log(Z) bits per item is not optimal we use the simplest
possible code table, containing only singleton patterns, to encode the patterns in the left
column. We refer to this standard code table containing only singleton patterns as ST
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Database Cover with CT Encoded database
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Figure 3.2: Example dataset, and the cover and encoded dataset obtained by using the code
table shown in Figure 3.1. Z = {A, B, C}. [97]

Definition 4. Let D be a transaction dataset over T and CT a code table that is code-optimal
for D. The size of CT in bits, denoted by L(CT | D), is given by

L(CT | D) = Z L(codest(X)) + L(code cr(X)).
XeCT:usage(X)#0

Note that we do not take itemsets with zero usage into account. Such itemsets are not used to
code. [97]

Now that we know how to compute the size of the dataset given the code table and the size
of the model itself we arrive at the final definition.

Definition 5. Let D be a transaction dataset over I, let CT be a code table that is code-
optimal for D and cover a cover function. The total compressed size of the encoded dataset
and the code table, in bits, denoted by L(D, CT) is given by

L(D,CT) = L(D | CT) + L(CT | D).
[971

Our goal is to find the code table that minimises L(D, C'T), since it will give us the most
succinct description of our dataset. Next, we discuss the KRIMP algorithm which approximates
the optimal result.

The KRIMP Algorithm
The KRIMP algorithm introduced by Vreeken et al. [97] battles the pattern explosion by mining

only small sets of characteristic patterns that together succinctly summarise a transaction
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dataset. Ideally, we want to find the optimal code table, that is, the one that leads to the best
compression. Unfortunately, the search space is too big to consider exhaustively and it exhibits
no useable structure that can be used to prune large parts of it. To give an idea, there are

alread
g 217l |z|-1

» (0

possible different coding sets, since we only know it must contain the |Z| singleton patterns.
To find the one giving the best compression we also have to consider each possible cover order
given a code table. That is, the order in which the patterns are used to cover a transaction
affect the usages of the patterns and thus their code lengths. This, in turn, affects the total
compressed size of the dataset. To quickly find good code tables Vreeken et al. introduced the
heuristic KRIMP algorithm which makes a few greedy choices. Firstly, it only considers each
candidate pattern once in a predefined order, and secondly, it covers the transactions using the
most promising patterns first. Moreover, to cover the transactions KRIMP uses the Standard
Cover Order, which is defined as follows

|X|] support(X)] lexicographically 1

Thus preferring longer and more frequent patterns. Further, the order in which KRIMP
considers all candidate patterns to add to the code table is defined as the Standard Candidate
Order as follows

support(X) | |X|| lexicographically 1

Here the most frequent patterns are preferred since a lot of gain can be made by replacing many
occurrences with shorter codes. A schematic overview of the KRIMP algorithm is given in
Figure 3.3. In Algorithm 5 we describe KRIMP more precisely. As input it takes a transaction
dataset D and a set of candidate patterns F to produce a code table CT that succinctly
describes D. It starts with the standard code table ST (line 1) and iteratively considers the
patterns from F in Standard Candidate Order (line 2-3). Each pattern is added to C'T" (line
4) and when it improves compression (line 5) it is kept in C'T" (line 6), otherwise it is discarded.
Because the addition of a new pattern to the code table might lead to redundancy in the code
table, a pruning step can be inserted after the acceptance of a new pattern. In this pruning step
all patterns in the code table for which their usage decreased are considered for removal. For
example, consider a code table containing the pattern X = {A, B} and the recently accepted
pattern Y = {4, B, C'}. When (almost) all occurrences of the pattern X in the dataset are
covered by pattern Y it might be cheaper to remove X from the code table.

Other Related Works

Among other related works to summarise a transaction dataset Geerts et al. [33] proposed
to find the smallest set of patterns that covers as much of the data as possible. Since their
TILING algorithm does not take the complexity of the pattern set into account, the results
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Figure 3.3: KRIMP in action [97].

Algorithm 5 The KRIMP Algorithm [97]

Input: A transaction dataset D and a candidate set F, both over a set of items Z
Output: A code table CT
1: CT <+ Standard Code Table(D)
2: F, «+ F in Standard Candidate Order
3 forall FF € 7,\Z do
4: CT. + (CT & F) in Standard Cover Order
5
6
7

if L(D, CT.) < L(D, CT) then
CT + CT,
: return CT

often overfit (e.g. include complete rows or columns). Other cover-based approaches that try
to remove redundant patterns from the selected pattern set include those of Bringmann and
Zimmermann [19], Knobbe and Ho [44], Xiang et al. [103], and Yan et al. [104].

The MTV algorithm by Mampaey et al. [57] can be seen as an idealised version of
KRIMP, as instead of estimating probabilities through a greedy cover function it calculates the
complexity of the data under the pattern set using a Maximum Entropy model [43]. While this
results in better estimates, it also renders the algorithm exponential in the size of the pattern
set. Two approaches inspired by KRIMP that regard both the presence and absence of items in
a transaction, i.e. both the zeros and the ones, are PACK by Tatti and Vreeken [89] and LESS
by Heikinheimo et al. [42].

An improved version of KRIMP called SLIM, introduced by Smets and Vreeken [79],
mines patterns directly from the data thereby skipping the expensive generation of all frequent
patterns as a preprocessing step. Instead, in each step all current patterns are combined to form
bigger patterns and the most promising one is added to the code table. To determine which
candidate pattern (X UY’) is most promising we estimate its gain when it would be added to
the code table, denoted by AL(CT © (X UY), D).

More precisely, following the pseudo-code in Algorithm 6, SLIM works as follows. We
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start with the singleton code table (line 1) and in every iteration we consider all pairwise
combinations of X,Y € CT as candidates in Gain Order, i.e. descending on AL(CT &
(X UY), D) (line 2). Iteratively, we add a candidate to C'T and cover the data (line 3), and
compute the total encoded size (line 4). If compression improves, we accept the candidate,
otherwise we reject it. When accepted, we perform a post-pruning step (line 5) and update the
candidate list. This process continues until there are no more candidates that decrease the total
compressed size.

Algorithm 6 The SLIM Algorithm [79]

Input: A transaction dataset D over a set of items Z
Output: A code table CT
1: CT <+ Standard Code Table(D)

2. for F € {XUY : X,Y € CT} in Gain Order do
3: CT. < (CT @ F) in Standard Cover Order
4: if L(D, CT.) < L(D, CT) then
5.
6

CT < post-prune(CT.)
: return CT

Summarising Event Sequences

Similar to the advancements in transaction datasets, summarisation of sequential data also
developed from frequent pattern mining. Chapter 2 gives an overview of sequence mining
and the different types of patterns that can be studied. As with all traditional pattern mining
approaches, redundancy is also a key problem when mining frequent patterns in sequential
data. To this end, Tatti and Vreeken [90] proposed instead to approximate the MDL-optimal
summarisation of event sequence data using serial episodes. Their SQS algorithm deals with
many challenges inherent to this type of data, such as the importance of the order of events
and the possibility for patterns to allow gaps in their occurrences. Other methods exist, but
those either do not consider [11, 58] or do not punish gaps [48].

Next, we describe how MDL can be applied to compress event sequences, whereafter we
discuss the algorithms that quickly mine good summaries for this data.

MDL for Event Sequences

Recall from Chapter 2 that an event sequence dataset D comprises | D| sequences S € D over
an alphabet (). Note that in this chapter we only consider sequences without simultaneous
events. That is, each sequence S contains £(S5) events e € € (¢(-) for the number of time steps),
and the total number of events in the dataset is t(D). As models, again, we consider code
tables. However, these code tables contain two extra columns next to the columns containing
the patterns and their codes. That is, the third and fourth column contain two additional
pattern-dependent codes to identify the presence or absence of gaps in the occurrence of a

32



3.2. Summarising Datasets

pattern in the data [90]. Given three different codes for each pattern X in code table CT,
we refer to its pattern code as code,(X | CT), to its gap code as code,(X | CT), and to
its no-gap or fill code as codes(X | CT). For readability, we omit C'T" whenever clear from
context. The example in Figure 3.4 shows a dataset together with the singleton code table, here
called CT1, and another code table CT5 containing two additional patterns P and (). Note
that singleton patterns cannot have gaps and therefore lack gap and fill codes. In the remainder
we refer to all patterns in the first column of C'T as PS¢ and to the non-singletons patterns
as Por (= PScr \ ), again omitting CT whenever clear from context.

The cover C of a dataset describes where we use which patterns from the code table to
encode the dataset and where pattern instances contain gaps. Before we describe how to cover
a dataset given a code table, we first describe how to encode it given a cover and how to decode
an encoded dataset. Finally, we describe how to efficiently find high quality code tables that
succinctly summarise the dataset.

DataD: a b d ca d b a a b c,

Encoding 1: using only singletons CT:: a (a)
b
C, @ IBEITEH D@ b
d
Encoding 2: using patterns CTs: a (a) Qgﬁ%
C, b
Cy @E GEEE) dlal |
gap ———"8P——— abe
a,b.dc.adb,a.abd,c, da (@(=]D)
Alignment: (P ] (@ P )

Figure 3.4: Toy example of two possible encodings. The first encoding uses only singletons.
The second encoding uses singletons and the two patterns P = (abc) and Q = (da). [90]

Encoding

An encoded sequence dataset comprises two data streams, the pattern and gap stream, together
describing the cover C of the data using the patterns from the code table. The pattern stream C),
defines where we use which patterns to describe the dataset and the gap stream C; indicates
when and where gaps in these pattern instances occur. These two streams are a result of the
cover that is chosen to describe the dataset which we discuss in more depth later. To be able
to determine the compressed size of the encoded dataset we need to compute the lengths of
the used codes. The length of the optimal pattern code for a pattern X is similar to that in the
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transaction domain, recall that we have

L(code,(X | CT)) = —log <Zyuzg;(z)e(y))

The code lengths to describe the gaps and fills within a pattern occurrence can be computed
similarly by their negative log-likelihood. For a pattern X we define the number of gap events
in the encoding as gaps(X). Further, the number of fill events is solely determined by the
usage of pattern X in the encoding, i.e. fills(X) = usage(X) x (JX]| — 1). Since these
codes are pattern-dependent for each pattern X we have

gaps(X) )
X) + fills(X))

L(codey(X | CT)) = —log (gaps(

for its gap code length and

L(codes(X | CT)) = —log (gaps(fMS(X) )) 7

X) + fills(X

for its fill code length. Now to compute the encoded length of the code streams we simply
sum over the lengths of the used codes, we thus have

L(C, | CT) = Z usage(X) x L(codey(X))
XePS

for the encoded length of the pattern stream. And for the encoded length of the gap stream we
have

LG, | cT) =Y (gaps(X) x L(codey(X)) + fills(X) x L(codef(X)))
Xep

To be able to decode or reconstruct the dataset from the two code streams we need to know
the number and length of all sequences. Given this information we do not need any extra
codes to mark the end of each sequence in the code streams. We encode these details using
the MDL optimal Universal code for integers [35,76], denoted by Ly. This gives us the total
encoded length of the dataset given a code table as follows

L(D | OT) = Lu(ID]) + Y Lu(t(S)) + L(Cp | CT) + L(Cy | CT)
seD
To compute the encoded length of the code table Tatti and Vreeken [90] take a different
approach than Vreeken et al. [97]. That is, they do not sum over the lengths of the codes in the
code table, but they encode the minimal information needed to reconstruct it. The encoded
length of the first column for each pattern X is the length of the pattern | X| plus the encoded
length of X given the singleton code table ST, that is

n(1 X))+ ) L(code,(x | ST))
rzeX
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To be able to use these ST code lengths we first need to encode the supports of all
singletons. Since given the support of a singleton pattern Y we can easily determine its ST’
code length as the negative log-likelihood of Y in D

support(Y)

L(code,(Y | ST)) = —log D)

Instead of encoding all these supports separately we use a composition of the sum over all
singleton supports, ¢(D), into || terms. The total number of such compositions is given by

(t‘(éjl)__ll), and by taking the logarithm we have the number of bits needed to identify a single
composition. We thus need
t(D)—1
Ln(|Q 1
st +iog (I 1)

bits to encode all singleton supports, from which we can reconstruct S7.

To be able to reconstruct the code lengths in the second column of the code table we
need to encode the usages of all patterns. Given the usages of all non-singletons patterns
P and the singleton supports we already have from S7" we can reconstruct the singleton
usages. Therefore, we only encode the usages of P, for which we need Ly(|P| + 1) bits for
the number of non-singletons, Ly(usage(P) + 1) bits for the sum over all their usages, and
log (“s‘l“;f‘(z)l)*l) bits for their individual usages. Because |P| and usage(P) can be zero, for
which Ly is not defined, we apply a +1 shift.

For the gap and fill codes in the last two columns we only need to encode the number of
gaps per pattern (again applying a +1 shift when necessary). Since we already have the usage
and length of each pattern, the number of fills follows automatically. As a result to compute
the encoded length of the code table we have

zer 10 = nuo) +1og (‘1) 7))

+ Ly(|P] + 1) + Ly(usage(P) + 1)

P)—1
+log (usﬁgpe'(_)l ) + Y Lx.cr)
Xep

where L(X, C'T) is the number of bits to encode for each non-singleton pattern X: its length,
its events, and its gaps in C. That is, we have

L(X,CT) = Ln(IX|) + Y L(codey(x | ST)) + Ln(gaps(X) +1)
rzeX

Ultimately, to find a good summary, we are again after the cover C and code table C7" that
minimise the total encoded length of the dataset and the code table

L(CT,D) = L(CT |C)+ L(D | CT)
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Decoding

Given an encoded dataset it is easy to recover the original dataset by alternatively reading
codes from the pattern and gap stream. This works as follows, first we read a code code,(X)
from the pattern stream to find the first event x; € X that we can append to the decoded
dataset Dg... If pattern X is a singleton we read the next code from the pattern stream,
otherwise we read a code from the gap stream. If we read a fill code codes(X') then we can
append the second event zo € X to Dge.. If we read a gap code codey(X) then we have to
read another code from the pattern stream, e.g. code,(Y'), to fill this gap with the first event
y1 € Y from this new pattern. Thereafter, if we have not completely decoded pattern X, we
first read from the gapstream for pattern X and afterwards for pattern Y. We continue in this
fashion until we have read all codes from both streams, that is when Dg.. = D.

As an example consider the dataset D, Encoding 2 and C'T's in Figure 3.4. To decode this
dataset we start with reading pattern code code,,(P) from C), after which we can append event
a to the decoded dataset Dge.. We then read fill code codes(P) from C, and append event b
to Dgec. Subsequently, we read gap code code,(P) from C,; and pattern code code,(d) from
C)p, after which we append event d to D4... We finish the decoding of pattern P after reading
fill code code f(P) from C, and adding event c to Dg... We then continue to read from the
pattern and gap stream as from the start to decode the rest of the dataset.

Covering

Opposed to the decoding of a dataset, the cover (which determines the encoding) is not
unambiguous, since we can often use multiple patterns to describe the same event. A window
is defined as an interval in the data in which a pattern occurs. An optimal cover will only
contain minimal windows, which are windows that cannot be shortened while still containing
the pattern [90]. An alignment is the set of disjoint minimal windows for all non-singleton
patterns used in the cover of the dataset. All gap events between and within these windows
are covered by singletons. Note that pattern occurrences are not allowed to interleave in an
alignment. Given such an alignment we can determine the usages for all pattern and gap codes
to find the corresponding optimal code table. We do, however, also need to find the optimal
alignment minimising L(CT, D). When we fix the code lengths in the code table we can find
the corresponding optimal alignment by a simple dynamic program called ALIGN (see [90] for
more details), which takes as input all minimal windows sorted on starting time step. Given
this alignment we can update the code lengths to be optimal again corresponding to the new
alignment and we can repeat this process until it converges to a local optimum in finite time.

In Algorithm 7 we give the pseudocode for the SQS algorithm, which takes as input a
dataset and a set of patterns and outputs an alignment. We start by setting the singleton
usages equal to their supports (line 1-2). Then for all non-singletons we find their minimal
windows by FINDWINDOWS (see [88]) and set their usage and number of gaps (line 3-6).
In line 7 we mergesort all these minimal windows whereafter we start the loop of finding
optimal alignments and code lengths (line 8-11) which ends after convergence by returning an
alignment (line 12).
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Algorithm 7 Summarising event seQuenceS with the SQs algorithm [90]

Input: Database of sequences D and set of patterns P
Output: Alignment A

1: for s € Q) do
usage(s) < support(s | D)
: for X € P,|X| > 1do
Wx < FINDWINDOWS(X, D)
usage(X) «+ |Wx|
gaps(X) < [X| -1
: W < merge sort {Wx } yp based on first event
while changes do

compute gain for each w € W

10: A+ ALIGN(W)
11: recompute usage and gaps from A

»

R e A X

12: return A

Mining Summaries

We now know how to score a code table but how do we select the set of patterns that minimise
L(CT,D)? Again, we face an enormous search space. The first approach introduced by
Tatti and Vreeken is SQS-CANDIDATES and resembles the ideas of KRIMP. As input SQS-
CANDIDATES takes a candidate set of patterns, e.g. all frequent or closed patterns, and it
outputs a small set of patterns that together succinctly describe the dataset. First the candidate
patterns are ordered based on their individual gain in compression (line 1). We then iteratively
loop through the ordered candidate patterns (line 3) and check if adding them to the result set
improves compression (line 4). If a pattern is accepted and at the end of the loop we perform a
pruning step (line 5-6). The algorithm ends by ordering the result set by the contribution in
compression for each pattern (line 7) and returning a pattern set (line 8).

Algorithm 8 The SQS-CANDIDATES algorithm [90]

Input: Database of sequences D and candidate patterns F
Output: set of non-singleton patterns P that heuristically minimise L(CT, D)
1: order patterns X € F based on L(D, {X})
2P« 0
3: for X € F in order do
4 if L(D,PUX) < L(D,P) then
5: P + PRUNE(P U X, D, false)
6: P < PRUNE(P, D, true)
7. order patterns X € P by L(D,P) — L(D,P \ X)
8: return P
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Tatti and Vreeken also introduced SQS-SEARCH that mines patterns directly from the data
without the need to first mine a candidate pattern set, similar to the SLIM algorithm.
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CHAPTER 4

Characterising Seismic Data

When a seismologist analyses a new seismogram it is often useful to have access to a set
of similar seismograms. For example if she tries to determine the event, if any, that caused
the particular readings on her seismogram. So, the question is: when are two seismograms
similar?

To define such a notion of similarity, we first preprocess the seismogram by a wavelet
decomposition, followed by a discretisation of the wavelet coefficients. Next we introduce a
new type of patterns on the resulting set of aligned symbolic time series. These patterns, called
block patterns, satisfy an Apriori property and can thus be found with a levelwise search. Next
we use MDL to define when a set of such patterns is characteristic for the data. We introduce
the MULT1-KRIMP algorithm to find such code sets.

In experiments we show that these code sets are both good at distinguishing between
dissimilar seismograms and good at recognizing similar seismograms. Moreover, we show
how such a code set can be used to generate a synthetic seismogram that shows what all
seismograms in a cluster have in common.!

I'This work was originally published as [13]:
R. Bertens, J. Vreeken, and A. Siebes. Characterising Seismic Data. SDM’14, STAM.
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4.1 Introduction

One of the goals of seismology is to detect and understand the sources and the causes —e.g.,
earthquakes, volcano eruptions or (man made) explosions — of seismic waves that travel
through the earth. One of the main tools for this is the seismometer which produces recordings
of earth motion at its location, as a function of time in a so-called seismogram. The type
and the location of a (seismic) event is determined by analysing and combining seismograms
from multiple seismometers. To a large extend, this identification is still manual labour by a
seismologist.

There are large collections of explicitly and/or implicitly labelled seismograms, produced
by seismometers all over the globe, of previous events that have been identified. So, it is
natural to wonder whether or not the task of the seismologist can be simplified by giving her
access to similar, identified, seismograms. That is, given a new, unidentified, seismogram,
return a set of similar, identified, seismograms, that help identifying the new seismogram.

To explain what we mean by this we have to make precise what we mean by both “similar
seismograms” and by “help identifying”. Similar seismograms does not mean that their graphs
should be (almost) identical. Firstly, because for our purposes seismograms are inherently
noisy. That is, the graph is the weighted sum of all events that make the earth move at the
location of the seismometer, from the intended event — such as an earthquake — to passing
trucks and nearby road-works.

Secondly, even if we would have a clean signal, many of its characteristics depend on much
more than just the event. For example, the amplitude measured depends not only on the size
of the event, but also on the distance between the event and the location of the seismometer. In
fact, many aspects of the graph depend, among others, on the composition of the earth’s crust
between the event and the seismometer.

The “noise” problem means that we have to somehow clean the seismogram, i.e, we have
to filter the intended signal from the noisy graph. Fortunately, it is well known in seismology
that the signal in the range from roughly 4 Hz to 1/4 Hz has a fairly good signal to noise
ratio [7,74]. That is, signals in that range are predominately of seismic origin. To decompose
a seismogram, we use the discrete Haar wavelet and discard all components outside the 4 Hz
to 1/a range. Note that we use a wavelet decomposition rather than a Fourier decomposition
because seismic events are limited in time.

This decomposition gives us a time series of multi-level detail coefficients. Since these
coefficients still represent characteristics such as the amplitude of the original signal, we next
discretise the wavelet coefficients. That is, we retain that the signal goes up or down, but we
do not retain exactly by how much. Since the range of the wavelet coefficients will in general
differ for the different frequency levels, we discretise each level separately. The discretisation
is based on MDL histogram density estimation [47]; a method which finds the MDL-optimal
bin count and cut point locations and is known to have good characteristics.

Preprocessing the data, the details of which are given in Section 4.2, transforms the
original seismogram in a set of aligned categorical time series. Hence the question of when
two seismograms are similar is transformed in the question when two such sets are similar.
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Our answer is simple: when they exhibit similar patterns. The question is then, of course,
which patterns?

To answer this question recall that our goal is that the retrieved identified seismograms
should help in identifying the new seismogram. When can seismogram x help in identifying
seismogram y? Clearly, if knowing seismogram « helps in predicting what will happen next in
seismogram gy. The more accurate x helps us in predicting what happens next in y, the more
similar and useful it is.

Hence, the patterns we are interested in should be such predictive patterns. For example,
assume that we have a symbol a on level [ at time ¢. To predict a, physics tells us [74] we can
use a “block” of symbols on all levels at all time points prior to ¢ provided this block contains
no holes and it is adjacent to a. Clearly these patterns satisfy an Apriori property and thus can
be found with a standard levelwise algorithm.

As for (almost) any kind of pattern, the number of these patterns will quickly explode and
most patterns will not be very descriptive of the (transformed) seismogram. To select a small
set of descriptive patterns, we use the Minimum Description Length principle (Chapter 3).
That is, similar to the KRIMP algorithm [77], we encode the (transformed) seismogram with a
set of patterns. The better a set of patterns compresses the data, the better they (collectively)
describe the data. Finding an optimal set of patterns is again intractable and, hence, a heuristic
algorithm called MULTI1-KRIMP is used. Note that since the behaviour of the seismogram on
different frequency levels can be different, code sets are computed for each level separately.
The details of both the patterns, their discovery and the MULTI-KRIMP algorithm are given in
Section 4.3.

Our claim is now that similar seismograms are seismograms that yield similar code sets.
That is, if  and y are similar seismograms, then compressing = with the code set computed
from y should be almost as good as compressing it with its own code set and vice versa, of
course. Moreover, we claim that if the seismograms are similar — i.e., they compress each
other well — their identification is similar — i.e., they indicate similar seismic events.

Since the classification of a seismic event by a seismogram is not a mathematically defined
property — in which case devising algorithms for the task would have been easy — we can not
verify our claims formally. Hence, we use experiments to substantiate our claims. But before
we describe these experiments, related work is first discussed in Section 4.4. Most notably
shapelets [107] are discussed there. Not only because they are a well-known technique in time
series analysis, but also because they are suitable for part of what we aim to achieve.

To substantiate our claims, we use data from different seismic events and seismometers at
different locations. We show that our technique clusters the events correctly regardless of the
location (and size) of the event and the location of the seismometers. Moreover, we illustrate
visually that our technique captures the shape of a seismogram. For, given a code set, we can
generate artificial seismograms. By plotting both the real seismogram and a generated one,
one can see that they are similar. The details are given in Section 4.5. The discussion of these
results is given in Section 4.6. Finally, the conclusions are formulated in Section 4.7.
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4.2 Preprocessing the Data

Seismograms can be seen as functions from time to the real numbers, or more formally,
S :R>o — R. In reality, of course, the signal at a location is only sampled at some frequency
rather than measured continuously.

In the Introduction of this chapter we already explained why we cannot use .S directly,
it is noisy and characteristics such as the amplitude should be removed. Hence, S is first
decomposed using a wavelet transform and subsequently the coefficients are further discretised.
Both steps are discussed in detail in this Section.

Wavelet Decomposition

There are a number of techniques to decompose a function in frequency components, such
as the Fourier decomposition and wavelet decompositions [30]. The advantage of a wavelet
decomposition over the Fourier decomposition is that wavelets are localised and, thus, better
at describing local behaviour in the signal. Since seismic events are by nature local events in
the time series, we use a wavelet transform rather than Fourier analysis.

Formally, a wavelet transformation is the convolution, i.e., an inner product, of the function
f with a scaled (parameter s) and translated (parameter b) wavelet ¢:

WF(s0) = (f, u) = - / (@) (” - b) iz

A wavelet decomposition is computed by a set of wavelet transforms. Since we have sampled
data, we use a discrete wavelet transform and in that case the decomposition is computed as
follows. We assume that we have (a window of) data with 2V data samples f(t1),... f(tan)
of f, (with time normalised such that [t1, to~ ] = [0, 1]). The discrete wavelet decomposition
is now given by:

N 2™

F=F04 )Y bma)bm

m=0 [=0

where 0 is the coarsest approximation of the time series.
This decomposition allows us to built a ladder of approximations to f given by:

27
Pr=FP+> (65065
k=0

This ladder gives us two sets of coefficients, the approximation coefficients (the f7) and the
detail coefficients (f7~! — f7). The detail coefficients encode the local behaviour of the time
series at level j. Hence, these are the coefficients we will be using.
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Each wavelet family has different properties, bringing out different aspects of the time
series. Since we are interested in the shape of the graph, we use the Discrete Haar wavelet:

1 for0<zx<0.5
o(x) = -1 for05<z<1
0 otherwise

Using the Haar wavelet the approximation coefficients are averages on progressively smaller
subsets of (a window of) the time series, while the detail coefficients are the local deviations
from those averages.

To be more concrete, consider the toy example of a time series and its coefficients from
Table 4.1.

Table 4.1: Toy example of a time series and its coefficients.

Decomp. level Detail coef. Approx. coef. Original signal
15t level 1 -1 -1 1 8 4 9 7 3 5
274 Jevel 2 -2 6

The average of 9 and 7 is 8, and the deviation of 9 from this average is 9—8 = 1. Similarly,
the average of 3 and 5 is 4 and the deviation of 3 from this average is 3 - 4 = -1. Finally, the
average of 8 and 4 is 6 and the deviation of 4 from this average is 4 - 6 = -2. Note that each
original data point can be reconstructed using the coarsest approximation, the overall average,
6 and a sequence of detail coefficients, e.g., for the rightmost point we add the rightmost
coefficients: 6 —2 + 1 = 5.

Further note that for technical reasons the actual coefficients at each level should be
multiplied by /2, but that does not concern us here.

Given a seismogram S which may have any length, we compute the wavelet coefficients
using a sliding window w, which has some dyadic (power of 2) length. Note that this implies
that we do not compute coefficients for the first |w| — 1 data points.

Assume that w starts at position 1 in S and ends at |w|. We then compute the detail
coefficients from the Haar decomposition of S1, ..., S, as indicated above. We also noted
above that it is the right most set of detail coefficients that tell something about the local
behaviour of S at S|,|. Hence we start our aligned (transformed) time series with these
rightmost detail coefficients. Next we shift the window by a step (for us, always a step of size
1) and repeat the procedure to compute the next set of coefficients for S|4 1.

As an example, consider the time series from Table 4.2. If we use a window size of 8

Table 4.2: Example time series.

1 1 4 4 4 8 1 4 7 7 9
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and a step size of 1, we have four windows on this signal. For real seismic data, we are only
interested in the detail coefficients that represent the frequencies in or close to the interval
4 Hz to /4 Hz, as discussed in the Introduction. Here, however, we simply retain all detail
coefficients. Hence, our time series — which allows for four windows — is transformed to the
set of aligned time series from Table 4.3.

Table 4.3: Transformed set of aligned time series for the example from Table 4.2.

Window 1 Window2 Window3 Window 4

-2.12 -2.12 0 -1.41
35 -1 -4.5 -2.5
-2.47 -2.47 0.35 -3.54

Computing all coefficients for all windows is wasteful, however optimising this is not the
focus of this chapter.

Discretisation

Together with the coarsest approximation coefficient the detail coefficients are sufficient to
reconstruct the original time series. As already stated, we will not use all detail coefficients
and neither will we use the coarsest approximation coefficient, but this observation means that
the detail coefficients are too detailed for our purposes. We are interested in the general shape
of the graph, not in its exact values. That is, we are interested in whether it is ascending or
descending at various frequency levels. We may even be interested in whether it is ascending
steeply or barely on a given frequency level, but we are not interested in how steeply it is
rising exactly.

Hence, we discretise the detail coefficients we just computed as the next preprocessing
step. Since the spread of the coefficients may very well be different for each of the levels,
we discretise the levels separately. But, of course, we use the same discretisation for all
seismograms.

There are many techniques to discretise data, each with its own strong and weak points.
For this chapter, we use one based on the Minimum Description Length principle (Chapter 3).
More in particular, we use MDL histogram density estimation [47]. This method finds the
MDL-optimal number of bins and cut point locations automatically.

For each level [ we have a set of symbols — alphabet — A;, which has one symbol for each
bin the discretisation produces for [. Each value on level [ of the aligned time series, produced
by the wavelet transformation, is replaced by its corresponding element from A;. In the end
our original time series .S is thus transformed in a set of aligned symbolic time series.
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4.3 Patterns and Code Sets

Given the preprocessed data — the set of aligned symbolic time series — we now have to
discover a small set of characteristic patterns for each level of the preprocessed data. The
definition and discovery of the patterns is a standard pattern mining problem. For the second
step, the discovery of a small set of characteristic patterns, we use MDL.

Patterns

As noted in the Introduction, our predictive pattern occurrences should have no holes across
either the time or the level axes. For our patterns that means the following.

A set of sequences X = {x,...,zn} is a block pattern over the level alphabets
Ay, ... A, iff

* Foreach j € {l,...,m}, z; is made from symbols in A4;.
* {l,...,m}is a consecutive subset of {1,...,n}.

The second requirement goes a long way to ensure that we get no holes in occurrences, but we
need one more requirement to ensure it properly. This is a requirement on what constitutes an
occurrence of X.

Let S be a set of aligned time series over the level alphabets A;,..., A, and X =
{z,...,zm} ablock pattern over those same alphabets. X occurs in S at time ¢ iff for every
xy, € X there is a consecutive subsequence of S at level k, [Sk[t — |zk|], . . ., Sk[t]] such that:

V] c {1,,|$k|} : xk[]] = Sk[t— ‘$k| +]]

That is the pattern sequences should, of course, match their respective elements in S exactly
and all the pattern sequences occurrences should end at the same time ¢.

To give an example, assume that in our example transformed time series from Section 2.1,
the number —2.1 is replaced by the abstract symbol —2.1 and so on (in other words, assume
for a moment that the numbers are labels). Then the patterns 1 and 2 from Table 4.4 occur and
the patterns 3 and 4 do not; their only potential occurrences exhibit holes.

Table 4.4: Example patterns.

Pattern 1 Pattern 2 Pattern 3 Pattern 4
-2.12 0 -1 -4.5 -1 25 -1.41
-4.5 247 0.35 -3.54

With these definitions, the support of X in S is defined in the usual way, viz., its number
of occurrences. Moreover it is clear that block patterns satisfy an Apriori principle: if X; isa
sub-pattern of X5, the support of X; will be at least as big as that of X5. Hence, all frequent
block patterns in S can be discovered with levelwise search [37].
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Code Sets

As usual in pattern mining, if we set our threshold low, there are enormous numbers of
frequent block patterns. How do we choose which ones are characteristic for a (preprocessed)
seismogram? The first clue is that, as noted in the Introduction, our patterns should be
predictive. That is, if a pattern occurs at time ¢ in> S it should help us in predicting what
happens at time ¢ + 1 in S.

Next observe that this gives us a way to encode S. Let X be some one level pattern, i.e.,
X = {x;}. Furthermore, assume that we observe that if X occurs in S at a time ¢, S;[t + 1]
is either the symbol a or the symbol b with probability p, and p; respectively. To encode, or
compress, .S we could now replace a’s and b’s that occur right after X in S with a codeword
of length — log(p, ) and — log(py) respectively, [35].

Clearly, it is slightly more complicated as there will be many patterns that are followed
by an a and patterns will span multiple levels. But, the main idea that we can use patterns to
encode the data is obviously valid. And that gives our second clue to how to choose: we can
use the Minimum Description Length principle (Chapter 3).

Given that each level S; of S has its own alphabet A;, we encode each level separately. The
simplest way to encode S is by disregarding all patterns and simply use a (prefix) code that
reflects how often each a € A; occurs in S;. That is, we give it a code of length — log P(a | 7).
This is what we call the standard encoding ST} of S; and by doing this on all levels we have
the standard encoding ST of S.

Let X' be the set of all frequent block patterns on S. A X € X7 is said to be a level |
pattern if one of the sequences in X is built from A;. The set of all frequent level [ patterns in
S is denoted by XZS . We will simply write X and A if S is clear from the context.

To simplify the remainder of this section, and indeed the rest of this chapter, we augment
each X} with the special pattern (), which matches every element of \S; and even no element at
all.

A covering set C) for S) is an ordered subset of X; which contains () as its last element.
The cover of S by C} is again a time series, denoted by C;(S;), in which

Cy(S))[t] is the first element of C; that occurs at time ¢ — 1 if ¢ > 1, otherwise
Ci(S)[t] = 0.

To turn a cover of \S; into an encoding of S;, we augment each element of a covering set C;
with a code table (Chapter 3). This code table consists of two columns. The first contains the
elements of A; in some order. The second contains a code word from some prefix code Cc, .
Since we want to compress .5;, Cc, has to be optimal for this compression. This is determined
as follows.

Fora € A; and X € (), define:

usage(a | X) = [{t | Sift] = a A Ci(S)[t] = X} +1

2We will use S both to denote the original and the preprocessed time series.
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which gives us:

usage(a | X)
P X) =
) S wage0 X0

And thus, the code C, should assign to « in the code table of X & Cj has length —log(P(a |
X)).

A level code set C'S) is a covering set C; for S; in which each pattern in C; is augmented
with a code table for A; with the optimal codes as constructed above. A code set C'S for S is
simply a set of level code sets, one for each level S; in S.

Coding S; with C'S; is simple. First compute C;(.S;), and then replace S;[t] by its code as
given in C'S; in the code table of C;(S;)[t]. Note that the standard encoding ST} of .S that we
introduced above is simply the encoding induced by the covering set C; = {{)} plus a Laplace
correction. From now on, we use this Laplace corrected version as the standard encoding.

The encoded size of the data given C'S;, denoted by L(S; | C'S;) is now simply the sum
of the code lengths of the codes in the encoded string.

To find the optimal encoding for .S; according to the MDL principle, we also have to
determine the size of C'S;. This is determined as follows:

* For each of the codes in the code tables we have a length
* For each of the elements of A; in those code tables we use the standard encoding ST}

 Each of the patterns X is also encoded with the standard encoding. Each sequence in X
is, of course, encoded by the standard encoding at the appropriate level.

By summing all these encoded lengths, we get the total encoded size of the model, denoted by
L(CS; | S).
MDL now tells us that we need to find the code set C'S; such that

1(CS,8)) = L(CS, | S) + L(S, | CS))

is minimised. Unfortunately, as explained in Chapter 3, this is an intractable problem. Firstly
because of the order used in covering, every permutation will lead to another compressed size.
Secondly because adding a pattern to the level code set may both increase and decrease the
compressed size. In other words, there is no structure in the search space that allows us to
prune large parts of it. Hence we need to resort to heuristics.

MuLTi-Krimp

We adapt the heuristics used in Chapter 3, if only because they proved to work well. The
first heuristic is that we define the order of the patterns in a level code set. These patterns are
assumed to be ordered by the Standard Cover Order. Which is descending on cardinality
first, descending on support second, ascending on height third, descending on top-level-length
fourth, and last lexicographically ascending to make it a total order.
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Secondly, we use a simple greedy algorithm to find good level code sets, called MULT1-
KRIMP, the pseudo-code is given in Algorithm 9. As input it takes the (preprocessed) time
series .S, a level [ and the frequent block patterns Xj.

We start with the level code set containing only the empty set (1). We loop through all
frequent patterns in Standard Candidate Order (like the Standard Cover Order, only sorted
on support before cardinality) (2); we then add each pattern to our code set (3) and test if this
new code set compresses our data better than before (4). If it does compress better, we keep
the pattern and consider if other patterns in our code set can be pruned (5). After we have
considered all patterns, we return the final level code set (8).

Algorithm 9 The MULTI1-KRIMP Algorithm

Input: A preprocessed seismogram S, a level [, and a set of frequent patterns for level I, A.
Output: A level C'S]

1. CS; + {@}
2: for X € X} in Standard Candidate Order do
3: CS? + (CS; @ X) in Standard Cover Order
4: ifL(CSlc,Sl) < L(C’Sl,Sl)then
5
6

CS; < post-prune(C'Sy)
: return CT;

4.4 Related Work

Our use of wavelets to decompose a time series is, of course, far from unique. In fact, we have
used the discrete Haar wavelet ourselves before in [83]. An overview of all possible ways to
decompose time series data is far beyond the scope of this chapter. For more on wavelets, we
refer to [30]. Also for the discretisation of real valued data there are far too many techniques to
even attempt an overview here. We chose MDL histogram density estimation [47] because it
finds both the number of bins and the bins themselves automatically in a well-founded manner.
Moreover, it is known to work well in practice.

Frequent pattern mining in time series data is useful for tasks such as clustering, classi-
fication, prediction, and many more. All these fields have attracted much research from the
data mining community. Our block patterns are somewhat unusual in that they span multiple
frequency scales of a decomposed and discretised time series, but mining them is completely
standard. For a brief overview of frequent pattern mining we refer to [37].

Techniques for clustering time series data fall mainly in three groups: those that work
directly with the raw data, those that work with features extracted from the raw data, and those
that work with models build from the data; an overview of time series clustering can be found
in [54]. Our work fits in the intersection of the second and third category, because we cluster
data samples based on their size when compressed with a range of code sets computed on
discretised wavelet coefficients of the original data.
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A good example of a time series clustering approach that works directly on the raw data
is [107]. It uses shapelets, which are time series snippets characteristic for a certain cluster of
data. Time series chunks are clustered using the distance to a shapelet, rather than the distance
to the nearest neighbour chunk. This technique has proven to work very well in many different
domains. Unfortunately, for our data — which can be very noisy and repetitive — it did not
always do very well; for more details see the experiments and the discussion thereof.

The way we use MDL to identify characteristic patterns is, of course, reminiscent of the
work on KRIMP, described in Chapter 3. While the high-level approach here is similar to that,
many aspects are very different. Probably the biggest difference is that the current encoding is
completely different. Here we compress for predictive capabilities rather than for descriptive
ones. This means firstly, that the patterns we use to cover a value S;[t] do not contain S;|t]
itself. Rather a pattern describes the behaviour of S just before S[¢]. Secondly, it means that
the code lengths are determined by conditional probabilities rather than by simple relative
occurrence frequencies. Third and finally, it means that patterns cover exactly a single value
S;[t] and never a larger subset of a preprocessed time series.

Application-wise, the Dynamic Bayesian Network (DBN) approach to seismic data clas-
sification in [74] is closely related to our research. They also decompose the signal using
wavelets — albeit a different one: the Morlet wavelet — and then use a DBN to classify the
incoming data as either “Earthquake” or “Noise”. The most important difference is that we do
not need pre-defined classes. Using MULTI-KRIMP we can both determine which clusters
there are in the data and classify new data as belonging to any of these clusters or being
something not seen before.
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Figure 4.1: Six clusters, all containing four seismograms.

4.5 Experiments

To evaluate the code sets produced by MULTI-KRIMP experimentally, we perform three
(sets of) experiments. Firstly to show their ability to distinguish between different types of
seismograms. secondly to show that they can be used to identify similar seismograms. Finally
we show that code sets can be used to generate synthetic seismograms and that these generated
seismograms are visually similar to the seismogram the code set was computed from.
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Figure 4.2: Seismograms from the Brant station for both events.

For reproducibility and to stimulate future research, both the code and the datasets are
available through the first author.

Setup

For the wavelet transformation we use a step size of 1 and a window of 256 data points. Since
all the seismograms used are sampled at 40 Hz, we use the levels 4 (corresponding to 2.5 Hz)
to 8 (corresponding to 0.16 Hz). As noted before, the discretisation requires no parameters.

Since experiments show that larger patterns are hardly, if ever, used, we limit the patterns
we mine to those that span across at most three frequency levels and two time points.

Datasets

In cooperation with a domain expert, we manually gathered seismograms from the publicly
available ORFEUS POND data repository?.

For the first experiments we collected seismograms of 2000 data points with varying
frequencies and amplitudes. It serves to show the ability our method has to distinguish
between only slightly different seismograms. It consists of seismograms at various moments
and at different locations. We manually distinguished six different clusters, all containing four
very similar seismograms, see Figure 4.1.

For the second experiment we gathered seismograms from two different events both
measured at the same 12 stations. The first was a quake in the sea of Okhotsk of magnitude
6.4, the second was a quake in Pakistan of magnitude 7.7. We split each of these seismograms
into 2000 data points before the quake and 2000 beginning at the start of the quake. That is,
for each event we have two clusters of seismograms, Cluster 1: no event, Cluster 2: quake.

Data from both events are plotted for one station in Figure 4.2. Due to space limitations,
the data from all other stations can be found in [14]. The seismograms from the event at
Okhotsk in cluster 1 are numbered 1-12 and those in cluster 2 are numbered 13-24. For the
event in Pakistan the seismograms 25-36 are in cluster 1 and 37-48 in cluster 2. In Figure 4.3
the locations of the two events and of all stations involved are given.

3ftp://www.orfeus-eu.org/pub/data/POND/
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* aigle, balst, berni, bnalp, bourr, brant

Figure 4.3: The location of the events and the stations.

The Power to Distinguish

Using MULTI-KRIMP we build a code set for each of the seismograms from the first dataset.
Then each seismogram was encoded with the code set of every other seismogram. This
gave a table in which a row indicates a seismogram and a column a code set of one of the
seismograms. In this table, each cell contained the size of the corresponding seismogram
compressed with the corresponding code set. This table was used to hierarchically cluster
the seismograms using single linkage and the Spearman metric. The resulting dendrogram
is shown in Figure 4.4. The numbers on the x-axis represent seismograms, where every four
subsequent numbers (1-4, 5-8, 9-12, 13-16, 17-20, 21-24) represent seismograms that we
manually identified to be very similar, see also Figure 4.1. Note that all seismograms are
clustered as we would expect, the distance between seismograms which are alike is relatively
small compared to the distance to other seismograms. Clustering the seismograms using
shapelets and k-means clustering gave rather less convincing results.

To further substantiate our claim, we also did a leave-one out validation. That is for each
time series, we clustered the remaining 23 time series manually, computed a code set for each
of the clusters and determined the “right cluster” for the left out time series by choosing the
cluster whose code set compressed it most. Each of the seismograms was assigned to its own
cluster. This confirms our claim that code sets are good in distinguishing between different
seismograms.

Identifying Similar Seismograms

With the second dataset — the seismograms related to the two quakes — we first redid the first
experiment. That is we again build a table of the respective compressed sizes and performed
a clustering based on that table, see Figure 4.5. All seismograms from cluster 1 are easily
distinguished from cluster 2. However, there are four mistakes; the seismograms 2, 4, 26
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Figure 4.4: A dendrogram clearly representing the six clusters.
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Figure 4.5: A dendrogram for all seismograms from two clusters of two events.

and 28 from cluster 1 are clustered with the data from cluster 2. This can be explained by
the fact that these seismograms show a sizeable amount of movement, as can be seen in [14].
Experiments using shapelets gave comparable results.

Next we assigned all seismograms manually to three clusters, no event, quake in the sea
of Okhotsk and quake in Pakistan respectively. Then we performed again a leave one out
validation. This gave near perfect results. Only one non-event, seismogram 26 (which shows
significant movement) was assigned to the event in Okhotsk. Moreover, two seismograms
from the event at Okhotsk are clustered with the event in Pakistan, to which they apparently
are more similar. Note that from the point of view of identification only the mistake with
seismogram 26 is a real mistake.

52



4.6. Discussion

Station: brvk Event: Okhotsk Cluster: 2

L
5 | | | | | |
0 200 400 600 800 1000 1200 1400 1600 1800 2000
x10°
O A A AR AN A A A A AN AN A AN A AAAA A AAANAN i AP s S
5 | | | | | |
0 200 400 600 800 1000 1200 1400 1600 1800
x10°
. . . .
Ol pr A fssttb AA AP AA s e M e M
K I I I I L L
% 200 400 600 800 1000 1200 1400 1600 1800
.
5% 10 T T T T T
B PO SV SV ISP Pt Ny A e vt i
N L L L L I L
0 200 400 600 800 1000 1200 1400 1600 1800

Figure 4.6: Visualisation of the code set for a seismogram.

Generating Seismograms

Given that the patterns in a code set predict what is going to happen next, we can use a code
set C'S to generate a seismogram. Recall that () matches anything — including nothing — so, for
t = 1 we choose random symbols drawn with probabilities according to its (i.e., () code table
on each level. For each next step, on each level, we use its level code set to determine which
pattern matches the preceding time series and draw a new symbol according to the code table
of that pattern.

This gives a series of aligned symbolic time series. Next we translate each symbol into a
number by replacing it with the middle-value of its associated bin. Finally, we sum the values
at all levels at the same time point and smooth this single level signal by combining each five
consecutive values as compensation for using only the middle-value of each discretisation bin.
This gives us a synthetic time series, say 7.

Now C'S is, of course, computed from a seismogram, say S. If C'S is characteristic of S,
T should resemble S. Well, it should resemble S, when all the details of the frequency levels
not in {4, 5,6, 7,8} are filtered out of S.

To test this we did this experiment for a few of the seismograms. One of these tests is
pictured in Figure 4.6. The top plot is the original seismogram. The second one is the signal as
present on the frequency levels 4 to 8, i.e., 2.5 Hz to 0.16 Hz. The next two plots are generated
using the procedure above.

4.6 Discussion

The whole procedure of wavelet decomposition, discretisation, and building a code set us-
ing MULTI-KRIMP serves one purpose: to characterise a seismogram. The experiments
substantiate that this is indeed the case.

The experiments on the first dataset show that our code sets perform well in distinguishing
between visually different seismograms. In fact, as noted in the previous section, they perform
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better than the state of the art method [107] based on shapelets.

The experiments on the second set of data show that the code sets perform also well in clus-
tering similar events together, while simultaneously distinguishing between different events. In
this case it performed on par with the shapelet based method from [107]. An important aspect
of this experiment is that it shows that, at least in this case, the characterisation is independent
of, the event size, the location of the event, and of the location of the seismometers. This is
important since as we already discussed in the Introduction many of the characteristics of a
seismic signal are dependent on these three aspects.

Hence, code sets are both good in the recognition of similar seismograms and in the
distinction between dissimilar seismograms. In other words, code sets are characteristic for
seismograms.

This is further corroborated by our third experiment. Here we see that the artificial
seismograms one can generate from a code set visually resemble the seismograms from which
the code set itself was computed. This is important to show to the seismologist what exactly
are the characteristics of a given cluster of seismograms. Clearly, one can always present
the seismologist with a centre of a cluster. The strong point of a generated seismogram is,
however, that it shows what all the seismograms have in common. That is something that is
hard to infer from a representative seismogram.

4.7 Conclusion

The goal of this chapter is to find a method to characterise seismograms, such that the
identification of an event in a new seismogram (is it an earthquake, a passing truck, or
something else) can be facilitated by finding similar seismograms that have already been
identified.

To achieve this goal, we devised a method that first preprocesses a seismogram using a
wavelet decomposition and discretisation and then uses a new algorithm called MULT1-KRIMP,
to discover a code set that contains characteristic patterns for that seismogram.

The experiments show that these resulting code sets are indeed characteristic of a seismo-
gram. They are good in both the recognition of similar seismograms and in the distinction
between dissimilar seismograms. Moreover, they can be used to generate a synthetic seismo-
gram that shows what all seismograms in a cluster have in common.

The final conclusion is two seismograms 57 and So are similar if we have for their MULTI-

KRIMP’s code sets C'S7 and C'Sy that C'S1(S1) &~ CS2(S1) and C'S1(S2) ~ CS2(Ss).
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CHAPTER 5

Keeping it Short and Simple:
Summarising Complex Event Sequences
with Multivariate Patterns

We study how to obtain concise descriptions of discrete multivariate sequential data. In
particular, how to do so in terms of rich multivariate sequential patterns that can capture
potentially highly interesting (cor)relations between sequences. To this end we allow our
pattern language to span over the domains (alphabets) of all sequences, allow patterns to
overlap temporally, as well as allow for gaps in their occurrences.

We formalise our goal by the Minimum Description Length principle, by which our
objective is to discover the set of patterns that provides the most succinct description of the
data. To discover high-quality pattern sets directly from data, we introduce DITTO, a highly
efficient algorithm that approximates the ideal result very well.

Experiments show that DITTO correctly discovers the patterns planted in synthetic data.
Moreover, it scales favourably with the length of the data, the number of attributes, the alphabet
sizes. On real data, ranging from sensor networks to annotated text, DITTO discovers easily
interpretable summaries that provide clear insight in both the univariate and multivariate
structure.!

I'This work was originally published as [15]:
R. Bertens, J. Vreeken, and A. Siebes. Keeping it Short and Simple: Summarising Complex Event Sequences with
Multivariate Patterns. KDD’16, ACM.
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5. SUMMARISING COMPLEX EVENT SEQUENCES WITH MULTIVARIATE PATTERNS

5.1 Introduction

Most real sequential data is multivariate, as when we measure data over time, we typically
do so over multiple attributes. Examples include sensors in a network, frequency bands in
seismic or ECG data, transaction records, and annotated text. In this chapter we investigate
how to succinctly summarise such data in terms of those patterns that are most characteristic
for the data.

To capture these characteristics, our pattern language needs to be rich, i.e., patterns may
span multiple aligned sequences (attributes) in which no order between these attributes is
assumed and occurrences may contain gaps. For example, if we consider a sensor network, a
pattern could be a characteristic set of values for multiple attributes at one point in time, or,
more complex, a specific value for one sensor, temporally followed by certain readings of one
or more other sensors. That is, patterns that are able to identify associations and correlations
between one or multiple attributes.

Having such a rich pattern language has as immediate consequence that the well-known
frequent pattern explosion hits particularly hard. Even for trivial data sets one easily finds
enormous numbers of frequent patterns, even at modest minimal frequency thresholds [87];
the simplest synthetic dataset we consider contains only five true patterns, yet the lower bound
on the number of frequent patterns is more than a billion.

Clearly, returning collections of such magnitude is useless, as they cannot be inspected in
any meaningful way. Rather, we want a small set of such patterns that collectively describe the
data well. To find such sets, we employ the Minimum Description Length (MDL) principle. In
Chapter 3 we showed that this approach has a proven track record in the domain of transaction
data mining and has also been successfully applied to, e.g., sequential data. Because complex
multivariate sequential data is ubiquitous and correlation between multiple sequences can give
much insight to domain experts, here we take this research further by defining a framework
to summarise this data, while able to efficiently deal with the enormous space of frequent
patterns. Note that all real-valued time series can easily be discretised to fit our framework,
for example using SAX [56].

The humongous number of frequent patterns makes it intractable to discover a small set of
characteristic patterns by post-processing the set of all frequent patterns; all the more because
the MDL objective function on pattern sets is neither monotone nor sub-modular. Hence
we introduce a heuristic algorithm, called DITTO? that mines characteristic sets of patterns
directly from the data. In a nutshell, DITTO mines good models by iteratively adding those
patterns to the model that maximally reduce redundancy. This approach resembles the SLIM
and SQS-SEARCH algorithms discussed in Chapter 3. That is, it iteratively considers the
current description of the data and searches for patterns that most frequently occur one after
the other, and considers the union of such pairs as candidates to add to the model. As such,
DI1TTO focusses on exactly those patterns that are likely to improve our score, pruning large
parts of the search space, and hence only needs seconds to mine high-quality summaries.

2The ditto mark (") is used in lists to indicate that an item is repeated, i.e., a multivariate pattern.
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Our extensive empirical evaluation of DITTO shows it ably discovers succinct summaries
that contain the key patterns of the data at hand, and, importantly, that it does not pick up on
noise. An example of what we discover includes the following. When applied to the novel
Moby Dick by Herman Melville (one attribute) aligned with the corresponding part-of-speech
tags (another attribute), the summary DITTO discovers consists of meaningful non-trivial
linguistic patterns including “(noun) of the (noun)", e.g. “Man of the World”, and “the (noun)
of", as used in "the ship of (somebody)". These summaries hence give clear insight in the
writing style of the author(s). Besides giving direct insight, the summaries we discover have
high downstream potential. One could, for example, use them for comparative analysis [20].
For example, for text identifying similarities and differences between authors, for sensor
networks detecting and describing concept drift over time, and characterising differences
between patients. Such analysis is left for future work, as we first have to be able to efficiently
discover high quality pattern-based summaries from multivariate sequential data. That is what
we focus on in this chapter.

The remainder of this chapter is organised as follows. We first cover preliminaries
and introduce notation in Section 5.2. In Section 5.3 we formally introduce the problem.
Section 5.4 gives the details of the DITTO algorithm. We discuss related work in Section 5.5,
and empirically evaluate our score in Section 5.6. We round up with discussion and conclusions
in Sections 5.7 and 5.8, respectively.

5.2 Preliminaries and Notation

As data type we consider databases D of | D| multivariate event sequences .S € D, all over
attributes A. We assume that the set of attributes is indexed, such that A; refers to the i*"
attribute of D.

A multivariate, or complex, event sequence S is a bag of | A| univariate event sequences,
S = {S',...,S41}. An event sequence S° € Q7 is simply a sequence of n events drawn
from discrete domain €2;, which we will refer to as its alphabet. An event is hence simply an
attribute—value pair. That is, the j** event of S’ corresponds to the value of attribute A; at
time j. We will write € for the union over these attribute alphabets, i.e. Q = U;c| 4.

By ||S|| we indicate the number of events in a multivariate sequence S, and by ¢(S) the
length of the sequence, i.e. the number of time steps. We will refer to the set of events at
a single time step j as a multi-event, writing S[j] for the j** multi-event of S. To project
a multivariate event sequence S onto an individual attribute, we write S for the univariate
event sequence on the i*" attribute, and analogously define D*. For completeness, we define
[[D|| = > gep ||S]| for the total number of events, and ¢(D) = > 4 (.5) for the total number
of time steps in D.

Our framework fits both categorical and transaction (item set) data. With categorical data
the number of events at each time step is equal to the number of attributes. For simplicity,
w.l.o.g., we consider categorical data in the remainder.

As patterns we consider partial orders of multi-events, i.e. sequences of multi-events,
allowing for gaps between time steps in their occurrences. By ¢(X) we denote the length of a
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5. SUMMARISING COMPLEX EVENT SEQUENCES WITH MULTIVARIATE PATTERNS

pattern X, i.e. the number of time steps for which a pattern X defines a value. In addition,
we write || X|| to denote the size of a pattern X, the total number of values it defines, i.e.
> x[ijex 2uzex[q) 1 For example, in Figure 5.1 it holds that || X || = 4 and ¢(X) = 3.

We say a pattern X is present in a sequence S € D of the data when there exists an interval
[tstart, " »Lena] in which all multi-events X [i] € X are contained in the order specified by
X, allowing for gaps in time. That is, Vx[;jex 3je[start,enq) X [1] € S[j], and k& > j + 1 for
X[i] C S[j] and X[i + 1] C S[k]. A singleton pattern is a single event e € Q and P is the
set of all non-singleton patterns. A minimal window for a pattern is an interval in the data in
which a pattern occurs which cannot be shortened while still containing the whole pattern [86].
In the remainder of this chapter when we use the term pattern occurrence we always expect
it to be a minimal window. Further, we use occs(X, S) for the disjoint set of all occurrences
of X in S. Figure 5.1 shows examples of two categorical patterns occurring both with and
without gaps.

Categorical data

Do gap Dgap Pattern X Pattern Y

S0 a.b cla S0 b.c.a.b.ala X0 YO:
St [d]e)J]d) st [d flelf]eld x1:[d]e] v (d)
s2: 9 [h]i]9] s2: 9, i[hlh[i]9] x2, [hli] v2.__[9]

Figure 5.1: Patterns X and Y occurring with (D y,) and without (Dy,, 44p) gaps in the data.

Our method operates on categorical data. To find patterns in continuous real-valued time
series we first have to discretise it. In Chapter 2 we discussed SAX, which is a celebrated
approach for doing so, and we will use it in our experiments — though we note that any
discretisation scheme can be employed. This ordinal data can either be represented by absolute
values per time step, or by relative values that represent the difference between each pair of
subsequent values. These relative values describe the changes in the data rather than the exact
values — by which different types of patterns can be discovered.

5.3 Theory

In Chapter 3 we already gave an introduction to the MDL principle. In this section we define
our objective function and analyse the complexity of the optimization problem.

MDL for Multivariate Sequential Data

As models for our data we consider code tables (CT'); these are simple four-column look-up
tables (or, dictionaries) between patterns on the left hand side, and associated codes on the
right hand side (Chapter 3). In this chapter we consider three types of codes, i.e. pattern codes,
gap codes and fill codes. We will explain the use of these below, in Section 5.3 and Example 2.
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5.3. Theory

Loosely speaking, whenever we read a pattern code code,(X | CT) we know we can
start to decode the events of pattern X. A fill code code;(X | CT) tells us we can decode
the next time step of pattern X, whereas a gap code codey(X | CT) tells us there is a gap in
this occurrence of pattern X. To fill such a gap we read the next pattern code. Note that our
approach thus allows for patterns to interleave. For readability, we do not write C'I" wherever
clear from context. To make sure we can encode any multivariate event sequence over {2, we
require that a code table at least contains all singleton events. Next, we will describe how
to use these code tables to cover and encode a dataset. Further, we define how to compute
L(CT) and L(D | CT) and we conclude with our formal problem definition.

Covering

A cover determines where we use each pattern when encoding a dataset and also where gaps
in patterns occur. More formally, a cover C defines the set of all pattern occurrences that are
used to cover the complete dataset. Therefore, if one of the events from pattern occurrence o
is already covered by another pattern occurrence o’ € C we say that the occurrence o overlaps
with the current cover C, i.e. C N o # (), which we do not allow.

As we are after the minimal description, we want to use optimal codes. Clearly, the more
often a code is used, the shorter it should be. This, however, creates a non-trivial connection
between how often a pattern is used to describe part of the data, and its code length. This, in
turn, makes the complete optimisation process, and in particular that of finding a good cover
of the data given a set of patterns non-trivial. For the univariate case, we showed [90] that
when we know the optimal code lengths we can determine the optimal cover by dynamic
programming, and that we can approximate the optimal cover by iteratively optimising the
code lengths and the cover. Although computationally expensive, for univariate data this
strategy works well. For multivariate data, naively seen the search space grows enormously.
More importantly, it is not clear how this strategy can be generalised, as now the usages of
two patterns are allowed to temporally overlap as long as they do not cover the same events.
We therefore take a more general and faster greedy strategy.

To cover a dataset we need the set of patterns from the first column of a code table CT,
which we will refer to as PS (Patterns and Singletons). In Algorithm 10 we specify our
COVER algorithm, which iterates through PS in a pre-specified order that we will detail later.
For each pattern X the algorithm greedily covers all occurrences that do not overlap with
already covered data, and have fewer than ¢(X) gaps. To bound the number and size of gaps
we only allow occurrences where the number of gap positions is smaller than the length of the
pattern itself. This avoids gap codes becoming cheaper than fill codes, by which occurrences
with more gaps would be preferred over compact occurrences. This process continues until
all data is covered. In Figure 5.2 we show in 3 steps how a PS is used to cover the example
dataset.

Example 1. In Algorithm 10, we start with an empty cover, corresponding to an uncovered
dataset as in the top left of Fig 5.2. Next, we cover the data using the first pattern from the PS
(line 1). For each occurrence of the pattern (g) (line 2), we add it to our cover (line 4) when it
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does not overlap previously added elements and has a limited number of gaps (line 3). In Step
1 of Fig 5.2 we show the result of covering the data with the pattern (). We continue to do
the same for the next pattern (h, e) in CT. This gives us the cover as shown in Step 2. With
only the singleton patterns left to consider in C'T there is only one way to complete our cover
by using them for all so far uncovered events. Now all events in the dataset are covered, thus
we can break out of our loop (line 6) and return the final cover of Step 3 in Fig. 5.2 (line 7).

Dataset Step 1: cover D with ()
S0 a, b c. c.c,a o
L0, 6,6,6,8, 0. . becece ‘
St:dheh.e.d, St [dheheld
&
S Sy &
& & \\oob Step 2: cover D with () and (h, e)
A AN
N SO;!bCCC!
cr . [d][h]le]n]le]
h,e|3) @) (@
a ()
b Step 3: cover D with entire C'T
c G
d $0: [alblclclc]a)
h . [d][h]len]e]d]

Final encoding

Cp
Cy

Figure 5.2: Example of how a CT is used to cover (and encode) a dataset. Note that for all
patterns but (h, e) there is no need for gap and fill codes. See Example 1 and Example 2 for a
more detailed description of the cover and encoding process, respectively.

Encoding

A cover C specifies how the data will be encoded. Conceptually, we can decompose it into
a pattern code stream and a gap code stream. The pattern stream C), contains a sequence of
pattern codes, code, (X) for pattern X € CT, used to describe the data, whereas the gap code
stream Cy consists of codes codey(X) and code;(X) indicating whether and where a pattern
instance contains gaps or not, see also Chapter 3.

To encode a dataset, see Algorithm 11, we traverse our dataset from left-to-right and
top-to-bottom and each time we encounter a new pattern in our cover we add the code for this
pattern to C},. When moving to the next multi-event in the dataset we add for each pattern, that
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5.3. Theory

Algorithm 10 The COVER Algorithm

Input: A sequence S € D, a set of patterns PS, and C = ()
Output: A cover C of S € D using PS

1: for each X € PS in order do /I see Sec. 5.4 for order
2: for all o € OCCS(AX7 S) do / all occurrences of X
3 ifCNo=0 and t(O) < Qt(X) then /I no overlap, and no gaps longer than ¢(X)
4 C«+CUo

5: if C completely covers S then

6 break

7: return C

we already encountered but not yet completely passed by, a gap or fill code to C,. We choose
a gap code for a pattern if the current multi-event does not contain any event from the pattern
or a fill code if it does. We are finished when we have encoded all multi-events in the data.

Algorithm 11 The ENCODE Algorithm

Input: A sequence S € D, a cover C, and the corresponding code table C'T'
Output: A pattern code stream C), and a gap code stream C|;

1 Cp 0

2: Cg — 0

3: for all S[i] € S do / Multi-events from left-to-right
4 for all S k [Z] es M do // attributes from top-to-bottom
5: 0 + occurrence of pattern X that covers S¥[i] in C

6: if VS![j] € oit holds that S'[;] is not covered then

7: mark the events of o as covered

8 Cp + Cp + code,(X)

9 for all o’ € C for which start(o’) < % and end(o') > 1do / all partially encoded occurrences
10: Y < pattern(o’)
11: if S[Z] No = () then // this multi-event is not covered by this occurrence
12: Cg — Cg + 00d€g(Y) // add a gap code
13: else // pattern Y continues in this multi-event
14: Cy + Cy+ codes(Y) // add a fill code

15: return C, and C,

Example 2. Continuing from Example 1, to encode the dataset from Figure 5.2 we start with
an empty pattern (line 1) and gap (line 2) stream. We then walk through the covered data from
left-to-right (line 3) and top-to-bottom (line 4). First, we encounter the pattern () (line 5),
which is not yet covered (line 6), thus we add code, () to the pattern stream (line 8). We
move to the next time step and subsequently add code, (b) and code,(h, €) to C,,. In the next

time step we add code,(c) to C),, whereafter we encounter the second part of the partially
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encoded pattern (h, e) (line 9). This indicates that there is no gap for this pattern, thus we add
codey(h, e) to the gap stream (line 14). In a similar fashion we encode the rest of the data until
we reach the end of it. This leads to the encoding as in the top left of Figure 5.2. Note that in
our example only the pattern (h, e) can contain gaps, but because in both usages of the pattern
there are no gaps we only find two fill codes for this pattern in the gap stream.

Example 3. In Figure 5.3 we show two different encodings for the same dataset. The first
encoding only uses the singleton patterns from C'T'; and the second encoding also uses the
larger patterns X = (’ ®Yand Y = (¢, €). For the first encoding our pattern stream consists of
the pattern codes for all events ordered from left-to-right and top-to-bottom. Its gap stream
stays empty because singleton patterns can not have gaps. The second encoding is a bit more
complex. To encode the first multi-event we first add code,(a) and then code,(Y") to C,. For
the second multi-event we add code,(X) to C,, and codey(Y") to Cy, because event e from
pattern Y does not yet occur in this multi-event. For the third multi-event we add code,(a)
to Cp, and codey(X) and codes(Y') to Cy. Code codey(X) marks the gap for pattern X and
codes(Y) indicates that event e from pattern ¥ does occur in this multi-event. The fourth
multi-event results in the addition of code,(Y") to C,, and codes(X) to C,, where the latter
marks the presence of event b from pattern X in this multi-event. For the last multi-event we
add code,(a) to Cp and codes(Y') to C,, which completes the encoding.

Using C}, and C; we can compute the actual codes to construct the code table C'T
corresponding to PS used to cover the data. We will encode the data using optimal prefix
codes [28], the length of which we can compute by Shannon entropy. In our case this means
that the length of an optimal pattern code for pattern X is the negative log-likelihood of a
pattern in the cover [35], that is

L(code,(X | CT)) = —log (Zy uzgzgg )e(Y)>

where usage(X) is the number of times a pattern X is used to describe the data, i.e. usage(X) =
H{Y € C,lY = codey(X)}.

Gap and fill code lengths are computed similarly, corresponding to the negative log-
likelihood of these codes within the usages of the corresponding pattern. That is, we have

gaps(X) )
X) + fills(X))

L(codey(X | CT)) = —log (gapS(

L(codes(X | CT)) = _1Og( fills(X) )

gaps(X) + fills(X)

where gaps(X) and fills(X) are the number of times a gap, resp. fill-code of pattern X is
used in the cover of the data, i.e. gaps(X) = {Y € Cy | Y = codey(X)}| and analogue for

fills(X).
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Dataset S9: a,a,a.b a
Sl c.d.e c.e

Encoding 1: using only singletons CT,

Cp (@) @@@) X)) a)le)

Cover 5°: [alallalb]a)
St

Encoding 2: using patterns

C, @NX@D@ T,
c, %@

gap
Cover 50 [alalalb|@

@

:
)

gap

Figure 5.3: Example of two possible encodings of the same dataset. The first encoding
uses only singletons (C7T'1) and the second uses the singletons and the two patterns X and Y’
from C'T5. See Example 3 for a more detailed description.

Decoding

As we are using a lossless coding scheme we are able to reconstruct the original data from the
code table and the encoded data together with the dimensions of the original data. In short (see
Algorithm 12), we reconstruct the original dataset from left-to-right (line 2) and top-to-bottom
(line 6), reading from the pattern stream (line 7) until the current multi-event is completely
decoded (line 6). Thereafter, for the next multi-event (line 2) we read a code from the gap
stream (line 4) for each pattern that did not yet end in the previous multi-event (line 3).

Example 4. In Figure 5.4 we show step-by-step how to decode the second encoding from
Example 3 using the corresponding C'T's. For each step in the decoding we state which codes
are read and how these are used to reconstruct the original dataset. We start with step 1 by
reading code,(a) from the pattern stream (line 7), whereafter we can add event a to S° in
the first time step (line 8). Because this time step is not yet completely decoded (line 6), we
read code,(Y') from C,, (line 7) and finish step 2 by adding event ¢ from the first time step
of pattern Y to our dataset. Now the first time step of our dataset is decoded we continue to
the next (line 2) in step 3, where we read codey(Y") from the gap stream (line 4), because
pattern Y was not yet completely decoded (line 3). As we read a gap code for pattern Y there
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Algorithm 12 The DECODE Algorithm

Input: A pattern code stream C), and gap code stream C; with corresponding code table C'T'
Output: A sequence S € D

1S« 0

2: foralli < Oto t(S ) do /I decode all multi-events from left-to-right
3: for all partially decoded patterns X do // reconstruct events using partially decoded patterns
4 Xj] + determine next multi-event using C; // X[ points to X s first undecoded time step
5 S[Z] — S[Z] U X[j} /1 decode values, if a gap code then X [j] = 0
6: while |SM| 7é |A| do // all events in this multi-event must be decoded (top-to-bottom)
7 X < next pattern from Cp // read the next pattern from the pattern stream
8 S[Z] — S[Z] U X[O] // add the first multi-event from X to .S
9: return S

is nothing to add to our dataset (line 5) and thus we have to read again from C,,, which gives
us code,(X). We can now finish the third step by adding the events a and d, from the first
time step of pattern X, to S° and S* respectively. In step 4 we want to decode the event for
the third time step on attribute A°, but because the undecoded part of pattern X holds events
on this attribute we first have to read from the gap stream. We read codey(X) from Cj; and
therefore we also have to read from the pattern stream to find the event we are looking for.
After we read code,(a) from C), we can finally append event a to S° of the dataset. In step 5
we again have to read from the gap stream, however, this time we read a fill code for Y, after
which we can immediately append event e to S* (line 5). With steps 6 to 9 we continue the
decoding in a similar fashion to correctly find the original dataset.

Encoded Length of Data Given Code Table

Now that we have determined the cover and encoding scheme, we can formalise the calculation
of the encoded length of the data given the C'T". This encoded length is the sum of the encoded
length of following terms: the pattern stream, the gap stream, the number of attributes, the
number of sequences and the length of each sequence. Formally, we have

L(D|CT)=L(C, | CT)+ L(Cy | CT) + Ln(JA])

+Ln(ID) + > Lu(t(5))

SeD
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Figure 5.4: The step-by-step decoding of example encoding 2 using CT5, both as intro-
duced in Example 3. See Example 4 for a step-by-step description.

where Ly is the MDL optimal Universal code for integers [35] and the encoded length of the
pattern and gap stream are simply the code lengths of all codes in the streams,

L(C,| CT) = Z usage(X)L(codey(X))
XeCT

tH(X)>1

L(C, | CT) = Z [gaps(X)L(codey(X))
XeCT

+ fills(X)L(codes(X))] . 65
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Encoded Length of Code Table

The encoded length of the code table consists of the following parts. For each attribute A;
we encode the number of singletons and their support in D’. Then we encode the number
of non-singleton patterns in the code table, the sum of their usages, and then using a strong
number composition their individual usages. Last, we encode the patterns themselves using
L(X € CT). We hence have

|D7| -1
L(CT|C) = Ly(|94]) + 1o
ZA< ! g<|ﬂj|1>>
+ Ly(|Pl 4+ 1) + Ly(usage(P) + 1)

usage(P) — 1
1 L(X e CT
+og( P )+XZEP( e cT)

For the encoded length of a non-singleton pattern X € C'T we have

L(X € CT) = Ly(t(X)) + Ln(gaps(X) + 1)

+ ) log(|A) + > L(codey(x | ST))

t(X) reX

where we first encode its length, and its total number of gaps — note that we can derive the total
number of fills for this pattern from these two values. As Ly is defined for integers z > 1, we
apply a +1 shift wherever z can be zero [35]. Then, per time step, we encode for how many
attributes the pattern defines a value, and what these values are using the singleton-only, or
Standard Code Table (ST). For the encoded length of an event given the ST we have

L(codey(x | ST)) = —log (W) 7

which is simply the negative log-likelihood of the event under an independence assumption.

Formal Problem Definition

Loosely speaking, our goal is to find the most succinct description of the data. By MDL, we
define the optimal set of patterns for the given data as the set for which the optimal cover
and associated optimal code table minimise the total encoded length. As such we have the
following problem definition.

Minimal Pattern Set Problem Let 2 be a set of events and let D be a multivariate sequential
dataset over 2, find the minimal set of multivariate sequential patterns P and cover C of
D using P and ), such that the encoded length L(CT,D) = L(CT | C) + L(D | CT) is
minimal, where C'T' is the code-optimal code table for C.
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Let us consider how complex this problem is. Firstly, the number of possible pattern sets
(with a maximum pattern length of n) is

‘S2|7L7 - n
2 iﬁ Lo -0 -1
k
k=1

Secondly, to use a pattern set to cover the data we also need to specify the order of the patterns
in the set. That is, we need to find the optimal order for the elements in the pattern set to find
the one that minimises the total encoded length. The total number of ways to cover the dataset
using one of the possible ordered pattern sets is

<2ﬂ|n 7}{|Q\ - 1) % (ki + 19!

201" _10)-1

k=1

Moreover, unfortunately, it does not show submodular structure nor (weak) (anti-)monotonicity
properties by which we would be able to prune large parts of it. Hence, we resort to heuristics.

5.4 The DITTO Algorithm

In this section we present DITTO, an efficient algorithm to heuristically approximate the MDL
optimal summary of the data. In particular, it avoids enumerating all multivariate patterns, let
alone all possible subsets of those. Instead, it considers a small but highly promising part of
this search space by iterative bottom-up search for those patterns that maximally improve the
description. More specifically, we build on the idea of SLIM and SQS, which are discussed in
Chapter 3. That is, as candidates to add to our model, we only consider the most promising
combinations of already chosen patterns — as identified by their estimated gain in compression.

We give the pseudo code of DITTO as Algorithm 13. We start with singleton code table
ST (line 1) and a set of candidate patterns of all pairwise combinations of singletons (line 2).
We then iteratively add patterns from the candidate set to code table C'T" in Candidate Order:
1 estimated gain(X), | support(X | D), | ||X||, } L(X | ST) and 1 lexicographically
(line 3). This order prefers the most promising candidates in terms of compression gain. When
anew pattern improves the total encoded length L(D, CT) we keep it, otherwise we discard it
(line 4). After acceptance of a new pattern we prune (line 5) C'T" and recursively test whether
to add variations (line 6) of the accepted pattern in combination with its gap events. When all
variations are tested recursively, we update the candidate set by combining CT' x CT (line 7).

We give the details of each of these steps below, as well as explain how to gain efficiency
through smart caching, and discuss the computational complexity of DITTO.

Covering

As detailed in the previous sections, to compute L(D, CT), we first need to cover the data
with C'T. The COVER algorithm covers the data using the patterns as they are ordered in
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Algorithm 13 The DITTO Algorithm

Input: The dataset D and singleton code table ST
Output: An approximation to the Minimal Pattern Set Problem
1. CT «+ ST
2: Cand < CT x CT
3: for X € Cand in Candidate Order do
4 if L(D,CT @ X) < L(D, CT) then
s: CT < PRUNE(D, CT & X)
6
7
8

CT <+ VARIATIONS (D, X, CT)
: Cand < CT x CT
: return CT

CT. To find the optimal cover we need to identify the cover order that leads to the smallest
encoded length of the data. We do so greedily, by considering the pattern set in a fixed order.
As our goal is to compress the data, we prefer patterns that cover many events with just a
short code length. We hence define the Cover Order as follows: | ||X||, | support(X | D),
J L(X | ST) and 7 lexicographically. It follows the intuition that we give preference to larger
and more frequent patterns, for which we expect a higher compression gain, to cover the data
first, as these maximise the likelihood of the cover.

Candidates and Estimation

Conceptually, at every iteration the set of candidates from which we can choose, consists of
the Cartesian product of the code table with itself. Two patterns X and Y can be combined to
form new candidate patterns. Each alignment of X and Y without gaps in either X, Y and the
resulting pattern, forms a new candidate, with the exception of alignments in which X and Y
overlap. See Figure 5.5 for an example.

Selecting the candidate with the highest gain is very expensive — we would need to cover
the whole data for every candidate. Instead, we select the candidate with the highest estimated
gain — which can be done much more efficiently. Intuitively, based on the estimated gain (AL’)
we only consider candidate patterns in a lazy fashion based on their usage and do not consider
patterns with a lower usage than the current best candidate. For notational brevity, for a pattern
X € COT we use x = usage(X). Further, let s be the total usage count of all patterns in CT,
ie.s = yeopa. For CT' = CT & Z, we use 2’ and s similarly. We estimate z, the usage
of Z, optimistically as the minimum of the usages of X and Y — and as /2 when X =Y
(because the usage of X X cannot be higher). Formally, our gain estimate AL’ (CT @ Z, D)

68



5.4. The DITTO Algorithm

Original patterns X and Y
Pattern X Pattern Y

X°: [a)[b) YO
Xlz le

X2 v2: [elf]

The four possible candidate patterns we can construct from X and Y

Pattern 7, Pattern 25 Pattern Z5 Pattern 7,

AL AL 7°: [a|b] ZO
21 21 7 [eld]
ZQ: Z2.

“

Figure 5.5: The four possible candidate patterns constructed from different alignments of X
and Y.

of the true gain AL(CT @ Z, D) for adding pattern Z = X UY to CT is as follows,

AL(CT', D)= AL'(CT' | D)+ AL'(D| CT')

)

AL (CT' | D) = — Lx(|Z)) Zlog |A|)

Z Z (codey(z | ST))

Zi|€Z z€ Z]i)

AL'(D| CT') = slogs —s'logs + zlogz — xlogx
+a'logz’ —ylogy + v logy’

That is, the estimated gain of adding pattern Z to C'T thus consists of the estimated gain in
the size of the data, minus the increase in the size of C'T. Note that AL’ is an estimate and
for simplicity we ignore the effects of adding pattern Z to code table C'T" on the pattern and
(no-)gap usages of patterns other than X and Y.

Pruning

After the acceptance of a new pattern in our code table other patterns may have become
redundant as their role may have been overtaken by the newer pattern. Therefore, each time
a pattern X is successfully added to the code table, we consider removing those Y € CT

for which the usage decreased and hence the pattern code length increased. Algorithm 14
describes how a code table is pruned.
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Algorithm 14 The PRUNE Algorithm

Input: The dataset D and a code table C'T'
Output: A pruned code table
1: Cand < X € CT with decreased usage
2: for X € Cand in Prune Order do
3: if L(D,CT\ X) < L(D, CT) then

4 CT « CT\ X

5: Cand < Cand U{Y € CT | usage decreased}
6 Cand + Cand \ X

7: return CT

Generating Pattern Variations

To efficiently discover a large and diverse set of promising patterns — without breadth-first-
search, which takes long to find large patterns, and without depth-first-search, which would
be prohibitively costly — we consider variations of each accepted pattern to the code table.
That is, when a pattern leads to a gain in compression, we consider all ways by which we can
extend it using events that occur in the gaps of its usages. This way we consider a rich set of
candidates, plus speed up the search as we are automatically directed to patterns that actually
exist in the data. Algorithm 15 outputs a code table possibly containing variations of the lastly
added pattern Y.

Algorithm 15 The VARIATIONS Algorithm

Input: The dataset D, a pattern Y and a code table C'T
Output: A code table possibly containing variations of Y’
1: Cand <Y X gap events(Y)
2: for X € Cand do
3: if L(D,CT @ X) < L(D, CT) then
CT < PRUNE(D, CT & X)
CT < VARIATIONS(D, X, CT)

4
5
6: Cand < Cand \ X
7: return C'T

For example, consider the dataset {a, b, a, b, c, a, c,a} where pattern {a, a} occurs twice
with a gap of length one. After adding pattern {a, a} to C'T we consider the patterns {a, b, a}
and {a, ¢, a} for addition to C'T.

Faster Search through Caching

The space of all possible multivariate patterns is extremely rich. Moreover, in practice many
candidate patterns will not lead to any gain in compression. In particular, those that occur only
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very infrequently in the data are unlikely to provide us any (or much) gain in compression.
We thus can increase the efficiency of DITTO by allowing the user to impose a minimum
support threshold for candidates. That is, only patterns X will be evaluated if they occur
at least o times in the data. To avoid time and again re-evaluating candidates of which we
already know that they are infrequent, we cache these in a tree-based data structure. Only
materialised infrequent patterns are added to the tree. Future candidates are only materialised
when none of its subsets are present in the tree, as by the a priori principle we know it cannot
be frequent [60].

Even though this tree can theoretically grow very large, in practice it stays relatively small
because we only consider a small part of the candidate space. That is, we only combine
patterns we know to be frequent to form new candidate patterns. In practice, we found that
DITTO only has to cache up to a few thousand candidates. Using this tree we see speed ups in
computation of 2 to 4 times, while also memory consumption is strongly reduced. For some
datasets the difference is even bigger, up to an order of magnitude.

In this work we only consider keeping track of infrequent candidates. Note, however,
that at the expense of some optimality in the search additional efficiency can be gained by
also storing rejected candidates in the tree. In both theory and practice, however, candidates
rejected in one iteration may lead to compression gain later in the process [79].

Complexity

The time complexity of DITTO has a simple upper bound as follows. In the worst-case we
cover the data for each frequent pattern from the set of all frequent patterns J in each iteration.
Covering takes O(|CT| x ||D||) and the number of iterations is worst-case O(|F|). Together,
the worst-case time complexity is

O(|F* < |CT| = || D|l)

From the experiments in Section 5.6, however, we will learn that this estimate is rather
pessimistic. In practice the code table stays small (|CT| < |F|), we only consider a subset of
all frequent patterns and we do this greedily. In practice the runtime of DITTO therefore stays
in the order of seconds to minutes.

5.5 Related Work

The first to use MDL to summarise transaction data were Siebes et al. [77], resulting in
KRIMP [97]. It shifted focus from the long-standing goal of mining collections of patterns that
describe the set of all frequent patterns, e.g. closed [69] frequent patterns, to a pattern set that
describes the data.

Similar to the transaction data domain, summarisation of sequential data also developed
from frequent pattern mining. For sequential data, the key types of patterns studied are frequent
subsequences [71], and frequent episodes [4,62]. As with all traditional pattern mining
approaches, redundancy is also a key problem when mining sequential patterns [40, 100].
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To this end, Tatti and Vreeken [90] proposed to instead approximate the MDL-optimal
summarisation of event sequence data using serial episodes. Their method SQs deals with
many challenges inherent to this type of data, such as the importance of the order of events
and the possibility for patterns to allow gaps in their occurrences — aspects we build upon and
extend. Other methods exist, but either do not consider [11, 58] or do not punish gaps [48,49]
with optimal codes. None of these methods consider, or are easily extended to multivariate
sequential data.

One of the first to consider multivariate sequential patterns, by searching for multi-stream
dependencies, were Oates et al. [68]. Tatti and Cule [87] formalised how to mine the set of
closed frequent patterns from multivariate sequential data, where patterns allow simultaneous
events. In [102] the mining of high utility sequential patterns is studied, where they allow
simultaneous events. Chen et al. [25] and Moerchen et al. [66] study mining interval-based
patterns, where frequency is determined by how often univariate patterns co-occur within a
given interval. All these methods are traditional pattern mining techniques in the sense that
they return all patterns that pass an interestingness threshold.

Whereas traditional pattern mining techniques often only consider discrete data, there
does exist extensive literature on mining patterns in continuous valued time series. These
patterns are often called ‘motifs’ [27,55]. For computational reasons, many of these methods
first discretise the data [56]. Most motif discovery algorithms consider only univariate data.
Example proposals for motif discovery in a multivariate setting include that by Tanaka et
al. [85], who first transform the data into one dimension before the pattern discovery process
and do not consider gaps, and by [64], who do not allow patterns to temporally overlap even
if they span different dimensions and do not consider variable-length motifs. More recently
Vespier et al. [93], mine characteristic multi-scale motifs in sensor-based time series but aim
at mining all motifs, not a succinct summary.

To the best of our knowledge there are no methods yet to summarise multivariate sequential
data, other than regarding each attribute separately or with restrictions on the pattern language
[13]. In this work we introduce DITTO to discover important sequential associations between
attributes by mining succinct summaries using rich multivariate patterns.

5.6 Experiments

We implemented DITTO in C++ and generated our synthetic data and patterns using Python.
We make our code available for research purposes?® All experiments were conducted on a
2.6 GHz system with 64 GB of memory. For our experiments on real data we always set the
minimum support threshold as low as feasible, unless domain knowledge suggests otherwise.

We evaluate DITTO on a wide range of synthetic and real world data. As discussed in
Sec. 5.5, there exist no direct competitors to DITTO. Traditional pattern mining and motif
discovery methods ‘simply’ mine all patterns satisfying some constraints. For summarising
sequential data, most existing methods consider univariate data [48,90]. The only summari-
sation approach for multivariate sequential data considers the special case where attributes

3Code - http://eda.mmci.uni-saarland.de/ditto/
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are ordered (e.g. frequency bands) [13], whereas we consider multivariate sequential data in
general. We empirically compare DITTO to SQs, the latter was discussed in Chapter 3. We
do so by applying SQS to each univariate sequence S* € D, combining these results into one
pattern set.

Synthetic Data

To validate whether DITTO correctly identifies true multivariate sequential patterns from a
dataset, we first consider synthetic data. In particular, we generate random data in which we
plant a number of randomly generated patterns of different characteristics. Clearly, ideally
the true patterns are recovered. Moreover, ideally no other, spurious patterns that are only
due to noise are returned. To this end we perform an extensive set of experiments varying
the number of events, the number of attributes and the alphabet size of the dataset, and the
number, frequency and size of the planted patterns.

Data Generation

As noted in Table 7.1, for each experiment we generated ¢(D) random multi-events on |A|
attributes (i.e. a total of || D|| events) with an alphabet size per attribute of |;|. Further, after
the data generation |P| patterns are planted, where each pattern X has a size || X]||, a 5%
chance on a gap between subsequent multi-events, and a support such that each pattern spans
support% of all events in the dataset. An example of an insertion of a pattern in a random
dataset that does not lead to an actual occurrence of that pattern is when due to the gap chance
the minimal window of the pattern contains too many gaps. We do not allow patterns to
overwrite each other during generation, as this makes evaluation much more complicated —
i.e. it becomes unclear whether not recovering a pattern is an artefact of the search or of the
data generation process. Further, only for experiments with 50 attributes, we prevented that
pattern occurrences interleave and did not allow an event to be used in more than one pattern
to assure that the planted patterns are actually present in the data. This restriction is justified
because we are merely testing whether our algorithm is able to find multivariate patterns in
multivariate data and without it patterns will easily crowd each other because of the high
number of attributes.

Evaluation

We evaluate the quality of the pattern set discovered by considering how close they represent
the planted patterns. In particular, following [101] we consider both exact (=) and subset (C)
matches. Exact indicates that the pattern exactly corresponds with a planted pattern, whereas
subset implies that it is only part of a planted pattern. In addition, we consider how well the
planted patterns are recovered; we report how many of the events of the ground truth pattern
set P we can cover with the discovered patterns. The higher this ratio, the better this result.
Last, we consider the gain in compression of the discovered model over the initial, Standard
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Code Table. The higher this number, the better — the best score is attained when we recover all
patterns exactly, and no further noise.

Results

We first consider the traditional approach of mining all (closed) frequent multivariate patterns.
We do so using the implementation of Tatti and Cule [87]. We use a minimal support of 90%
of the lower-support planted pattern. This choice is made to ensure that even when not all
insertions of a pattern result in an actual occurrences, it can still be discovered. For the most
simple synthetic dataset we consider, corresponding to the first row of Table 7.1, this takes a
few days, finally reporting a lower bound of 14 092 944 394 frequent patterns, and returning
6 865 closed frequent patterns — hardly a summary, knowing there are only 5 true patterns. In
the remainder we therefore do not consider traditional pattern mining.

Next, we consider DITTO and SQS. We report the results in Table 7.1. On the right hand
side of the table we see that DITTO recovers all planted patterns, and does not report a single
spurious pattern (!). In all cases it recovers the ground truth model, and obtains the best
possible gain in compression. Next to the exactly identified planted pattern sometimes it also
identifies some subsets of the planted patterns. This is a result of the data generation, i.e.
subsets are sometimes included in the code table when planted occurrences contain too many
gaps to be covered with the exact pattern. The patterns SQS discovers, on the other hand, are
only small univariate fragments of the ground truth, recovering roughly only 10% to 30% of
the ground truth. The near-zero gains in compression corroborate it is not able to detect much
structure.

Regarding runtime and scalability, DITTO scales very favourably. Although SQS is faster
it considers only the much simpler case of univariate data and patterns. DITTO requires
seconds, up to a few minutes for the largest data, even for very low minimal support thresholds.
Analysing the runtime of DITTO in more detail show how well its heuristics work; most time
is spent on computing the minimal windows for candidates, of which up to ten thousand are
materialised. Only for a few hundred of these a full cover of the data is required to evaluate
their contribution to the model. Smart implementation for computing the minimal windows of
all candidates in one pass will hence likely speed up DITTO tremendously.

Real World Data

As case studies we consider 4 datasets. An ECG sensor dataset, a structural integrity sensor
dataset of a Dutch bridge, the text of the novel Moby Dick tagged with part-of-speech tags, and
a multilingual text of an European Parliament resolution. See Table 5.2 for their characteristics.

ECG To investigate whether DITTO can find meaningful patterns on real-valued time series
we consider a well-known ECG dataset? For ease of presentation, and as our main goal is
to show that DITTO can discover multivariate patterns, we consider only two sensors. As

4ECG - http://physionet.org/physiobank/database/stdb
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Table 5.1: DITTO discovers all planted patterns on all synthetic datasets, without picking up
on noise. Given are the base statistics of the synthetic datasets, and the results of SQS and
DitTO. For SQS and DITTO we give the number of exactly recovered patterns (=) and the
number of discovered patterns that are subsets of planted patterns (C). Further, we report
how much of the ground truth is recovered (R%), as well as the gain in compression over the
singleton-only model (L%), for both higher is better. Last, we give the runtime in seconds.

Data Planted Patterns SqQs
|| D] t(D) A Q] [P IX]|| support = C R% AL% time
100000 10000 10 100 5 3-7 1% 0 1 9.5 0.1 3
100 000 10000 10 100 5 5 10% 0 0 0 0 3
100 000 10000 10 1000 5 3-7 1% 0 1 8.0 0 12
100 000 10000 10 100 20 3-7 1% 0 9 19.5 0.9 4
500000 10000 50 100 5 3-7 1% 0 0 0 0 15
500000 50000 10 100 5 3-7 1% 0 1 10.0 0.2 4
1000000 100000 10 100 5 3-7 1% 0 4 31.8 0.3 4
Data Planted Patterns DiTTO
|| D] t(D) A Q] [P |IXI|| support = C R% AL% time
100 000 10000 10 100 5 3-7 1% 5 0 100.0 3.0 2
100 000 10000 10 100 5 5 10% 5 5 100.0 31.6 31
100 000 10000 10 1000 5 3-7 1% 5 0 100.0 2.9 4
100000 10000 10 100 20 3-7 1% 20 0 100.0 12.9 15
500000 10000 50 100 5 3-7 1% 5 1 100.0 3.1 41
500000 50000 10 100 5 3-7 1% 5 0 100.0 3.1 28
1000000 100000 10 100 5 3-7 1% 5 14 100.0 33 374

preprocessing steps we applied 3 transformations: we subsampled the data, we transformed
it from absolute to relative, and we discretised it using SAX [56]. For the subsampling we
replaced each 5 subsequent values with their average, thus creating a sequence 5 times shorter.
Thereafter, we transformed the absolute data into relative data by replacing each value by
the difference of its successor and its own value. Lastly, we discretised each attribute into 3
intervals using SAX. Using a minimum support of 10, within 360 seconds DITTO discovers
a code table containing 11 non-singleton patterns that capture the main structure of the data.
In Figure 5.6 we plotted 2 occurrences of the top ordered pattern of this code table. This
is a multivariate pattern which shows a very characteristic repeating structure in the data
comprising a longer flat line ending with a peak on both attributes simultaneously. Showing
the power of our pattern language, note that the pattern does not define any values on the
second attribute for the first and second-last time steps (indicated with arrows in Figure 5.6),
while it does on the first attribute. This flexibility allows us to use this multivariate pattern to
describe a larger part of the data.

Like for the synthetic data, we also ran SQS. Again we see that as it cannot reward
multivariate structure it does not obtain competitive gains in compression. Close inspection
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Table 5.2: Results on 4 real datasets. We give the basic statistics, as well as the number of
patterns and relative gain in compression for both SQS and DITTO. The high compression
gains show that DITTO discovers much more relevant structure than SQS.

Data SQs

Dataset t(D) |D| A | support |P| AL% time (s)
ECG 2999 1 2 6 10 57 38.8 1
Bridge 5000 1 2 10 100 21 58.8 1
Moby Dick 2248 103 2 887 5 20 1.7 3
Text 5960 115 3 4250 10 35 1.6 12
Data DiTtTO

Dataset t(D) |D| |A] | support |P| AL% time (s)
ECG 2999 1 2 6 10 11 75.3 360
Bridge 5000 1 2 10 100 22 76.3 325
Moby Dick 2248 103 2 887 5 79 14.3 102
Text 5960 115 3 4250 10 51 2.2 136

shows it returns many small patterns, identifying consecutive values.

Bridge Next we consider the setting of monitoring the structural integrity of a bridge in the
Netherlands? Amongst the collected sensor data are the strain, vibration and temperature.
We selected 2 strain sensors (1 Hz) on consecutive pillars of the bridge and decomposed the
signals into low, medium and high frequency components using techniques from [92]. We used
the medium frequency components, after preprocessing, as our dataset. As preprocessing, we
transformed the absolute values into relative values by replacing each value by the difference
of its successor and its own value. We then discretised each z-normalised attribute into 5
intervals using SAX [56].

For a support threshold of 100, it takes DITTO 325 seconds to discover a code table with 22
non-singleton patterns. Although only one more than SQS at the same threshold, the patterns
DiTTO discovers are more descriptive. That is, they are multivariate and larger, leading to
a much higher gain in compression. Moreover, the patterns it discovers correctly show the
correlation between the attributes, whereas the patterns SQS discovers only identify univariate
patterns.

Moby Dick For more interpretable results, we next evaluate on text data. In particular we
considered the first chapter of the book Moby Dick, written by Herman Melville? aligning the

>Bridge - http://infrawatch.liacs.nl
®Moby Dick — www . gutenberg.org
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Figure 5.6: The top ordered pattern for the ECG data in the code table (left) and its first
2 occurrences in the data (right). The first time step of an occurrence is marked in green,
subsequent ones in blue, and the last in red.

text with part-of-speech tags’-® That is, one attribute comprises a stream of the words used in
the book; each sentence is regarded as a sequence. The other attribute contains the tags that
identify the type and function of each of these words. For example,

attribute 1: VB PRP NNP
attribute 2: Call me  Ishmael

for which we will further use the following notation, where each time step is enclosed by curly
brackets and the symbols for different attributes within a time step are divided by a comma:
{ VB, Call}{PRP, me}{NNP, Ishmael}. A short description for the part-of-speech tags in this
example can be found in Table 5.4.

With a support threshold of 5, it takes DITTO 102 seconds to discover 79 non-singleton
patterns. After studying the resulting pattern set we found that the identified patterns show
highly intuitive multivariate structure. The highest ordered patterns together with examples of
text fragments that match these patterns are shown in Table 5.3.

Given the modest compression gain that SQS obtains, see Table 5.2, it is clear there is not
much structure in each of the attributes separately; DITTO, however, is able to find a significant
amount of multivariate structure.

Multilingual Text As a final experiment, to further corroborate whether DITTO discovers
meaningful and interpretable multivariate patterns, we consider mining patterns between
the same text in different languages. To this end we collected a text in English, French
and German from the European Parliament register of documents? In this data we expect

7Part-of-speech tags — http://nlp.stanford.edu/software/tagger.shtml
8Part-of-speech tags — https://gate.ac.uk/wiki/twitter-postagger.html
9Text — www . europarl.europa.eu/Registrelleb
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Table 5.3: The highest ordered patterns in the code table for the Moby Dick dataset, together
with example fragments of from the text which correspond to the patterns.

Pattern Example text fragments

{TO, to}{VB}{DT, a}{NN} to get a broom, to buy (him) a coat
{DT, the}{JJ}{NN} the green fields, the poor poet

{DT, a}{JJ}{NN} a mazy way, a hollow trunk

{DT, the}{JJ}{NNS} the wild conceits, the old (sea-)captains
{PRP,i}{RB}{VB} I quietly take, I always go

{EX, there}{VBZ, is} there is

Table 5.4: A short description of the part-of-speech tags used in the examples in this chapter
for the Moby Dick experiment.

Tag  Explanation

DT Determiner

EX Existential there

1 Adjective

NN Noun, singular or mass
NNP  Proper noun, singular
NNS Noun, plural

PRP  Personal pronoun

RB Adverb

TO to

VB Verb, base form

VBZ  Verb, 3rd person singular present

frequent combinations of words within one (or more) language(s), as well as (and of more
interest), multivariate patterns in the form of translations between the languages. As a
preprocessing step all text data was stemmed and stop words were removed. To keep the
different languages aligned we regarded every paragraph as a subsequence and padded shorter
aligned subsequences with sentinel events which are ignored by DITTO. This ensures that
the difference in length of the sentences in different languages will not lead to very big
misalignments.

For a support threshold of 10, DITTO takes 136 seconds to discover 51 non-singleton
patterns. The highest ordered pattern, i.e. the one that aids compression most, is a translation
pattern; it identifies the correct relation between the French word reléve, the German phrase
stellt fest dass and the English word note. Other high ordered patterns are the English EUR
(x) million and the German (x) Millionen EUR, and the words parliament, Parlament and
parlement in English, German and French, respectively.

The modest compression gain of DITTO over SQS, see Table 5.2, indicates this data is
not very structured, neither univariately, nor multivariately. One of the reasons being the
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different order of words between different languages which results in very large gaps between
translation patterns.

5.7 Discussion

Overall, the experiments show that DITTO works well in practice. In particular, the experiments
on synthetic data show that DITTO accurately discovers planted patterns in random data for a
wide variety of data and patterns dimensions. That is, DITTO discovers the planted patterns
regardless of their support, their size, and the number of planted patterns — without discovering
any spurious patterns. DITTO also performed well on real data — efficiently discovering
characteristic multivariate patterns.

The results on the annotated text are particularly interesting; they give clear insight in
non-trivial linguistic constructs, characterising the style of writing. Besides giving direct
insight, these summaries have high downstream potential. One could, for example, use them
for comparative analysis [20]. For example, for text identifying similarities and differences
between authors, for sensor networks detecting and describing concept drift over time, and
characterising differences between patients.

Although DI1TTO performs very well in practice, we see ways to improve over it. Firstly,
MDL is not a magic wand. That is, while our score performs rather well in practice, we
carefully constructed it to reward structure in the form of multivariate patterns. It will be
interesting to see how our score and algorithms can be adapted to work directly on real-valued
data. Secondly, it is worth investigating whether our current encoding can be refined, e.g.
using prequential codes [20]. A strong point of our approach is that we allow for noise in the
form of gaps in patterns. We postulate that we can further reduce the amount of redundancy in
the discovered pattern sets by allowing noise in the occurrences of a pattern, as well as when
we allow overlap between the occurrences of patterns in a cover. For both cases, however, it is
not immediately clear how to adapt the score accordingly, and even more so, how to maintain
the efficiency of the cover and search algorithms.

Last, but not least, we are interested in applying DITTO on vast time series. To accom-
modate, the first step would be to investigate parallelisation; the search algorithm is trivially
parallelisable, as candidates can be generated and estimated in parallel, as is the covering of
the data. More interesting is to investigate more efficient candidate generation schemes, in
particular top-k mining, or lazy materialization of candidates.

Previous work has shown that MDL-based methods work particularly well for a wide
range of data mining problems, including classification [49,97] and outlier detection [78]. It
will make for interesting future work to investigate how well DITTO solves such problems for
multivariate event sequences. Perhaps the most promising direction of further study is that of
causal inference [94].
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5.8 Conclusion

We studied the problem of mining interesting patterns from multivariate sequential data. We
approached the problem from a pattern set mining perspective, by MDL identifying the optimal
set of patterns as those that together describe the data most succinctly. We proposed the DITTO
algorithm for efficiently discovering high-quality patterns sets from data.

Experiments show that DITTO discovers patterns planted in synthetic data with high
accuracy. Moreover, it scales favourably with the length of the data, the number of attributes,
and alphabet sizes. For real data, it discovers easily interpretable summaries that provide clear
insight in the associations of the data.

As future work, building upon our results on the part-of-speech tagged text data, we are
collaborating with colleagues from the linguistics department to apply DITTO for analysis of
semantically annotated text and for inferring patterns in morphologically rich languages.
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CHAPTER O

Efficiently Discovering Unexpected
Pattern-Co-Occurrences

Our world is filled with both beautiful and brainy people, but how often does a Nobel Prize
winner also wins a beauty pageant? Let us assume that someone who is both very beautiful
and very smart is more rare than what we would expect from the combination of the number
of beautiful and brainy people. Of course there will still always be some individuals that defy
this stereotype; these beautiful brainy people are exactly the class of anomaly we focus on in
this chapter . They do not possess intrinsically rare qualities, it is the unexpected combination
of factors that makes them stand out.

In this chapter we define the above described class of anomaly and propose a method to
quickly identify them in transaction data. Further, as we take a pattern set based approach, our
method readily explains why a transaction is anomalous. The effectiveness of our method is
thoroughly verified with a wide range of experiments on both real world and synthetic data.'

I'This work was originally published as [16]:
R. Bertens, J. Vreeken, and A. Siebes. Efficiently Discovering Unexpected Pattern-Co-Occurrences. SDM’17, SITAM.
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6.1 Introduction

The recognition of anomalies provides useful application-specific insights [2]. More specifi-
cally, the field of anomaly detection focusses on the identification of data that significantly
differ from the rest of the dataset — so different that it gives rise to the suspicion that they were
generated by a different mechanism. Such an anomaly may, e.g., occur because of an error, it
may be an outlier, or it may be a highly unexpected data point. It is hard, if not impossible, to
automatically distinguish between such different possible origins. Hence, anomalies should be
inspected manually to decide whether it should, e.g., be removed, corrected, or simply remain
in the data “as is”. One should thus preferably not report an overly large list of potentially
anomalous data points and, at the very least, that list should be ordered such that the most
anomalous data points appear on top.

In this chapter we briefly shift our focus to the domain of transaction data, but we return to
sequences data in the next chapter. For a transactional dataset anomaly detection usually boils
down to pointing out those transactions that show unexpected behaviour. This unexpected
behaviour can manifest itself in different ways and each detection algorithm is limited to find
only those anomalies which fit the corresponding framework. For example, much work has
been done to detect unexpected behaviour which can be expressed by the compressed size of a
transaction given a pre-processed model [8,78]. That is, transactions that badly fit the norm of
the data are deemed to be anomalous. Another example is to score transactions based on the
number of frequent patterns that reside in it [41]. Yet another method scores transactions based
on items missing from a transaction which were expected given the set of mined association
rules [67]. All these methods have their own advantages, however, none of them is able to
detect an anomaly based on the presence of multiple items in a single transaction that are not
expected to occur together. Therefore in this work we focus on this class of anomalies, not to
improve existing methods, but to improve the field of anomaly detection by making it more
comprehensive. Since there are many ways in which a transaction can be anomalous, there
should be a wide variety of algorithms detecting complementary sets of anomalies.

In addition to highlighting the transactions that show anomalous behaviour, our method
describes anomalies in more detail by providing the most unlikely co-occurrence of patterns in
that transaction. As an example consider a dataset containing people’s drinking habits where
roughly half of the people drinks soft drink C and the other half drinks soft drink P. Now each
individual who drinks C or P is not surprising. Moreover, someone drinking both C and P
also does not seem surprising as it can be compressed well using the methods of [8, 78], it
contains multiple frequent patterns [41] and there is nothing missing [67]. However, in this
dataset almost everyone drinks either C or P, but not both. Therefore, someone drinking both
C and P is an anomaly, as drinking both is unexpected. We propose to score each transaction
based on the most unlikely co-occurrence between patterns and therefore our method is able
to find the described class of anomalies.

For this example, the score we introduce is based on the well-known interestingness
measure [ift of an association rule [84] (also known as its interest [18] and closely related to
the novelty of an association rule [50]). More precisely, we take minus the log of the minimal
lift of the two association rules C — P and P — C. So, the difference is that we do not
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score a rule, but a transaction and do so by the minimal lift of all the rules that apply to this
transaction.

The higher the score, the more anomalous the transaction. So, if both C and P are frequent,
a transaction ¢ containing both is anomalous if {C, P} is infrequent, and the more infrequent it
is, the more anomalous ¢ is. Note that this is the opposite of rare patterns, or rare association
rules [45]. For rare rules either C, IP, or both should be infrequent, while the confidence of,
e.g., C — P should be high.

For rare association rules either C or P is expected to be infrequent, and multiple or
adaptive minimal support thresholds can be used for efficient discovery. Since we assume
both C and PP to be frequent and only {C, P} to be infrequent such ideas cannot be used here.
Rather, an exhaustive algorithm requires all frequent sets with a support equal or larger than 1,
since any of these may be formed by an unexpected combination of patterns. Finding the most
surprising transactions using this humongous set is infeasible on all but the most trivial data
sets. For this reason we introduce a heuristic algorithm based on the code tables computed by
algorithms such as KRIMP [97] or SLIM [79].

In extensive experiments we firstly show that this heuristic algorithm finds all anomalies
we hide in synthetic data. Secondly, we show that the transactions found to be anomalous
in real world data sets are indeed strange. For example, in the well-known Adult data set,
the top-ranked transaction contains the very unexpected co-occurrence of someone whose
attribute sex is female yet whose relationship status is husband. It is highly probable that
this is a mistake, but it is certainly an anomaly the data scientist should be aware of before
analysing the data set.

6.2 Notation

We consider transaction datasets D containing |D| transactions. Each transaction ¢ contains a
subset, of size |¢|, of the items from the alphabet 2. Categorical data consists of | A| attributes,
where each attribute A; € A has a domain €;, and can also be regarded as transaction data by
mapping each attribute value pair to a different item. We assume there is no missing data. We
use P(-) to denote a probability function.

6.3 Anomalies in Transaction Data

What is an Anomaly? Anomalies are also referred to as abnormalities, discordants, deviants,
or outliers in the data mining and statistics literature [2]. As we consider transaction data we
use the following definition.

Definition 6. A transaction is anomalous when it deviates from what we expect considering
the whole dataset.

Given this definition an anomaly can manifest itself in different ways, resulting in multiple
classes of anomalies for transaction data. In this section we recall two familiar classes of
anomalies, define one new class, and we show how to identify all of them by formalising
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appropriate anomaly scores. We want to emphasise again that the scores for different classes of
anomalies are complementary to each other. Further, for ease of interpretation and computation
we take the negative log-likelihood for the scores in each class.

Class 0: Unexpected Transaction Lengths

A transaction can be anomalous not as a result of the patterns it contains, but solely on the
basis of its deviating length.

Definition 7. A class 0 anomaly is a transaction with significantly deviating transaction
length.

We propose an anomaly score which represents the number of bits needed to describe the
transaction length given all transaction lengths in the data, i.e. for a transaction ¢ we have

{t"e D||t'| = t|}|>
D] '

scorey(t) = —log(P(|t])) = —log <

The intuition behind the subscript O for this score is that we take no patterns into account to
identify these anomalies. As it is a fairly trivial score we will not further evaluate it.

Class 1: Unexpected Transactions

When a transaction contains very little structure, i.e. few or no frequent patterns, it can be
regarded to be anomalous.

Definition 8. A class I anomaly is a transaction that contains very little of the regularity
conveyed by the rest of the dataset.

The state of the art in transaction anomaly detection focusses on what we call class 1
anomalies. For example, OC3 [78] scores transactions using a descriptive pattern set P9, i.e. a
summary. Transactions containing few of these patterns but mostly singletons will get a higher
score. That is, because such a transaction cannot be explained well by the pattern set that is
descriptive for the data. We generalise this idea by defining a score based on the probability
of a transaction. More formally, score; scores each transaction based on the number of bits
needed to describe it, i.e. for a transaction ¢t we have

scorey (t) = —log P(t)

For compression based methods such as OC? this score is defined by the compressed length of
the transaction given the model of the data. However, any method that can assign a probability
to a transaction based on the whole data can be used here. Note that as transactions are
scored as a whole, this approach will unlikely detect unexpected co-occurrences of patterns.
For example, using OC3, all patterns that describe a transaction will contribute to its score
independently. As much work has been done to detect these anomalies we will not further
evaluate their identification, but focus on the next class of anomalies.

84



6.3. Anomalies in Transaction Data

Class 2: Unexpected Co-occurrences

The focus of this chapter lies on identifying unexpected co-occurrences of patterns.

Definition 9. A transaction contains a class 2 anomaly when it contains two patterns that
occur much less frequently together in the data than what could be expected from their
individual supports.

As this definition is somehow the opposite of that of a pattern, which is formed when
two smaller patterns occur together more frequently than expected, we can also use the terms
negative pattern or negative interaction pattern.

To identify anomalous transactions based on class 2 anomalies we would like to score a
transaction based on the unexpectedness of the co-occurrences of the patterns contained in it.
That is, we propose to rank a transaction based on its most unexpected pattern co-occurrence.
Intuitively this means that for each transaction we compute the number of bits we need to
explain the most unlikely co-occurrence given a pattern set PS and the data. For a transaction
t we thus have

scores(t) {:X7Y€r£3>§(,ygg log P(XY') +log (P(X) x P(Y)) .

In the remainder of this paper we refer to scores as the UPC score, for Unexpected Pattern
Co-occurrence. We compute P(X) as X s support or relative frequency in the data.

Given a UPC score for a transaction we can readily explain its anomalousness as we know
which co-occurrence of patterns is responsible for the score. Therefore our method has the
nice property of producing very interpretable rankings.

Our score is related to the concept of lift [72] used in the context of association rules. In
our setting we use it to describe the difference between two patterns appearing together in a
transaction and what would be expected if they were statistically independent. Therefore, the
higher our score the more unexpected the pattern co-occurrence.

Scores that are constructed to identify class 1 anomalies are not able to detect these class 2
anomalies as they look at all patterns independently. For example, 0OC3 [78] and COMPREX [8]
will not give a class 2 anomaly a higher score as both individual patterns are frequent and
will add little to the anomaly score. Similarly, the frequent pattern based method from He et
al. [41] and the method from Narita et al. [67] have no means to give higher scores to class 2
anomalies. As a result, methods for identifying class 1 anomalies do not identify unexpected
co-occurrences, while these actually do indicate anomalous behaviour.

Which patterns to consider

Given the relation between our score and the lift of association rules, a straightforward way
to find high scoring transactions may seem to simply mine for low-lift association rules.
However, to maximize the score the individual patterns X and Y should have a support as
high as possible while XY should have a support as low as possible. That is, we should mine
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for all rules — including those with a support of 1 — to ensure that we do not miss the most
interesting, most anomalous transactions.

Clearly this quickly becomes infeasible for all but the smallest data sets. Not only because
discovering all these rules will take an inordinate amount of time, but also since the post-
processing of all these rules necessary to identify the most surprising transactions becomes a
rather daunting task.

The alternative we take is by starting from a set of patterns PS. We compute the score of
each pair of patterns from PS and identify those transaction in which pairs with a (very) high
score occur.

Clearly, not just any pattern set will do as we want to find the highest scoring transactions.
The set of all frequent patterns F will be far too large to be able to consider the interactions
between each pair of patterns. In the worst case we need to consider each co-occurrence of
patterns for each transaction, thus leading to a computational complexity of

O(ID] > |F] x | F])

Choosing a higher minimum support will yield smaller pattern sets but as a result we might
miss important patterns. We could use condensed representations such as closed [69] or
non-derivable [21] frequent patterns to remove as much redundancy as possible, however
these sets will still be too large. By sampling [39] patterns we can attain small sets of patterns,
however, the choice of the size of the sample determines which anomalies one will (likely)
find. A set that is too small might miss some important patterns, but a set that is too large
probably contains redundancy and again becomes a bottleneck in our approach. Since it is
not straightforward to choose the right size for the required pattern set, we choose to use
KRIMP [97] or SLIM [79] to automatically find small descriptive pattern sets that describe the
data well without containing noise or redundancy. Using these pattern sets it will hold that
| PS| < |F|. We thus dramatically reduce the complexity, making the UPC score practically
feasible as we will show in our experiments in Section 6.6. Using such a vastly smaller set
induces, of course, the risk that we miss anomalies. However in other research we have seen
that the pattern sets chosen by KRIMP and SLIM are highly characteristic for the data. The
experiments in Section 6.6 bear out that this is also the case here: all anomalies we inject in
synthetic data are discovered using these small sets only.

6.4 How to use our scores

In the process of explorative data mining, one has to consider that all 3 classes of anomalies
we identify give different insight, i.e., one should instantiate all 3 scores and investigate the
top-ranked anomalies for each class. Here, our focus is of course on class 2 anomalies.

To determine which of the UPC top-ranked transactions to investigate, as well as to verify
the significance of the scores, we propose two bootstrap methods, explained later in this
section. Recall that bootstrap methods consider the given data as a sample, and generate a
number of pseudo-samples from it; for each pseudo-sample calculate the statistic of interest,
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and use the distribution of this statistic across pseudo-samples to infer the distribution of the
original sample statistic [22].

Significance test

For a synthetic dataset it is easy to test the significance of anomaly scores, as we can generate
data with and without anomalies for which the resulting scores must clearly differ. For real
world data this is unfortunately not the case as we do not know which and how much (negative)
patterns the data comprises. Nevertheless, to give a measure of significance we use the
following bootstrap approach. We randomly sample transactions from our original dataset
(with replacement) to retrieve an equally sized new dataset. We repeat this a thousand times
and save the highest anomaly score for each dataset. Then we repeat this process, but we first
remove the transaction with the highest UPC score from the sample set. That is, the top-ranked
anomaly is definitely not present in the bootstrap samples of the second kind and may or may
not be present in the bootstrap samples of the first kind. The bigger the difference between the
distributions of scores with and without the top-ranked transaction, the more significant the
top-ranked anomaly.

Which transactions to investigate

Choosing the right parameter value is never easy in explorative data mining. As the UPC
score produces a ranking of all transactions, where higher scores indicate a higher chance
on being anomalous, it does not need any parameters. To determine which transactions to
investigate based on this ranking we employ Cantelli’s inequality to identify the transactions
that significantly differ from the norm.

Theorem 3. Cantelli’s inequality [34]. Let X be a random variable with expectation pix
and standard deviation ox. Then for any k € R,

1
P(X —pux > kox) < Ty

Smets and Vreeken [78] proposed a well-founded way to determine threshold values
to distinguish between ‘normal’ and anomalous transactions. The positive class comprises
anomaly scores for ‘normal’ transactions and based on the distribution of these scores we can
choose a threshold by choosing an upper bound on the false-negative rate (FNR). For example,
if we choose a confidence level of 10%, Cantelli’s inequality tells us that this corresponds to
a threshold 6 at 3 standard deviations from the mean, given by § = p + ko, with £ = 3 in
this case. This means that the chance on a future transaction with an anomaly score above the
threshold is less than 10%, see Figure 6.1.

To compute these thresholds we need the distribution of the positive class, i.e. the anomaly
scores for all ‘normal’ transactions. Because we have only one dataset available which can
contain both transactions from the positive and negative (actual anomalies) class, we use again
a bootstrap approach. We generate bootstrap datasets by randomly sampling transactions (with
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Distribution of
positive class

Threshold corresponding
toan FNR < 10%

# transactions

with this score

Anomaly score

Figure 6.1: Example of setting a threshold using Cantelli’s inequality. Based on the
positive class we compute a threshold corresponding to a false-negative rate of 10%.

replacement) from the original dataset. We then use all anomaly scores from all bootstrap
datasets to estimate the distribution.

6.5 Related Work

In this chapter we study anomaly detection in binary transaction data. As anomalies are
referred to in many different ways, mostly with slightly different definitions, we refer to [63]
and [2] for in-depth overviews on this field of research. In general, most anomaly detection
methods rely on distances. Here we focus on discrete data, nominal attributes, for which
meaningful distance measures are typically not available.

Of the methods that are applicable on transaction data, that of Smets and Vreeken [78] is
perhaps the most relevant. They propose to identify anomalies as those transactions that cannot
be described well by the model of the data, where as models they use small descriptive pattern
sets. Their method OC? works very well for one-class classification, however it is not able to
identify unexpected co-occurrences in the data. Akoglu et al. [8] proposed COMPREX which
takes a similar approach in that they also rank transactions based on their encoded length. The
difference is that they do not use a single code table, but a code table for each partition of
correlated features. Although this method achieves very good results it is only suitable for
categorical data and not for transaction data in general. Note that following our generalised
anomaly score for class 1 anomalies, any method that provides a probability for a transaction
can be used. Examples based on pattern sets are those of Wang and Parthasarathy [99] and
Mampaey et al. [57].

He et al. [41] rank transactions based on the number of frequent patterns they contain given
only the top-k frequent patterns, and Narita et al. [67] rank transactions based on confidence
of association rules but need a minimum confidence level as parameter. All these methods
have no means to identify class 2 anomalies.

In the Introduction we already mentioned the relation between our score and lift [18].
As stated there, the difference is that we score transactions rather than rules and we give an
algorithm to quickly discover the highest scoring transactions. Our notion of anomaly is also
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related to the conditional anomalies introduced in [81]. In our running example, C could be
seen as the context that makes a purchase of [P unexpected in their terminology. The difference
is that we do not expect the user to define such contexts, they are discovered automatically.
Moreover, we use a small set of patterns to discover all the class-2 anomalies rather than
probabilistic models on context and other attributes.

To compute the UPC score we need the characteristic patterns of the data. In general,
we can use the result of standard frequent pattern mining [3,69] although this incurs a high
computational cost. Instead, we can resort to pattern sampling techniques [17,39], yet then we
have to choose the number of patterns to be sampled. Alternatively, we [77] proposed to mine
such pattern sets by the Minimum Description Length principle [35]. That is, they identify the
best set of patterns as the set of patterns that together most succinctly describe the data. By
definition this set is not redundant and does not contain noise. KRIMP [97] and SLIM [79] are
two deterministic algorithms that heuristically optimise this score. Other pattern set mining
techniques, especially those that mine patterns characteristic for the data such as [33,57,99],
are also meaningful choices to be used with UPC.

6.6 Experiments

In this section we evaluate the power of the UPC score to identify class 2 anomalies. Firstly,
we show how we generated synthetic data needed for some of the experiments. Secondly,
we provide a baseline comparison where we show that the size of the input set of patterns is
of great importance. Next we show the performance of UPC on synthetic data and show its
statistical power. Lastly, we show some nice results of class 2 anomalies on a wide variety of
real world datasets.

We implemented our algorithms in C++ and generated our synthetic data using Python.

Our code is available for research purposes?

Generating Synthetic Data

Here we describe how we generated both transaction and categorical synthetic data.

Transaction Data

To generate synthetic datasets we first choose the number of transactions | D| and the size of
the alphabet |(2|. We generate a set P of random patterns, choosing a random cardinality from
3 to 6 items, and a random support in the range of [5-10%]. In addition we generate 2 patterns
with a support of 20%, which we call the anomaly generators, and which we add to the data
such that they only occur together in a single transaction; that is the anomaly. Thereafter, we
do the following for each transaction. With the probability corresponding to its support each
pattern from P is added to the transaction as long as it does not interfere with the anomaly. In

2Code — http://eda.mmci.uni-saarland.de/upc/

&9



6. EFFICIENTLY DISCOVERING UNEXPECTED PATTERN-CO-OCCURRENCES

addition, each singleton from {2 is added to each transaction similarly with a probability of
10%.

Categorical Data

To generate categorical data we take a similar approach. Firstly, we choose the number of
transactions | D|, the number of attributes |A| and the alphabet size per attributes |€2;|. We
generate random patterns with the same settings as for transaction data and again first add the
anomaly generators to the dataset. We then try to add the other patterns as long as they fit and
do not interfere with the anomaly. Then we fill the unspecified attributes for each transaction
with random singletons.

Baseline Comparison

Before investigating the reliability of UPC, we first show its efficiency. To emphasise the
necessity for using small pattern sets as input, we compare the use of all closed frequent
patterns with a minimum support at 5% to the use of SLIM [79] pattern sets with a minimum
support of 1. We generated random transaction data with |D| = 5000, |2 = 50 and we let
|P| range from 10 to 35 patterns. We then ran our method on both input sets keeping track of
the runtimes and the size of the input set PS for which we have to consider all | PS| x | PS]|
possible combinations. Both approaches always rank the anomaly highest, therefore further
we can focus on the runtime and the number of patterns that were considered. The runtimes
include the time needed to compute the pattern sets, which are negligible in light of the
exponential time the baseline approach takes in the size of PS. Figure 6.2 shows the results
which are averages over 5 runs per setting. For higher minimum support thresholds the baseline
approach starts missing important patterns and it cannot identify the anomaly. Other settings
for generating synthetic data lead to a similar figure. Since using a SLIM pattern set as input
set for UPC we attain similar results compared to the baseline approach, that is we correctly
identify the planted anomaly, in the remainder of this chapter we always use the SLIM pattern
set to compute the UPC score.

Performance on Synthetic Transaction Data

The goal of this experiment is twofold. Firstly, we show that our method is able to identify
class 2 anomalies in transaction data. Secondly, we justify the definition of the different classes
of anomalies as we show that the class 2 anomalies are not identified by the state of the art
class 1 anomaly detector, which is OC3 [78]. We emphasise again that as a result both scores
should not be further compared as they are complementary to each other.

We generated random datasets as described in Section 6.6 with various settings. The
results in Table 6.1 show that UPC always ranks the anomaly highest and that OC? does not
identify them.
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Figure 6.2: SLIM pattern set versus closed frequent patterns (baseline). We computed the
UPC scores on 5000 transactions using both input sets with a minimum support of 1 for SLIM
and at 5% for the baseline. Using both input sets S the anomaly is always ranked first, but for
the baseline both |S| and the runtime quickly explode when we increase the number of planted
patterns in the data. The runtimes include the time needed to compute the used input set.

Table 6.1: The performance of UPC on transaction data. The number of generated trans-
actions is represented by | D], the alphabet size by |€2|, and the number of synthetic patterns
by |P|. All experiments were performed 10 times and the average ranks and runtimes (in
seconds) are reported.

Generated Data UrC oc?

| D] | |P| rank time(s) rank time (s)
5000 50 100 1 4 2420 1
5000 100 100 1 6 2757 2
5000 100 200 1 18 2433 4
10000 100 100 1 11 5464 4
20000 50 100 1 18 8281 4

Performance on Synthetic Categorical Data

Knowing that UPC correctly identifies class 2 anomalies for transaction data, here we compared
it to the state of the art on categorical data, which is COMPREX [8]. Again we note that
we only compare these methods to show that class 2 anomalies are different from class 1
anomalies and that these two methods thus should be used complementary to each other.

We generated random datasets as described in Section 6.6 with various settings. The results
in Table 6.2 show that UPC always ranks the anomalous transaction first and COMPREX is
not able to identify it (gives it a much lower rank).

Statistical Power

Our aim here is to examine the power of the UPC score for identifying class 2 anomalies. For
this purpose, we perform statistical tests using synthetic data. To this end, the null hypothesis
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Table 6.2: The performance of UPC on categorical data. Each dataset contains 5000
transactions over | A| attributes, each with an alphabet size of |€);|. |P| refers to the number of
synthetic patterns. All experiments were performed 10 times and average ranks and runtimes
(in seconds) are reported.

Generated Data UrC COMPREX
Al |€;] |P| rank time(s) rank time (s)
20 5 100 1 1 3119 221

50 5 100 1 6 2028 885
100 5 100 1 29 3121 5477
20 10 100 1 1 2244 429
50 10 200 1 5 2714 1978

is that the data contains no class 2 anomalies. To determine the cutoff for testing the null
hypothesis, we first generate 100 transaction datasets without the single co-occurrence between
the 2 anomaly generators, whereafter we generate another 100 datasets with this co-occurrence
included. For all datasets we choose |D| = 5000, || = 25 items and |P| = 100. Next, we
report the highest UPC score for all 100 datasets without anomaly. Subsequently, we set
the cutoff according to the significance level a = 0.05. The power of the UPC score is the
proportion of the highest scores from the 100 datasets with anomaly that exceed the cutoff.
Note that we only look at the highest score for each dataset as we know that this must be
the anomaly for the datasets containing it. We show the results in Figure 6.3 while varying
the range from which we randomly choose the supports for the patterns in P from [4-8%]
to [8-16%] and the support for the anomaly generators from 16% to 32%. In Figure 6.3 we
label these linearly growing supports with their growth factor from 1 to 2. With other settings
to generate the data we observe the same trend. Again, only to emphasise that methods to
identify class 1 anomalies are not suitable to discover class 2 anomalies, in Figure 6.3 we
also plotted the statistical power of OC? regarding class 2 anomalies. As COMPREX is not
applicable to transaction data we performed a similar experiment on categorical data. This
resulted in a similar plot with UPC at the top and COMPREX at the bottom.

In Figure 6.4 we show the distribution of the highest scores for both the datasets with and
without an anomaly and with pattern supports in range [7-14%] and an anomaly generator
support at 28%. We can see a clear distinction between the scores for ‘normal’ and anomalous
transactions.

Real World Data

To show that class 2 anomalies actually exist, are not identified by the state of the art in
anomaly detection, and can give much insight we performed multiple experiments on real
world datasets from various domains. We used the Adult and Zoo datasets from the UCI
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Figure 6.3: [Higher is better] Statistical power of UPC. Whereas OC? does not identify any
class 2 anomalies, UPC does perfectly with large enough supports. We observe the same
behaviour for categorical data comparing UPC and COMPREX (not shown in this plot). The
growth factor on the x-axis describes the increase of the pattern supports.

I without anomaly
[0 with anomaly

25

# transactions with this score

6 7 8 9 10
Anomaly score

Figure 6.4: Significance of UPC scores. The plot shows a clear separation between the
highest UPC scores for random synthetic datasets with and without class 2 anomalies.

Machine Learning Repository;’ together with the Mammals [65] and ICDM Abstracts [31]
datasets. Note that we cannot provide the reader with the accuracy of our method because
anomalies can manifest themselves in many different forms, e.g. unexpected behaviour or
mistakes in the data, and no ground truth for these datasets is available. However, we aim to
give insightful examples instead.

Adult

The Adult dataset contains information about 48 842 people such as age, education, and
marital-status and is used to predict whether someone’s income exceeds $50K a year.

We computed a ranking based on the UPC score and found some interesting anomalies.
The top-ranked transaction contains the very unexpected co-occurrence of someone for which
the attribute sex is female yet for whom the relationship status has the value of husband. The

3UCI Machine Learning Repository —http://archive.ics.uci.edu/ml/datasets.html
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Figure 6.5: Significance test on Adult dataset. This plot shows the difference in the distribu-
tion of highest scores for bootstrap samples without (blue) and possibly with (red) the highest
ranked transaction from the original dataset.

following 3 anomalies are persons with a similar situation but with the patterns reversed. That
is, the dataset contains 3 persons whose sex is male and whose relationship is wife. The OC3
rankings of these first 4 people are 115, 148, 89 and 4 090, respectively. These examples show
that class-2 anomalies indeed exist in real datasets, and that UPC is effective at identifying
these. Clearly, each of these four anomalies is an error, but that does not make them less of an
outlier. In fact, one of the goals of outlier detection is to find errors.

To get an idea of the significance of the results we performed the significance test as
described in Section 6.4. Figure 6.5 shows the difference in the distribution of highest scores
for bootstrap samples without (blue), resp. from data including (red) the top-ranked transaction
from the original dataset. Figure 6.5 gives insight in how much this transaction deviates from
the norm, as the difference between the two distributions can only be caused by this transaction.

Zoo

The Zoo data contains 17 attributes describing 101 different animals.

We performed the bootstrap method described in Section 6.4 to determine which transac-
tions are worth investigating. To this end, we generated 1 000 bootstrap samples for which we
computed the anomaly scores for all transactions. In Figure 6.6 we show the distribution of
all these scores with a histogram. Further, in the left plot we show the threshold () values
corresponding to false-negative rates (FNR) of 50%, 20%, 10% and 5% respectively, together
with the number of transactions from the original dataset that score above 6. In the right
plot we show the anomaly scores of the 5 highest ranked transactions in the original dataset
together with the FNR corresponding to a 6 equal to their score.

In Figure 6.6 in the left plot we see that with an FNR below 10% only the top-ranked
transaction scores above . This transaction contains information about the platypus (duck
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bill) and from our results we found that the co-occurrence causing this high score is that the
platypus is the only oviparous mammal in the dataset. In Figure 6.6 in the right plot we see
that the chance that the second ranked animal belongs to the positive class is less than 11%.
This is the scorpion for which UPC found that it is the only animal without teeth that is not
oviparous.

Clearly, both these anomalies are well-known as somewhat weird species and, so, these
finds may not seem that interesting. However, the algorithm does not know much biology
and yet it finds both anomalous species as well as the explanation for why they are seen as
somewhat weird.

ICDM Abstracts

Next, we ran our algorithm on a dataset comprising the abstracts from the ICDM conference,
after stemming, and removing stopwords*

For this data we expect co-occurrences of terms used in different research fields to rank
highly. In Table 6.3 we show the top 5 highest ranked abstracts with their explanation. That
is, we show the unexpected co-occurrence responsible for the high UPC score. Further, only
to show that these class 2 anomalies are not identified by the state-of-of-the-art, we show
their OC? rank. The abstract with the highest UPC rank contains both the frequently used
words ‘pattern mining’ and ‘training’. Given that (frequent) pattern mining is unsupervised
while methods like "train and test" are usually applied in a supervised setting, their combi-
nation is genuinely surprising. From the corresponding abstract it transpires that the term
‘training’ is used to refer to physical exercise rather than that of an algorithm. Hence, the

4The data is available upon request from the author of [31].

25000 23000

o == 19 anomalies with an FNR < 50% = Rank: 1 corresponds to an FNR < 8%

: 7 anomalies with an FNR < 20% = Rank: 2 corresponds to an FNR < 11%
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Figure 6.6: Anomalies in the Zoo dataset. The histogram shows the estimated distribution
of anomaly scores. (left) The vertical lines show the decision thresholds at false-negative rates
of 50%, 20%, 10% and 5%, together with the number of original transactions that score above
the threshold. (right) The vertical lines show the scores of the top-5 ranked anomalies in the
original dataset, together with the false-negative rates corresponding to the decision threshold
for their score.
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discovered anomaly points to an unusual application rather than to an unexpected combination
of techniques.

Other highly ranked abstracts show similar unexpected co-occurrences, for example
‘learning’ on one side and ‘frequent pattern mining’ on the other or ‘frequent pattern mining’
and ‘compare’, which suggest that exploratory algorithms are difficult to compare.

Table 6.3: The top 5 out of 859 abstracts from ICDM Abstracts, with the corresponding
unexpected co-occurrences explaining the high UPC scores. Next to the UPC rank also
the OC3 rank is reported to show that class 2 anomalies are not identified, but ranked low,
using an algorithm constructed for class 1 anomalies.

UrC oc3
Most unexpected co-occurrence explaining the anomaly score

Rank Pattern A Pattern B Rank
1 ["mine’, *pattern’] [train’] 165
2 [algorithm’, mine’, ’pattern’, *frequent’] [’learn’] 183
3 [’rule’] ['vector’] 132
4 [’frequent’, ’itemset’] [’learn’] 193
5 ["mine’, ’pattern’, *frequent’] [’compar’] 556

Mammals

The Mammals dataset consists of presence/absence records of 121 European mammals within
2 183 geographical areas of 50 x 50 kilometres? In this dataset an anomaly constitutes two
large territories of (groups of) animals which only overlap in a small region.

Figure 6.7 shows two top-ranked areas (in red and pointed to by arrows) and readily
explains why these are anomalous. For each of these two areas two groups of animals share
this territory where the rest of their territory is completely separated. On the left in Figure 6.7
we see that the large habitat of the beech marten intersects with that of the moose, the European
hedgehog and the mountain hare only in this single area. On the right in Figure 6.7 we see a
similar phenomenon for the Etruscan shrew on one side and the raccoon dog on the other. The
ranks of these two areas using OC? are 591 and 294 out of the 2 183, respectively. There are
also top-ranked areas that are explained by two groups of animals which habitat intersects in
multiple areas (of course including the area that has received this score).

6.7 Discussion

The experiments show that although the state of the art in anomaly detection is not able to
identify the newly defined class 2 anomalies, we can identify them using our new UPC score.

SFull dataset [65] via Societas Europaea Mammalogica: http: //www.european-mammals .org.
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Figure 6.7: UPC in action; top-ranked anomalies on the Mammals dataset. The explana-
tions for these highly ranked areas are as follows. On the left we see that the habitat of the
beech marten (blue) only intersects with that of the moose, European hedgehog and mountain
hare (green) at the (red) area pointed to by the arrow. On the right we see the habitat of the
Etruscan shrew (blue) only intersects with that of the raccoon dog (green) at the (red) area
pointed to by the arrow.

We demonstrated that a naive baseline approach using closed frequent items as input set
quickly becomes infeasible when the number of patterns present in the data grows. Using a
SLIM pattern set to compute our UPC score, however, we attain similar results in a fraction of
the time. We showed the statistical power of our method which scores transactions containing
planted class 2 anomalies significantly higher than ‘normal’ transactions. Moreover, both on
transaction and categorical synthetic data we showed that UPC always ranked the planted
anomaly at the top.

From our experiments on real world datasets we find that the class 2 anomalies do
actually exist and can provide useful insights. That is, because next to identifying interesting
transactions the UPC score also readily explains which co-occurrence of patterns is responsible
for the transaction’s anomaly score. For example, in the Adult dataset we found a very
unexpected individual who is described as being a female husband. Further we showed how a
UPC ranking can be used to study the significance of identified anomalies using a bootstrap
approach. For example, in the Zoo dataset we found that the platypus, which is special because
it is the only oviparous mammal, has a less than 8% chance on being ‘normal’ given the data.
Each of these class 2 anomalies were not identified, i.e. ranked low, using OC3 or COMPREX.

6.8 Conclusion

The recognition of anomalies provides useful application-specific insights [2]. More specifi-
cally, the field of anomaly detection focusses on the identification of data that significantly
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differ from the rest of the dataset. There are many reasons for anomalies — ranging from
errors to outliers to simply highly unexpected data points — however, whatever the reason, the
anomalies should be brought to the attention of the data miner.

There are also many ways in which a data point (or a subset of the data) can differ from
the rest of the data set. That is, there are many types of anomalies [2]. In this chapter we
introduced a new class of anomalies which consist of unexpected co-occurrences of patterns.
In a world where the vast part of the population drinks either soft drink C or soft drink IP but
not both, it is surprising to find someone who apparently drinks both.

We introduced the UPC score which intuitively scores a transactions based on its most
unexpected co-occurrence of patterns. Next we introduced an algorithm that discovers and
ranks transactions with a high UPC score. Moreover, it does so efficiently by relying on a
small set of characteristic patterns [79] rather than on the full set of low support patterns
(which would make an algorithmic approach intractable quickly). Finally we introduced a
statistical test to decide whether or not an anomaly is significantly anomalous.

We tested our methods firstly on synthetic data. These experiments show that we are able
to reliably discover the anomalous patterns we planted in a wide range of different settings
and circumstances. Moreover, these experiments show that the anomalies identified by state of
the art methods for anomaly detection are of a different class and that these methods are not
able to identify planted anomalies.

That we can discover a new class of anomalies does not make them into an interesting
class of anomalies. To illustrate that our anomalies indeed provide interesting and useful
information we also did experiments on four real world data sets, viz., Adult, Zoo, ICDM
Abstracts, and Mammals. In all cases the identified transactions with a high UPC score were
truly anomalous. None of these examples were discovered using the state of the art anomaly
detection algorithms

In some cases — such as on the Adult data set in which we discovered a female husband —
the identified anomalies are very likely errors. In other cases — such as on the Zoo data set
where we discovered the platypus — the discovered anomalies are not an error but simply a
highly surprising combination of patterns: whereas laying eggs is quite normal, so is being a
mammal, but being an egg-laying mammal is truly special.

Whatever the reason, these anomalies provide useful information to the analyst; whether
they point to errors that probably should be corrected, such as female husbands, or to genuinely
new information, such as the existence of egg-laying mammals.

While we tested our approach against state of the art algorithms this does not mean that
we claim that our methods are better than existing methods. Rather, the experiments were
performed to show that our methods are complementary to those methods. When looking for
anomalies, one should not use one method, but many.
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CHAPTER [

Detection and Explanation of Anomalies
in Multivariate Event Sequences

Anomaly detection is an important data mining task as the occurrence of (very) low
probability events may provide valuable information [2]. For example in equipment monitoring
such a (sequence of) event(s) may signal impeding equipment failure. In this example,
equipment is often monitored by multiple sensors leading to multiple aligned sequences of
data, i.e., a multivariate data stream. Hence, the importance of anomaly detection in such
streams.

In this chapter we use multivariate patterns to identify and explain anomalies in multivariate
data streams. We define two classes of anomalies for this type of data and we show how to
identify them. We present extensive tests on synthetic data as well as results for real world
problems such as the prediction of failing equipment. For the latter example, the proposed
techniques are already successfully applied in business.!

IThis work is under review as:
R. Bertens, J. Vreeken, and A. Siebes. Detection and Explanation of Anomalies in Multivariate Event Sequences.
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7.1 Introduction

When industrial equipment fails it leads to a loss of money. Both as a result of high ad hoc
maintenance costs and possible downtime that might lead to missed income. To prevent this
loss many businesses perform scheduled service checks to ensure that their equipment stays
in good health. The difficulty with this approach is that ideal service intervals are hard to
determine. Even two identical machines might require different maintenance, e.g. caused by
different workloads. As a result, the business is likely to face either unnecessary maintenance
or occasional equipment failures, both leading to a waste of money.

With smart condition monitoring equipment is only serviced when necessary. When we
use real-time data to predict the ideal moment for maintenance we call it smart condition
monitoring. As this task is not straightforward, in this chapter we propose a framework
in which multiple sensors (aligned sequences of data) can be considered simultaneously to
automatically identify deviations in the behaviour of equipment. In other words, we perform
anomaly detection on multivariate event sequences. These anomalies indicate a change in the
behaviour of the equipment and, thus, may indicate current or future equipment failure. By
studying multiple sensors simultaneously, we are able to benefit from any present correlation
that indicates a possible failure. As a hypothetical example consider an engine for which
we continuously measure its temperature and fuel consumption. Both temperature and fuel
consumption might differ greatly even for healthy engines. A high temperature together with a
very low fuel consumption, however, might indicate that the engine is not functioning properly
and needs maintenance. Methods that can only analyse each sensor separately might not be
able to detect such anomalies.

The prediction of equipment failure is but one example use case of our approach to anomaly
detection. More in general, we consider multivariate event based data streams, including, e.g.,
discretised time series data. Following [15], we first use the DITTO algorithm to compute a
pattern based summary of the data; it is based on a rich pattern language, i.e., patterns may
span multiple aligned sequences (attributes) in which no order between these attributes is
assumed and occurrences may contain gaps. The resulting code table not only presents a
summary of the data, but also puts a probability on the (co-)occurrence of a pattern — sequence
of multivariate events — in the event stream. Building on the theory for anomaly detection in
transaction data from Chapter 6, we define two classes of anomalies and show how using the
code table computed by DITTO can be used to identify the occurrences of these two classes of
anomalies in multivariate data streams.

As an aside, note that we do not claim that our methods can discover all anomalies in
multivariate data streams. After all, given a specific context any event could be an anomaly.
We do claim that the anomalies we discover are worthwhile to investigate by a domain expert.
To substantiate this claim we report on experiments on real world data. For example, in the
field of predictive maintenance, we show that we can use our methods to predict a failure in a
railway switch about 10 days ahead of time.

Besides answering the question when equipment may fail, our method also explains why
we think it will fail. This explanation is given by pinpointing the unlikely (co-)occurrence of
patterns in the data stream. In fact, it may even give insight into the type of maintenance that
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is required. Consider, e.g., a small sequence of data that contains rare events that (almost)
only occur when a specific part of the monitored equipment is about to break down, then
it may be wise to service that specific part. The full integration of our anomaly scores and
the classification of (possible) subsequent failures is, however, still work in progress and not
further reported upon in this chapter.

The remainder of this chapter is organised as follows. We start by introducing preliminaries
in Section 7.2. In Section 7.3 we define the different classes of anomalies in complex event
sequences. We discuss related work in Section 7.4, and empirically evaluate our scores in
Section 7.5. We round up with discussion and conclusions in Sections 7.6 and 7.7, respectively.

7.2 Preliminaries

Notation

Following Chapter 5, we consider datasets D of | D| multivariate event sequences S € D, all
over attributes A. We assume that the set of attributes is indexed, such that A; refers to the it
attribute — the 7*" data stream — of D.

A multivariate, or complex, event sequence S is a bag of | A| univariate event sequences,
S = {S',..., 5S4}, An event sequence S’ € Q7 is simply a sequence of n events drawn
from discrete domain €2;, which we will refer to as its alphabet. An event is hence simply an
attribute—value pair. That is, the j** event of S? corresponds to the value of attribute A; at
time j.

By ||S|| we indicate the number of events in a multivariate sequence .S, and by ¢(.5) the
length of the sequence, i.e. the number of time steps. We will refer to the set of events at a
single time step j as a multi-event, writing S[j] for the j* multi-event of S.

Patterns are partial orders of multi-events, i.e. sequences of multi-events, allowing for
gaps between time steps in their occurrences. By ¢(X) we denote the length of a pattern X, i.e.
the number of time steps for which a pattern X defines a value. In addition, we write || X || to
denote the size of a pattern X, the total number of values it defines, i.€. 3~ v (e x 2oexp 1-

A pattern X is present in a sequence S € D of the data when there exists an interval
[tstarts " - s tena) in which all multi-events X [i] € X are contained in the order specified by
X, allowing for gaps in time. That is, Vx;jc x Jje[start,enq) X [1] € S[j], and k& > j + 1 for
X[i] C S[j] and X[i + 1] C S[k]. A singleton pattern is a single event e € € and P is the
set of all non-singleton patterns. A minimal window for a pattern is an interval in the data in
which a pattern occurs which cannot be shortened while still containing the whole pattern [86].
In the remainder of this chapter when we use the term pattern occurrence we always expect it
to be a minimal window. Further, we use occs(X, S) for the disjoint set of all occurrences of
XinS.

DiTTO (Chapter 5) operates on categorical data. To find patterns in continuous real-valued
time series we first have to discretise it. In Chapter 2 we discussed SAX, which is a celebrated
approach for doing so, and we will use it in our experiments — though we note that any
discretisation scheme can be employed.
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7.3 Anomalies in Complex Event Sequences

Opposed to Chapter 6, which discusses anomalies in transaction data, we do not consider the
rather trivial class 0 anomalies in this chapter. Instead, we focus on the more interesting class
I and class 2 anomalies.

Class 1 Anomalies

For smart condition monitoring the anomalies we are interested in are those cases where the
monitored system starts to behave differently from expected. In compression terms this means
that our compression ratio on the multivariate data stream starts to get worse. So, following
the approach of [78] we can use DITTO to identify such anomalies. A first intuitive approach
is to rank all sequences according to their encoded length, given the code table on the whole
dataset, proportional to their length in time steps.

Definition 10. The anomaly score for a single sequence of multi-events S can be computed
by dividing the encoded length of the sequence given the code table on the whole dataset CT
by the length of the sequence t(.S).

_L(S|CT)
scorey (S) = G

However, often the anomalies need to be discovered in long data streams that for the largest
part reflect normal behaviour. Therefore we also propose a sliding window based approach,
which computes a score for each window of the data. Using windows has two potential
drawbacks, both caused by the fact that a window is typically small compared to the complete
sequence.

The first potential problem is that because windows are typically small a code table
computed on a window only will hardly be representative for the whole sequence. We mitigate
this problem by computing the encoded length of a window using the code table computed on
the whole data.

The second potential problem is that the cover of the sequence depends very much on the
arbitrary starting point of the data, i.e., the moment one starts measuring. While for large
sequences this does not matter too much — detrimental effects of a bad starting point are
averaged out — it could have a large effect on the encoding of a small sequence. To mitigate
this problem we compute covers starting from all possible starting points; starting from the
first time step, the second time step, the third, etc. We stop, of course, when the cover we
compute is identical to one we computed before — in practice this does not take more steps
than twice the length of the longest pattern. To compute the encoded length of a window we
take the minimum length over all these covers.

Another issue with the use of windows is that a cover may involve patterns that do not fit
completely into the window. If we compute the encoded length of a window, such patterns
should, of course, only be counted partially. That is, their contribution to the total size should
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be proportional to their part that falls within the window. To compute this proportion we use
the standard encoding ST'.

Definition 11. The anomaly score for a window w is the sum of the pattern code lengths for all
occurrences that intersect the window. These pattern code lengths are weighted proportionally
to the part of the ST code length of the events that fall within the window.

scorey(w) = L(w | CT) =
DS {L(codep(X CT)) x P(X,0,w) ifonw#0

X€eCT o€oces(X,S) 0 otherwise

Here P(X,o0,w) represents the part of pattern X for which its occurrence o falls within
window w with respect to the ST code lengths of the events in X, defined as follows

Z{eGX\eEo,er} L(COdeiﬂ(e | ST))

P(X,0,w) = Z{eeX} L(codey(e | ST))

For ease of interpretation we consider the univariate example from Figure 7.1 where we show
a sequence S which is covered using a code table comprising the patterns X, Y, and the
singleton events. Now we can compute the anomaly score for the first window w, which spans
the first 8 time steps, as follows.

scorer (w) = L(code,(X | CT)) codey(b| CT)) +

+ L(
L(code,(Y | CT)) + L(codey(c | CT)) +

L(codey(a | ST)

L(code,(Y | CT)) x L(code,(Y | ST)

Algorithm

To build a ranking based on window or sequence based class 1 anomalies we use Algorithm 16.
It simply scores all windows or sequences based on our definitions and returns the ranked
results.

New data

The window based approach to identify anomalies using the encoded length of the data can
also be applied in a streaming setting. In fact, this is exactly what is needed for our smart
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Figure 7.1: Example for class 1 anomaly scores on windows.

Algorithm 16 Class 1 Anomaly Detection

Input: A dataset D and minimum support min_sup
Output: A ranking of sequences or windows
1: CT + DITTO(D, min_sup)
2: rcmk:ing — (Z) /I Ordered on score descendingly
3: forSe€ Dorw e Ddo
4: score < scorey(S) or score < scorey (w)
5 ranking < ranking U (score, S)
6

: return ranking

condition monitoring use-case. Hence, we give a brief description on how to detect anomalous
behaviour as soon as it starts to happen.

Firstly, we compute the code table on all data. For each new window of data that arrives
we compute its score and compare it with the scores for all previous windows.

There is one problem, however, and that is that we do not know how the sequence will
continue. This is a problem for (possible) patterns in the cover that do not fit into the window.
For example, consider the sequence of Figure 7.2, which is similar to the sequence from
Figure 7.1, but only the first window of data is known. Given the code table C'T" from
Figure 7.1 the first 7 time steps of the window will be covered exactly the same regardless of
the data that follows after time step 8. The event a in time step 8, however, could be covered
by X if events b and ¢ were to follow in the next time steps, or it could be covered by Y (as is
the case Figure 7.1), or it could be covered by the singleton a.

Since we do not know what the future will be, we compute the expected anomaly score
rather than the true one. We can compute this expectation because the pattern code lengths
in C'T are based on the probability that that pattern occurs in a cover. Hence we can account
for each possible future proportional to the probability it will occur. Given that such possible
covers may include events that are outside our window, we have to weigh them — as above —
for their addition to the total encoded window size. This leads to the following score for the
example window from Figure 7.2.
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scorer (w) = L(code,(X | CT)) + L(codey(b | CT)) +
L(code,(Y | CT)) + L(codey(c | CT)) +
L(codey(a | ST)
L(code,(X | ST)
L(codey(a | ST)
L(code, (Y | ST)

sce(X, Z) x L(codey(X | CT)) x

sc(Y, Z) x L(code,(Y | CT)) x

sc(a, Z) x L(codey(a | CT))

where Z = {X,Y, a} contains a pattern corresponding to each possible scenario for a single
event, the function sc is defined as

2—L(codep(X\ CT))

se(X,2) =
EYEZ 9—L(code, (Y |CT))

That is, sc(X, Z) describes the probability on the scenario where pattern X is used to cover
the event.

Covered Dataset

S: lalblclblaldlcia, ? 7 7. 7777

First window w

Figure 7.2: Example for class 1 anomalies on streaming data.

Class 2 Anomalies

Our class 2 anomalies are unlikely co-occurrences of two patterns in a sequence, i.e., we
did not expect X and Y to occur close to each other. For example, in the smart condition
monitoring use-case, first the power-consumption in the monitored system goes down followed
by arise in the temperature. This may be totally normal (the cooling system shut down) or
indicate something harmful like a fire; note that these two are easily distinguished by the
absolute temperature.

Note that both X and Y may reflect completely standard behaviour, i.e., a window
containing both X and Y compresses well. Hence, we need a second anomaly score to
discover such unexpected co-occurrences.

The score is based on the class 2 anomaly score from Chapter 6 for transactions and is
potentially a very costly score to compute since it requires access to the support of all (very)
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low support itemsets. The crucial observation in [16] is, however, that it is enough to consider
only the itemsets in the code table C'T. The intuition is that MDL gives us characteristic
patterns and, thus, anomalies will (also) be anomalous with regard to these characteristic
patterns only.

To translate this score to our multivariate sequence setting, we again use windows. The
reason is simply that only the unexpected co-occurrence of patterns close to each other can be
reasonably deemed an anomaly.

Definition 12. The anomaly score of a pair of patterns X andY is given by

scores(t) {:X,Yerlgla})((,Ygt_} log P(XY) +1log (P(X) x P(Y)) .

Where P(X) is given by the relative number of windows w in which X occurs at least once,
that is we have

~ Hw € windows | X C w}|
N |windows|

and, P(X,Y) is defined similarly for windows containing both X and'Y .

P(X)

Note that we compute the probabilities directly from the windows rather than from the
code lengths in C'T. The reason is that the probability that X occurs in a window w depends
as much on the size of W as it does on the number of times X (and its super patterns!) occur
in the cover of D. While in theory one could correct for this, it is far easier to simply count
the number of windows in which X occurs.

Moreover, note that we do not take into account whether or not X occurs multiple times in
w. The reason is that this is already done indirectly, because multiple occurrences of X in
one window w imply that X will occur in more windows than a single occurrence of X in w
would entail.

Algorithm

To rank pattern co-occurrences based on their class 2 anomaly score we use Algorithm 17. It
scores all pattern combinations from the pattern set returned by DITTO, excluding singletons
with a support below mein_sup and patterns that are longer than the specified window length.

Window size

As usual in sequence mining, both our scores, score; and scores, have a parameter, viz., the
window size. The window size not only determines the anomalies we can discover, it also
influences the actual score an anomaly gets. So, what window size should one choose?
Again, as usual in sequence mining there is no definite answer to this question. It mostly
boils down to: it depends on what you want to discover. For score;, a too big window size will
average out “small” anomalies that would get caught by a smaller window size. On the other
hand, a small window size may signal too many potential anomalies, e.g., all local maxima

106



7.4. Related Work

Algorithm 17 Class 2 Anomaly Detection

Input: A dataset D, minimum support min_sup, and window length ¢(w)
Output: A ranking of anomalous co-occurrences
1: CT < DITTO(D, min_sup)
2: PS < first column of CT
PS + {p € PS| support(p) > min_sup and t(p) < t(w)} # Prune singletons below min_sup

and patterns longer than ¢(w)

(95}

4: ranking — (Z) // Ordered on score descendingly
5. for X € PSand Y € PS do

6: if support(X,Y) = 0 or X =Y then continue

7. if{Z e CT|X CZY CZ} +# () then continue

8: score = —log(P(X,Y)) + log(P(X) x P(Y))

9: if score > 0 then

10: ranking < ranking U (score, (X,Y))

11: return ranking

and minima in a time series. Next to tests with different window sizes, application domain
expertise seems the only answer to the question.

For scores, the window size defines what we find a co-occurrence of patterns X and Y.
A window should at least allow for non-interleaving occurrences of X and Y to make sense.
Given that occurrences may have gaps, 4 times the number of time steps of the "largest" pattern
(in terms of time steps) in C'T’ seems a reasonable lower bound. Again, tests with different
window sizes as well as application domain expertise should provide the ultimate answer.

7.4 Related Work

Anomaly detection is an active and large field in the data mining literature, far too large to
cover here. The best recent overview is undoubtedly given by [2]. For a good overview of the
closely related field of novelty detection, see [73].

To the best of our knowledge there is no work on anomaly detection in multivariate data
streams. There is research in the univariate case, but that does not translate straightforwardly
to the multivariate case. After all, correlations between the different variables get lost by
projections to single variables.

There is a lot of research on anomaly detection in multivariate time series; see [36] and [24]
for an overview. Techniques used range, e.g., from projection pursuit based methods ( [32]
and [109] ), to kernel-based methods ( [5] and [26] ), to independent component based methods
([10] ). There is, however, a crucial difference between our approach and these time series
approaches.

The time-series approaches focus on the values the variables on the multivariate time series
take. They aim to identify data points that are outside the expected. While score; may catch
such anomalies if they cause bad compression, it is not its aim. Rather, both score; and scores
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aim to discover anomalous behaviour; the values the variables take may be completely normal.
Hence, our scores do not compete with these time series approaches, they identify a different
type of anomaly and could be used in parallel.

Finally, our work builds on [15], [16], and [78]. It differs from them by detecting anomalies
in multivariate event sequences, a topic none of these papers is concerned with.

7.5 Experiments

Our implementation is made available for research purposes, together with the code to generate
and perform experiments on synthetic data?

We performed a wide range of synthetic experiments to test how well, and under what
conditions, our methods can discover planted anomalies. Moreover, we performed experiments
on real world data to illustrate the usefulness of our two classes of anomalies. For the latter
we always set the minimum support threshold as low as possible, unless domain knowledge
suggests otherwise.

In our report on these experiments we do not compare with other methods. As discussed
in Section 7.4 related methods in multivariate time series anomaly detection focus on different
types of anomalies. The anomalies we detect are meant to complement those found by other
methods, not to surpass them.

Synthetic Experiments
Class 1 Anomalies

To study the robustness of the class 1 anomaly score on windows of data we performed the
following experiment. We generated datasets containing 10 000 multi-events over 3 attributes,
each with an alphabet of 25. In these datasets we inserted 10 patterns (randomly generated)
with a size of 5 events and a support of 300. Note that this makes that 50% of the events in
the dataset is part of one of these patterns. Of course, these patterns showed up in the CT
computed by DITTO.

Only 1 window of length 32 was kept clean of patterns, consisting of random events
only. This is the test window. With a window length of 32 we have a total of 9969 different
windows which we all score using our class 1 anomaly score. The average time that DITTO
needed was 8 seconds and the anomaly scoring was completed within a single second. The
test window was ranked first (highest anomaly score) in each of the 10 repeated runs that we
performed. This result is visualised with the most left red dot in both graphs of Figure 7.3a.
The bottom plot shows the average anomaly score of the test window over multiple runs and
the top plot shows where it ranks compared to all other windows. As the most left red dot in
these plots corresponds to a test window without any patterns we assign it a regularity of 0, as
also indicated on the x-axis. To study how our score performs when the test window looks
more like all other data we varied the regularity from O to 1. That is, from completely random

2Code — http://eda.mmci.uni-saarland.de/raar/
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to containing the same amount of patterns as the rest of the data. Figure 7.3a shows that we
can easily identify the test window until it is about 80% similar to the rest of the data.

We repeated the same experiment for a dataset comprising 1 test and 500 normal sequences,
all of length 50, using the class 1 anomaly score for sequences of data. Moreover, we planted
10 random patterns of size 5 with a support of 750 in the normal sequences and we varied the
amount of patterns in the test sequence. The average runtime of DITTO was 74 seconds and
the anomaly scoring finished in about 7 seconds. The results are very similar to the window
based setting and are plotted in Figure 7.3b.

10000 500

Rank
Rank

700 20

Score
[ ]

[ ]
Score
°

°

300 105
Regularity Regularity

(@ (b)

Figure 7.3: The rank and anomaly score of the test window (a) or sequence (b) while varying
its contents from random (regularity = 0) to similar to the rest of the data (regularity = 1). The
plots show averages over 10 runs.

Class 2 Anomalies

For class 2 anomalies we generated synthetic data based on randomly generated patterns as
before. For each anomaly, we planted 2 new, different (randomly generated) generator patterns
both in another half of the data. Thereafter, we planted both generator patterns once again but
together in an additional sequence; this is the anomaly.

Ideally, each anomaly, a co-occurrence of two corresponding generator patterns, gets the
highest anomaly score considering all co-occurrences of patterns in the data. When the data
contains 5 anomalies and thus 10 generator patterns, we expect them to be ranked as the top
5. In the 9*" and 10*" row of Table 7.1 we find that the average rank of the 5 anomalies is 2.
This indicates that the 5 planted anomalies were ranked at the top five positions 0, 1, 2, 3 and
4. Table 7.1 further shows that the anomalies are always ranked at the top regardless of the
number of anomalies, the number of attributes, the alphabet size per attribute, the number of
planted patterns and the support of the anomaly generators.
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Note that in Table 7.1 support indicates the percentage of events that are covered by all
occurrences of the pattern. For example, when we have 100 multi-events over 3 attributes, and a
pattern X with size || X || = 5 and a support of 10%, this means that X occurs %:10x3x100 — ¢
times. That is, its 6 occurrences span 6 X 5 = 30 events of the data. For an experiment with 2
generator patterns with a support of 10% and 40 random patterns with a support of 1% we

thus have a dataset where 60% of the data is covered with patterns.

Table 7.1: The class 2 anomaly score always ranks the planted anomalies at the top regardless
of the number of anomalies, the number of attributes, the alphabet size per attribute, the
number of planted patterns and the support of the anomaly generators. Ranks and times are
averages over 20 runs.

Data Planted Generators Planted Patterns Ranking

Time (sec)

t(D) |A| |%] |P] ||X]|| support |P| ||X|| support rankanomaly DITTO Anomaly scoring

10500 5 25 2 5 1% 40 5 1% 0of 3527 716 235
10500 5 25 2 5 2% 40 5 1% 0 of 3449 812 246
10500 5 25 2 5 4% 40 5 1% 0of 3789 1251 243
10500 5 25 2 5 6% 40 5 1% 00f 4301 2065 234
10500 5 25 2 5 8% 40 5 1% 0 of 4659 3301 235
11500 3 25 6 5 1% 40 5 1% 1 0f 2436 785 124
11500 3 25 6 5 2% 40 5 1% 1 of 2406 845 123
11500 3 25 6 5 4% 40 5 1% 10of 2842 1481 154
12500 5 25 10 5 1% 20 5 1% 2 0f 4584 472 336
12500 5 25 10 5 1% 40 5 1% 20f3772 1488 325
10500 10 25 2 5 1% 10 5 1% 0 of 6640 159 934
10500 10 25 2 5 2% 10 5 1% 00of 6733 160 912
10500 10 25 2 5 1% 40 5 1% 00of 7470 1121 968
10500 5 50 2 5 1% 40 5 1% 00of 13929 497 296
10500 5 50 2 5 2% 40 5 1% 0of 13974 407 282
10500 3 100 2 5 1% 40 5 1% 00f20677 187 100
10500 3 100 2 5 2% 40 5 1% 0 of 19209 143 94

Real World Experiments

To illustrate the ability of our anomaly scores to identify anomalies in multivariate event
sequences we performed experiments on real world datasets.

Smart Condition Monitoring

First we show how our anomaly scores can be used for our example use-case, viz., smart
condition monitoring. In our experiments, conducted in cooperation with Semiotic Labs}

3Semiotic Labs — www . semioticlabs.com
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Il 18-Nov-2015
21-Nov-2015 (high anomaly score)
Il 1-Dec-2015 (high anomaly score)

Electric current

300

Figure 7.4: The electric current during all switch moments on 3 days. Although most plots
look fairly similar, the ones on the 21t" of November and the 15¢ of December receive much
higher anomaly scores.

we used our anomaly scores to identify anomalies that may indicate that a railway switch
is going to fail. Such a switch provides us with data about the electric current that flows
through the electric motor for the entire duration of each switch moment. See Figure 7.4 for
example graphs of these currents. We collected data over a period of 2 years. For each switch
moment we recorded the area under the curve and the duration. This results in a dataset of
10 864 multi-events over 2 attributes. As the switch moves in 2 directions we have 2 separate
datasets; one for each direction. We computed the class 1 anomaly scores for windows of
length 8, which are plotted over time together with logged failures in Figure 7.5. Note that
the maintenance log is not perfect and is likely to be incomplete. This means that we do
not know what happened at the moment of all the peaks in the anomaly scores. However, in
Figure 7.5 we clearly see a peak right before the failure. This information could have been
used as an early warning to prevent this failure. Note that the anomaly is only visible in one of
the two directions, which supplies the business with some more information on what might be
wrong. To show that identifying a failure before it happens is not trivial, in Figure 7.4 we show
(fairly similar) plots of the electric current for both ‘normal’ and very high anomaly scores. In
Figure 7.6 we see that the plots for the 18" of November correspond to ‘normal’ anomaly
scores and the plots for the 21*" of November and the 1°¢ of December (day of the failure)
correspond to very high anomaly scores. Moreover, using our anomaly scores we are able to
identify this failure about 10 days ahead of time.

Many more such examples were found and are perceived as valuable by the business.
The next (current) step is to investigate, together with domain experts, which patterns cause
the high anomaly scores. Moreover, we will examine whether these patterns provide useful
information about the type of failure.
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Figure 7.5: For both directions in which the switch moves (red and blue) we plot the class 1
anomaly scores (window length 8) over 2 years together with the failure (vertical bar).

Moby Dick

Our second dataset consists of the first chapter of the book Moby Dick* by Herman Melville.
The dataset comprises 2 attributes: the original text and the part-of-speech tags>® correspond-
ing to each word in the text. For example,

attribute 1: VB PRP NNP
attribute 2: Call me  Ishmael

for which we will use the following notation, in which each time step is enclosed by curly
brackets and the symbols for different attributes within a time step are divided by a comma:
{Call, VB}{me, PRP}{Ishmael, NNP}. The part-of-speech tags in this example are a verb
(base form), a personal pronoun and a proper noun (singular), respectively.

Further, for this dataset each sentence is regarded as a sequence, which avoids the problem
of finding spurious patterns spanning multiple sentences. In total the data comprises 4 496
events in 103 sequences over 2 attributes with alphabet sizes 31 and 856 for the tags and the
text, respectively.

We use DITTO (Chapter 5) to compute a summary of the data. With a minimum support
of 5 it takes 102 seconds to find a pattern set containing 79 non-singletons.

4Moby Dick — www . gutenberg.org
SPart-of-speech tags — http://nlp.stanford.edu/software/tagger.shtml
OPart-of-speech tags — https://gate.ac.uk/wiki/twitter-postagger.html

112



7.5. Experiments

high . .

@09 Direction 0

@%@ Direction 1

. cmrm—oq ~oar T P N
Failure - ) . v

o
Y
o
Q
("]
=
[
£ .
) .
S |- B
< . .:

o B Y T~ A Tt R Y

W

: ol

low
18-Nov-2015 21-Nov-2015 1-Dec-2015

Date

Figure 7.6: An enlargement of Figure 7.5, which shows ‘normal’ anomaly scores on the 18"
of November and very high anomaly scores on the 21" of November and the 15! of December.

Using the class 2 score we compute a ranking for all combinations, between the 966
patterns and singletons from the DITTO pattern set, that occur within a window of length
4. This takes only 1 second. In Table 7.2 we give an overview of two top ranked pattern
combinations. Both are mistakes made by the tagger. Note that mistakes are a common reason
for anomalies and hence it is good that they are discovered. Moreover, note that our class 1
anomaly scores do not rank these mistakes very high because all involved patterns are very
frequent.

We performed an extra sanity check and manually added two generator patterns of size 2,
{TAG1, word1} and {TAG2, word2}, with a support of 100, making them the 9*" to 12" most
frequent singletons. Further we added them once together in the same sequence (the anomaly).
This single co-occurrence of these 2 generator patterns is correctly ranked first using our class
2 score.

Cycling

The last real world dataset comprises data recorded using multiple sensors during cycling. We
consider speed and heart rate simultaneously. To be able to find interesting patterns we first
pre-process the data from each sensor by transforming the absolute values to relative values (by
replacing each value by the difference of its successor and its own value) and by discretising
the resulting values into 8 intervals using SAX. We transform the data from absolute to relative
values, because we are not interested in the actual speeds or heart rates, but by how much they
are increasing or decreasing. The discretisation is of course necessary to construct a valid
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Table 7.2: Top ranked examples of class 2 anomalies in chapter 1 of Moby Dick. The used
tags are determiner (DT), adjective (JJ), noun singular/plural (NN/NNS), possessive pronoun
(PRPS), and 3rd person singular present verb (VBZ).

Pattern X Pattern Y Fragment Explanation

{DT, the}{NN} {PRPS$} the (commonalty) ‘lead’ is verb
lead their not noun

{JJ}H{NNS} {VBZ} Patagonian sights  ‘sounds’ is noun
(and) sounds not verb

alphabet for each sensor, but also because we are only interested in the increase or decrease of
a sensor’s values at a course granularity.

We searched for anomalies on a training session of 50 km, corresponding to a dataset
containing 2 844 events over 2 attributes. With a minimum support of 10 it took DITTO 17
seconds to find a summary containing 10 non-singleton patterns with a compression gain of
over 20% compared to the set of singletons. Within 1 second we find 73 co-occurrences, within
windows of length 4, containing the following top ranked results. We find a co-occurrence
of a pattern of 4 time steps with constant speed together with a pattern describing a highly
increasing heart rate. This co-occurrence has a high anomaly score because normally the heart
rate is constant when the speed is constant. However, because the current speed was very
high this was a special case (anomaly). Another highly ranked co-occurrence, of a pattern
describing an increasing heart rate and another pattern describing a very highly decreasing
heart rate, coincided with a fall in dull sand.

7.6 Discussion

The synthetic experiments show that our anomaly scores ably identify the targeted types of
anomalies. Our class 1 scores successfully identify those parts of the data containing less or
other patterns than the rest of the data. Further, our class 2 score shows high performance
in identifying unexpected co-occurrences under a wide range of settings. Again, we want to
emphasise that we do not claim to exhaustively identify all types of anomalies with a single
method.

To verify the use of our scores in practice we also performed experiments on real world
datasets. We showed that in the field of smart condition monitoring our scores can be very
useful to predict failures ahead of time. Next to this early warning capability, our method can
also supply additional information about the type of failure after further studying the patterns
that comprise the anomaly. Since this is not an automated process and differs for each domain,
we leave this step to domain experts. Future work would be to combine the domain expert’s
knowledge with our algorithms to classify or cluster anomalies.

Further support for the descriptiveness of our approach to detect anomalies can be found
in the Moby Dick dataset, see Table 7.2. Because our score exactly highlights the patterns
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responsible for the high anomaly score we discovered that these anomalies were caused by
mistakes made by the tagger.

7.7 Conclusion

Anomaly detection is an important data mining task as the occurrence of (very) low probability
events may provide valuable information [2]. A case in point is smart condition monitoring,
where one tries to predict the optimal time-point to service monitored equipment. If equipment
failures are preceded by unexpected behaviour — as measured by monitoring sensors — of the
equipment, the detection of such anomalies may help in predicting the imminent failure.

Since systems are usually monitored by multiple sensors, such as temperature and power-
usage, anomaly detection in multivariate event sequences is required. After all, anomaly
detection for each sensor separately will miss correlations between the sensor readings and,
thus, miss some anomalies. Consider for example the case where we have both the above
mentioned temperature and power-usage sensors. It may be completely normal for the
temperature to go up and for the power-usage to go down. However, it may be anomalous if
the temperature goes down while the power-usage goes down. This may, e.g., signal a failure
in the cooling system.

In this chapter we introduce two window based anomaly scores, prosaically called score;
and scores, to detect anomalies in multivariate event sequences, as well as two algorithms to
do the actual discovery. The scores and the algorithms are based on summaries of the data as
produced by the DITTO algorithm [15]. These summaries consist of code tables, comprising a
set of multivariate patterns that collectively describe the data well.

With experiments we show firstly that our methods are able to discover the anomalies they
were devised for. More specifically we show on synthetic data that the anomalies we plant are
discovered easily even under rather adverse conditions; i.e., when the anomalies are not all
that different from the rest of the data.

Secondly, using real world data we show that the anomalies we discover are useful. On
railway switch data we discover anomalies that precede failure of that switch by up to 10 days.
Further investigation of the use of these patterns for condition based maintenance is currently
under way. On a tagger annotated version of the celebrated novel Moby Dick we show how
the anomaly scores are able to pinpoint mistakes made by the tagger. Finally, on data from a
cycling trip our methods were able to discover the fall from a bike as an anomaly.
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CHAPTER 8

Conclusions

Before we conclude this thesis let us first recall our motivation and goals. In the Introduction
we stated that data is collected everywhere, but remains useless until information can be
extracted from it. One of the key challenges in data mining is to gain insight in this data
through the identification of interesting patterns.

Building on works in sequence mining (Chapter 2) and the successful application of MDL
in data summarisation (Chapter 3) the first goal of this thesis is to extend the state-of-the-art in
summarisation to multivariate sequential data. To this end, we posed the following research
problem:

How to summarise multivariate sequential data in terms of easily understandable patterns
that are able to capture multivariate structure.

That is, we want to gain insight in this multivariate data by presenting a domain expert with
only a small set of patterns that together succinctly describe the whole dataset. Moreover,
these patterns must be able to capture multivariate structure.

From literature we know that the resulting summaries can be used for other tasks on top
of providing a first insight into the data. We can, for example, use them to characterise the
difference [95], identify the components [52], preserve privacy [96] or detect anomalies [78]
in a dataset. Besides summarisation, in this thesis, we also focused on on anomaly detection
using these summaries. This led to the second research problem as follows:

How to identify and characterise unexpected behaviour in multivariate sequential datasets.

That is, we want to devise methods to automatically detect and, as a bonus, explain anomalous
data.

In addressing these research problems the main contributions of this thesis can be sum-
marised as follows:
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* We showed how MDL can be employed to characterise a seismogram by a small set
of characteristic patterns. The resulting code sets provide insight into the data and can
also be used to compare different seismograms. That is, given a set of seismograms
for which we know what events (earthquake, passing truck, etc.) happened we can
identify the events in a new seismogram. Further, a code set computed for a cluster of
seismograms can be used to generate a synthetic seismogram that shows what all these
seismograms have in common.

* We extended the state-of-the-art in summarising sequence data to multivariate event
sequences. We used a very rich pattern language that is able to capture multivariate
structure. Further, the pattern language allows for gaps in both directions (time and
attributes) and we allow patterns to interleave when describing the data. We introduced
the heuristic DITTO algorithm that efficiently mines a small set of patterns that gives
a succinct description of the dataset, possibly containing multivariate patterns. The
performance and quality of the summaries that DITTO produces is validated by a wide
range of experiments both on synthetic and real world datasets.

* We extended the field of anomaly detection by introducing a new class of anomalies in
transaction data. We showed that these unexpected co-occurrences of patterns are indeed
anomalous and from the experimental section we also find that they can provide useful
insight in real world scenarios. Further, we introduced an algorithm that efficiently
discovers and ranks transactions based on these anomalies, improving enormously over
a naive approach.

* Finally, we presented two window based anomaly scores and algorithms to identify
these anomalies in multivariate event sequence data. With experiments we show firstly
that our methods are able to discover the anomalies they were devised for. Secondly,
using real world data we show that the anomalies we discover are useful. As a result of
our pattern based approach our algorithms can automatically provide additional insight
to explain an anomaly by the patterns that it comprises.

Looking at these contributions we can conclude that the MDL principle can be successfully
employed in the domain of multivariate sequential data. Both for summarisation and anomaly
detection successful algorithms have been introduced.

Experimental results on real world datasets, such as a text in different languages, show
that we are able to capture true multivariate structure, for example in the form of patterns that
describe translations between the different languages. Further, our experiments show that as a
result of DITTO’s rich pattern language we attain much higher compression ratios, using a
comparable number of patterns, compared to the state-of-the-art in summarising univariate
sequential data.

Among many of the convincing results for our experiments in anomaly detection we
identified mistakes made by a tagger for text data. In this example the dataset contained two
aligned sequences, one containing the words of the first chapter of the book Moby Dick, and
the second containing tags describing the function for each word. The mistakes made by the
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tagger became clear as they were caused by unexpected combinations of patterns, exactly the
new class of anomalies that we introduced in this thesis. Note that these mistakes consist
of very regular data (frequent patterns) and are therefore not easily identified by previous
approaches.

For multivariate sequential data a very successful result was found on a dataset comprising
two features extracted from a sensor that monitors the electric current that flows through an
electric motor that moves a railway switch. In this data we identified unexpected behaviour
for about 10 days up to the time of a failure of the electric motor. This information could
have been used as an early warning to service this motor in time thereby preventing costly
downtime.

In addition to our results we would like to note that an anomaly may occur as a result of
an error, it can be an outlier, or it can be a highly unexpected data point. In any case, it can
lead to insight after being presented to a domain expert. As described in the earlier chapters,
there is not a single score to identify all anomalies, thus we must always consider all available
approaches to get the most complete view on the data.

We started with summarisation and ended with anomaly detection, but what about the
future? There are of course ample opportunities to continue the presented work. It would, for
example, be nice to be able to work on continuous data directly without the need to discretise it.
The extension to this domain, however, is not apparent. More feasible improvements include
allowing for noise in patterns. That is, when the pattern abc may also cover the instances abd
or abe with a penalty based on the amount of noise. As a result we might be able to attain
even better compression ratios and thus expose even more information. The challenge is again
to control the search space that grows even larger as a result of the extra choices in covering
the data. Finally, further improvements may result from the use of prequential codes [35] in
describing a dataset and the parallelisation of the cover and candidate generation phases of
Di1TTO. Exploring these possibilities may lead to even more insight in information.
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Samenvatting

Sinds de opslag van data erg goedkoop is verzamelen bedrijven en instellingen enorm veel data,
vaak nog zonder te weten wat ze ermee aan moeten. Het onderzoeksveld van gegevensanalyse,
ook wel data mining genoemd, houdt zich bezig met het verkrijgen van informatie of inzicht
vanuit al deze verzamelde data. Dit inzicht kan bijvoorbeeld gebruikt worden voor het
beter voorspellen van natuurrampen, de optimalisatie van allerlei bedrijfsprocessen of het
identificeren van fraude.

Een groot deel van de data die verzameld wordt is sequentiéle data. Voorbeelden hiervan
zijn: reeksen van uitgevoerde muisklikken of bezochte webpagina’s op het internet, lijsten van
gebeurtenissen afgegeven door alarmsystemen, teksten die bestaan uit een opeenvolging van
woorden, en sensoren die van alles meten over een bepaalde tijdspanne. Om te leren van deze
data bestuderen we de patronen die zich hierin bevinden. Zo kan bijvoorbeeld een patroon, dat
een veel bezochte reeks van webpagina’s beschrijft, inzicht bieden in hoe gebruikers door een
website navigeren en waarom sommige pagina’s vaker bekeken worden dan anderen.

Een bekend groot probleem in dit vakgebied is de enorme hoeveelheid patronen die elke
dataset bevat. Vele oplossingen zijn bedacht om de omvang van de verzameling mogelijke
patronen terug te dringen naar werkbare proporties. Dit kan door zoveel mogelijk redundantie
uit de verzameling te verwijderen. Deze methodes leveren helaas nog steeds een veel te grote
verzameling aan patronen. Als reactie hierop is er een andere aanpak ontwikkeld. In plaats
van het zoeken naar een kleine selectie uit de verzameling van alle patronen, doen we een
stap terug en richten we ons weer op de dataset zelf. Dat wil zeggen, we zoeken naar een
kleine verzameling patronen die de gehele dataset goed samenvat. Deze samenvatting is dus
een beschrijving van de dataset in plaats van een beschrijving van de totale set patronen in de
dataset. Deze aanpak is gebaseerd op het zogenaamde Minimum Description Length (MDL)
principe en zoekt naar de verzameling patronen die de beste compressie van de data geeft.

In dit proefschrift passen we het MDL principe toe op multivariate datareeksen. Dat wil
zeggen, meerdere parallelle datareeksen. In deze data bevinden zich potentieel nog veel meer
patronen, zoals patronen die een correlatie tussen de verschillende reeksen beschrijven. Denk
aan een dataset waarbij twee sensoren op elk moment de snelheid en hoogte van een hardloper
bijhouden. Een multivariaat patroon kan een correlatie tussen de sensoren beschrijven, bij-
voorbeeld de correlatie tussen een toenemende snelheid en gelijktijdig afnemende hoogte van
het gelopen traject. We definiéren hoe deze patronen eruit kunnen zien en introduceren een
algoritme dat efficiént goede samenvattingen vindt. Een samenvatting is dus simpelweg een
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verzameling van patronen en kan ook multivariate patronen bevatten.

Naast het inzicht dat de patronen in de gevonden samenvattingen bieden kunnen deze
samenvattingen ook gebruikt worden voor andere doeleinden in data mining. Voorbeelden
hiervan zijn het clusteren van gelijksoortige data, het genereren van data om privacygevoelige
gegevens te bewaken, en het vinden van afwijkingen (ook wel anomalieén) in de data. We
richten ons verder op het gebruik van deze samenvattingen voor het vinden van afwijkingen in
de data, vandaar dat de ondertitel van dit proefschrift ‘van samenvatting naar afwijking’ luidt.

Het onderzoeksveld genaamd anomalie detectie houdt zicht bezig met het identificeren van
datapunten die significant afwijken van de rest van de data — zo anders dat het erop lijkt dat
ze door een ander mechanisme gegenereerd zijn. Een anomalie kan voorkomen in de data als
gevolg van een fout, het kan een extreme waarde zijn of het is een erg onverwacht datapunt.

In het tweede deel van dit proefschrift definiéren we een nieuw soort anomalie, namelijk
het onverwacht voorkomen van een combinatie van patronen in de data. Ook introduceren we
een algoritme om deze anomalieén efficiént te identificeren. Neem als voorbeeld de volgende
twee patronen: het drinken van Coca Cola en het drinken van Pepsi Cola. Verder weten we dat
beide cola’s veel gedronken worden, maar dat zo goed als iedereen een sterke merkvoorkeur
heeft. Dat wil zeggen dat bijna niemand beide cola’s drinkt. Komen we toch zo iemand tegen,
dan is dit erg onverwacht. Niet door het voorkomen van de individuele patronen, maar juist
door de onverwachte combinatie ervan. Zo’n onverwachte combinatie is dus per definitie een
anomalie.

We concluderen in dit proefschrift dat het MDL principe succesvol toegepast kan worden
voor zowel het samenvatten van multivariate datareeksen als het identificeren van anomalieén
in deze data.
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